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Seguridad vs. Privacidad
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Seguridad:
Es un estado mental
me siento seguro
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Privacidad:
Parabola de la cerveza, y el servicio
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Seguridad en el Escritorio

Seguridad en el Escritorio: Ejemplos
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m Seguridad en el Escritorio

Kmail cliente de correo con cifrado PGP

N Encryption in KMail

From: Oliver White < >
To: i -
Date: Today 14:36:38

(=]

r=-xI

Message was signed by Oliver White <77 i e o > (Key ID:
OxE1AF37A1).

The signature is valid and the key is ultimately trusted.

This message is encrypted and signed, but KMail will automatically decrypt it
and check the signature once it's asked for the password. Encrypting the
email is as simple as clicking on the padlock button before sending the mail,
and signing the email is done in a similar way.

MK @ wn n D =

KMail can use GnuPG as its encryption program, and GnuPG itself is capable of
importing keyrings from PGP. KMail comes with simple tools to select keys
from your keyring, for choosing who to encrypt to, or for selecting your own
private key.

End of signed message
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 KDE

m Seguridad en el Escritorio

Kopete OTR

X v~ i alice@follefuder.org/Kopete (Online) - Kopete
Chat Edit Format Tahs Tools Zetlings Help

HE2/ XDP: © @ s | ©

Sawe  Print Cut Copy F'asie Add\él"nilev Farticipants OTR Enctyption

A
g ‘5 bob@follefuder.org 155851
oh yeah, that place was awful
o5 Authenticating contact.., 160017
{3 Authentication successful. The conversation is now secure! 160023
v
One other person in the chat Send
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m Seguridad en el Escritorio

Administrador de certificados

™ Kleopatra & & &
File View Certificates Tools Settings Window Help

|£,5J Import Certificates |n&.’] Export Certificates e Redisplay Q Stop Operation >
Find: | Other Certificates v
j My Certificates = Trusted Certificates = Other Certificates 4l

MName A E-Mail Valid From Walid Until Details Fingerp|

Eduardo Robles Elvira Fra... edulix@gmail.com 2008-02-24 OpenPGP ESOFOEE3
- David Faure (KDAB) dfaure@kdab.com 2001-09-12 OpenPGP EEFABO5F
Antonio Larrosa Jimenez larrosa@kde.org 2003-07-31 OpenPGP §75EE153
- Albert Astals Cid aacid@kde.org 2005-08-16 OpenPGP BCE17BDS
<| [

Eduardo Robles Elvira <edulix@gmail.com>,2010



Seguridad en la web

Seguridad en la web:

https, SSL
Banca electronica

Compras
Firmas digitales
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Seguridad en la web

ccual es la diferencia?
Cifrado punto a punto

VS
Cifrado cliente servidor

Eduardo Robles Elvira <edulix@gmail.com>,2010



Seguridad en la web

Hushmail

 Ejemplo de cifrado punto a punto
- state of the art

 Almacena los datos cifrados

- demo
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Seguridad en la web

Problemas con Hushmail

e Confiar en el servidor

 Cifrado en cliente mediante
java/javascript

« Recomiendan clientes no-web
e NSA
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La solucion es clara:
Implementar cifrado punto a punto...

directamente en el navegador
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« Evolucion de https:

 misma estrategia, integracion con el
navegador

 Independencia del servidor:

- el usuario recupera el poder sobre sus
datos
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 Google vs. privacy

 Aplicaciones web 2.0 beta

e Gmail
e Gtalk
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 Pequena extension de HTML

- <input type="text" name="field"
encryption="gpg" encryption-
key="6C1F5316"/>

- <div
encryption="gpg” >ciphertext</div>
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e Demo!!
1.HTML

2.Konqueror
3.Explicar caracteristicas de seguridad
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 Proof of concept

* No presentado al W3C
* Solo GPG en modo texto

 Habria que usar xhtml serialization y
XML Signature
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e Futuro

- Webkit
* Webapps htmli5

 Public-html5 mailling list
* PGP 1999
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* Preguntas ?

4

4

7
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 KHTML

e Parser

e Dom vs. impls
 Widgets pintados fuera de pantalla
* DIV: problematica

Eduardo Robles Elvira <edulix@gmail.com>,2010



Transparencias bajo Licencia CC-by-sa 3.0
http://creativecommons.org/licenses/by-sa/3.0/
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