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Abstract—  3rd Generation Partnership Project (3GPP) LTE has 

adopted SC-FDMA as the uplink multiple access scheme which 

use single carrier modulation and frequency domain 

equalization. In this paper, we show that the PAPR performance 

of DFT-spreading technique with IFDMA can be significantly 

improved by varying the roll-off factor from 0 to 1 of the RC 

(Raised-Cosine) filter for pulse shaping after IFFT. Our PAPR 

reduction is 30% of DFT with IFDMA utilizing QPSK and 

varying the roll-off factor. We show pulse shaping does not affect 

LFDMA as much as it affects IFDMA. Therefore, IFDMA has an 

important trade-off relationship between excess bandwidth and 

PAPR performance since excess bandwidth increases as the roll-

off factor increases. Our simulation indicates that the 

performance of PAPR of DFT spreading technique is dependent 

on the number of subcarriers assigned to each user. The effect of 

PAPR dependency on the method used to assign the subcarriers 

to each terminal is also simulated. 

    Index terms— Long-term-evolution (LTE); Discrete Fourier 

Transform (DFT); Orthogonal frequency division multiplexing 

(OFDM);Localized-frequency-division-multiple-access 

(LFDMA);Interleaved-frequency-division-multiple-access 

(IFDMA); peak-to-average power ratio (PAPR); single carrier 

frequency division multiple access (SC-FDMA). 

I. INTRODUCTION    

Wireless communication has experienced an incredible growth 

in the last decade. Two decades ago the number of mobile 

subscribers was less than 1% of the world’s population [1]. In 

2001, the number of mobile subscribers was 16% of the 

world’s population [1].  By the end of 2001 the number of 

countries worldwide having a mobile network has 

tremendously increased from just 3% to over 90% [2]. In 

reality the number of mobile subscribers worldwide exceeded 

the number of fixed-line subscribers in 2002 [2]. As of 2010 

the number of mobile subscribers was around 73% of the 

world’s population which is around to 5 billion mobile 

subscribers [1]. 

 

In addition to mobile phones WLAN has experienced a rapid 

growth during the last decade. IEEE 802.11 a/b/g/n is a set of 

standards that specify the physical and data link layers in ad- 

hoc mode or access point for current wide use. In 1997 

WLAN standard – IEEE 802.11, also known as Wi-Fi, was 

first developed with speeds of up to 2 Mbps [2]. At present, 

WLANs are capable of offering speeds up-to 600 Mbps for the 

IEEE 802.11n utilizing OFDM as a modulation technique in 

the 2.4 GHz and 5 GHz license-free industrial, scientific and 

medical (ISM) bands. It is important to note that WLANs do 

not offer the type of mobility, which mobile systems offer.  

In our previous work, we analyzed a low complexity clipping 

and filtering scheme to reduce both the PAPR and the out-of-

band-radiation caused by the clipping distortion in downlink 

systems utilizing OFDM technique [3].  We also modeled a 

mix of low mobility 1.8mph, and high mobility, 75mph with a 

delay spread that is constantly slighter than the guard time of 

the OFDM symbol to predict complex channel gains by the 

user by means of reserved pilot subcarriers [4]. SC-FDMA is 

the modified version of OFDMA. SC-FDMA is a customized 

form of OFDM with comparable throughput performance and 

complexity. The only dissimilarity between OFDM and SC-

FDMA transmitter is the DFT mapper. The transmitter collects 

the modulation symbols into a block of N symbols after 

mapping data bits into modulation symbols. DFT transforms 

these symbols in the time domain into frequency domain. The 

frequency domain samples are then mapped to a subset of M 

subcarriers where M is greater than N. Like OFDM, an M 

point IFFT is used to generate the time-domain samples of 

these subcarriers. 

 
OFDM is a broadband multicarrier modulation scheme where 

single carrier frequency division multiple access (SC-FDMA) 

is a single carrier modulation scheme.  

Research on multi-carrier transmission started to be an 

interesting research area [5-7]. OFDM modulation scheme 

leads to better performance than a single carrier scheme over 

wireless channels since OFDM uses a large number of 

orthogonal, narrowband sub-carrier that are transmitted 

simultaneously in parallel ;however;  high PAPR becomes an 

issue that limits the uplink performance more than the 

downlink due to the low power processing terminals. SC-

FDMA adds additional advantage of low PAPR compared to 

OFDM making it appropriate for uplink transmission. 
 

 We investigated the channel capacity and bit error rate of 

MIMO-OFDM [8]. The use of OFDM scheme is the solution 

to the increase demand for future bandwidth-hungry wireless 

applications [9]. Some of the wireless technologies using 

OFDM are Long-Term Evolution (LTE). LTE is the standard 

(IJCSIS) International Journal of Computer Science and Information Security, 
Vol. 9, No. 10, October 2011

1 http://sites.google.com/site/ijcsis/ 
ISSN 1947-5500  



for 4G cellular technology, ARIB MMAC in Japan have 

adopted the OFDM transmission technology as a physical 

layer for future broadband WLAN systems, ETSI BRAN in 

Europe and Wireless local-area networks (LANs) such as Wi-

Fi. Due to the robustness of OFDM systems against multipath 

fading, the integration of OFDM technology and radio over 

fiber (RoF) technology made it possible to transform the high 

speed RF signal to the optical signal utilizing the optical fibers 

with broad bandwidth [10]. Nevertheless, OFDM suffers from 

high peak to average power ratio (PAPR) in both the uplink 

and downlink which results in making the OFDM signal a 

complex signal [11]. 

The outcome of high PAPR on the transmitted OFDM 

symbols results in two disadvantages high bit error rate and 

inference between adjacent channels. This would imply the 

need for linear amplification. The consequence of linear 

amplification is more power consumption. This has been an 

obstacle that limits the optimal use of OFDM as a modulation 

and demodulation technique [12-15]. The problem of PARP 

affects the uplink and downlink channels differently. On the 

downlink, it’s simple to overcome this problem by the use of 

power amplifiers and distinguished PAPR reduction methods. 

These reduction methods can’t be applied to the uplink due to 

their difficulty in low processing power devices such as 

mobile devices. On the uplink, it is important to reduce the 

cost of power amplifiers as well.  

 

PAPR reduction schemes have been studied for years [16-19]. 

Some of the PAPR reduction techniques are: Coding 

techniques which can reduce PAPR at the expense of 

bandwidth efficiency and increase in complexity [20-21]. The 

probabilistic technique which includes SLM, PTS, TR and TI 

can also reduce PAPR; however; suffers from complexity and 

spectral efficiency for large number of subcarriers [22-23].     

 We show the effect of PAPR dependency on the method used 

to assign the subcarriers to each terminal. PAPR performance 

of DFT-spreading technique varies depending on the 

subcarrier allocation method. 

 

II SYSTEM CONFIGURATION OF SC-FDMA and OFDMA 

 

SC-FDMA: 

 

 

 

 

 

 

 

 
Fig.1. Transmitter and receiver structure of SC-FDMA 

 

The transmitters in Figure 1 and 2 perform some signal-

processing operations prior to transmission. Some of these 

operations are the insertion of cyclic prefix (CP), pulse 

shaping (PS), mapping and the DFT.  The transmitter in 

Figure 1 converts the binary input signal to complex          

subcarriers.  In a SC-FDMA, DFT is used as the first stage to 

modulate subcarriers. DFT produce a frequency domain 

representation          of the input signal. 

OFDMA: 

 

    

 

                         

 

 

 
Fig.2. Transmitter and receiver structure of OFDMA 

 

Figure 2 illustrates the configuration of OFDMA transmitter 

and receiver. The only difference between SC-FDMA and 

OFDMA is the presences of the DFT and IDFT in the 

transmitter and receiver respectively of SC-FDMA. Hence, 

SC-FDMA is usually referred to as DFT-spread OFDMA.  

 
Fig. 1. OFDM available bandwidth is divided into subcarriers that are 

mathematically orthogonal to each other [3] 

 

 

II. SYSTEM MODEL 

 

 

 

 

 

 

 

 

Fig. 2.DFT-spreading OFDM single carrier transmitter 
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One of the major drawbacks of OFDM is the high peak-to-

average power ratio (PAPR) of the transmitted signals, i.e., the 

large variations in the instantaneous power of the transmitted 

signal. This would require linear amplification. The result of 

such linear amplification would imply more power 

consumption. This is significant on the uplink, due to the low 

mobile-terminal power consumption and cost. Therefore, 

wide-band single-carrier transmission is an alternative to 

multi-carrier transmission, particularly for the uplink. One of 

such single-carrier transmission scheme can be implemented 

using DFT-spread OFDM which has been selected as the 

uplink transmission scheme for LTE allowing for small 

variations in the instantaneous power of the transmitted uplink 

signal. 

The main advantage of DFTS-OFDM, compared to OFDM, is 

the reduction of variations in the instantaneous transmit 

power, leading to the possibility for increased power-amplifier 

efficiency. 

 

DFT spreading technique is a promising solution to reduce 

PAPR because of it’s superiority in PAPR reduction 

performance compared to block coding, Selective Mapping 

(SLM), Partial Transmit Sequence (PTS) and Tone 

Reservation (TR) [24-25]. SC-FDMA and OFDMA are both 

multiple-access versions of OFDM. There are two subcarrier 

mapping schemes in single carrier frequency division multiple 

access (SC-FDMA) to allocate subcarriers between units: 

Distributed FDMA and Localized FDMA.  

 

 

 

 

 

 

 

 

 

 

 

 
 

 
Fig. 3.Subcarrier allocation methods for multiple users ( 3 users, 12 

subcarriers, and 4 subcarriers allocated per user). 

 

III  SIMULATION AND RESULTS 

 

Before examining the reduction of PAPR, let us consider a 

single-carrier system where N=1. Figure 4 shows both the 

baseband QPSK-modulated signal and the passband signal 

with a single carrier frequency of 1 Hz and an oversampling 

factor of 8.  Figure 4a shows that the baseband signal’s 

average and peak power values are the same that is PAPR is 

0dB.
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Fig. 4. (a) Baseband signal 

 

On the other hand, Figure 4b shows the passband signal with a 

PAPR of 3,01 dB.    
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Fig. 4. (b) Passband signal 

 

Note that the PAPR varies in the passband signal depending 

on the carrier frequency. As a result, when measuring the 

PAPR of a single-carrier system, then we must be taken into 

consideration the carrier frequency of the passband signal.   

 

A. Interleaved, Localized and Orthogonal-FDMA 

 

There are two channel allocation schemes for SC-FDMA 

systems; i.e., the localized and interleaved schemes where the 

subcarriers are transmitted subsequently, rather than in 

parallel. In the following simulation results, we compared 
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different allocation schemes of SC-FDMA systems and their 

PAPR. These types of allocation schemes are subject to 

intersymbol interference when the signal suffers from sever 

multipath propagation. In SC-FDMA this type of interference 

can be substantial and usually an adaptive frequency domain 

equalizer is placed at the base station. This type of 

arrangement makes sense in the uplink of cellular systems due 

to the additional benefit that SC-FDMA adds in terms of 

PAPR. In this type of arrangement, i.e, single carrier system 

the burden of linear amplification in portable terminals is 

shifted to the base station at the cost of complex signal 

processing, that is frequency domain equalization.   
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Fig. 4. (a) QPSK 

 
Figure 4 show the performance of PAPR while the number of 

subcarriers is 256 and the number of subcarriers assigned to 

each unit or mobile device is 64. This simulation helps in 

evaluating the performance of PAPR with different mapping 

schemes and modulation techniques. In LFDMA each user 

transmission is localized in the frequency domain where in the 

DFDMA each user transmission is spread over the entire 

frequency band making it less sensitive to frequency errors 

and diversifies frequency. 
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Fig. 4. (b) 16 QAM 

The three figures of 4 show that when the single carrier is 

mapped either by LFDMA or DFDMA, it outperforms 

OFDMA due to the fact that in an uplink transmission, mobile 

terminals work differently then a base station in terms of 

power amplification. In the uplink transmission PAPR is more 

of a significant problem then on the downlink due to the type 

and capability of the amplifiers used in base station and 

mobile devices. For instance, when a mobile circuit’s 

amplifier operates in the non-linear region due to PAPR, the 

mobile devise would consume more power and become less 

power efficient whereas base stations don’t suffer from this 

consequence.  Therefore, OFDM works better in the downlink 

transmission in terms of PAPR. 
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Fig. 4.  (c) 64 QAM 

Our results show the effect of using Discrete Fourier 

Transform spreading technique to reduce PAPR for OFDMA, 

LFDMA and OFDMA with N=256 and
unit
N =64. A comparison 

is shown in Figure 4 a,b and c utilizing different modulation 

schemes. The reduction in PAPR is significant when DFT is 

used. For example, Figure 4(b) where Orthogonal-FDMA, 

Localized-FDMA and Interleaved-FDMA have the values of 

3.9 dB, 8.5 dB and 11 dB, respectively. The reduction of 

PAPR in IFDMA utilizing the DFT-spreading technique 

compared to OFDMA without the use of DFT is 6.1 dB. Such 

reduction is significant in the performance of PAPR. Based on 

the simulation results in Figure 2 we can see that single carrier 

frequency division multiple access systems with Interleaved-

FDMA and Localized-FDMA perform better than OFDMA in 

the uplink transmission. Although Interleaved-FDMA 

performs better than OFDMA and LFDMA, LFDMA is 

preferred due to the fact that assigning subcarriers over the 

whole band of IFDMA is complicated while LFDMA doesn’t 

require the insertion of pilots of guard bands.   

B. Pulse shaping 

The idea of pulse shaping is to find an efficient transmitter and 

a corresponding receiver waveform for the current channel  
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condition [26].  The raised-cosine filter is used for pulse 

shaping because it is able to minimize intersymbol 

interference (ISI). In this section we show the effect of pulse 

shaping on the PAPR.  Figure 4 a and b show the PAPR 

performance of both IFDMA and LFDMA, varying the roll-

off-factor of the raised cosine filter for pulse shaping after 

IFFT.  The roll-off-factor is a measure of excess bandwidth of 

the filter. The raised cosine filter can be expressed as: 
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WhereT is the symbol period and   is the roll-off factor.  
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Fig. 5. (a) QPSK 

 

 

Figures 5 a and b imply that IFDMA is more sensitive to pulse 

shaping than LFDMA. The PAPR performance of the IFDMA 

is greatly improved by varying the roll-off factor from 0 to 1. 

On the other hand LFDMA is not affected so much by the 

pulse shaping.  
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Fig. 5. (b) 16 QAM 

It is important to note that IFDMA has a trade-off relationship 

between excess bandwidth and PAPR performance because 

any excess in bandwidth increases as the roll-off factor 

increases. Excess bandwidth of a filter is the bandwidth 

occupied beyond the Nyquist bandwidth.     
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Fig. 6. PAPR performance of DFT-spreading technique when the number of 

subcarriers vary 

The PAPR performance of the DFT-spreading technique 

depends on the number of subcarriers allocated to each user. 

Figure 5 shows the performance of DFT-spreading for 

LFDMA with a roll-off factor of 0.5. The degraded 

performance by about 3.5 dB can be seen as the number of 

subcarriers increase from 4 to 128 subcarriers.    
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V. CONCLISION 

We have shown the importance of the trade-off relationship of 

IFDMA between excess bandwidth and PAPR performance 

due to the fact that any excess in bandwidth increases as the 

roll-off factor increases.  Our results show The PAPR 

performance of the IFDMA is greatly improved by varying the 

roll-off factor. On the other hand LFDMA is not affected so 

much by the pulse shaping. It was also shown that a SC-

FDMA system with Interleaved-FDMA or Localized FDMA 

performs better than Orthogonal-FDMA in the uplink 

transmission where transmitter power efficiency is of great 

importance in the uplink. LFDMA and IFDMA result in lower 

average power values due to the fact that OFDM and OFDMA 

map their input bits straight to frequency symbols where 

LFDMA and IFDMA map their input bits to time symbols. 

We conclude that single carrier-FDMA is a better choice on 

the uplink transmission for cellular systems. Our conclusion is 

based on the better efficiency due to low PAPR and on the 

lower sensitivity to frequency offset since SC-FDMA has a 

maximum of two adjacent users. Finally yet importantly, the 

PAPR performance of DFT-spreading technique degrades as 

the number of subcarriers increase.  
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Abstract— Curvature has a great effect on fringing field of a 

microstrip antenna and consequently fringing field affects 

effective dielectric constant and then all antenna parameters.  

A new mathematical model for input impedance, return loss, 

voltage standing wave ratio and electric and magnetic fields is 

introduced in this paper. These parameters are given for TM01 

mode and using two different substrate materials RT/duroid-

5880 PTFE and K-6098 Teflon/Glass. Experimental results for 

RT/duroid-5880 PTFE substrate are also introduced to 

validate the new model. 

 
Keywords: Fringing field, Curvature, effective dielectric 

constant and Return loss (S11), Voltage Standing Wave Ratio 

(VSWR), Transverse Magnetic TM01 mode.    
 

 

I. INTRODUCTION 

Due to the unprinted growth in wireless applications and 

increasing demand of low cost solutions for RF and 

microwave communication systems, the microstrip flat 

antenna, has undergone tremendous growth recently. 

Though the models used in analyzing microstrip structures 

have been widely accepted, the effect of curvature on 

dielectric constant and antenna performance has not been 

studied in detail. Low profile, low weight, low cost and its 

ability of conforming to curve surfaces [1], conformal 

microstrip structures have also witnessed enormous growth 

in the last few years. Applications of microstrip structures 

include Unmanned Aerial  Vehicle (UAV), planes, rocket, 

radars and communication industry [2].  Some advantages 

of conformal antennas over the planer microstrip structure 

include, easy installation (randome not needed), capability 

of embedded structure within composite aerodynamic 

surfaces, better angular coverage and controlled gain, 

depending upon shape  [3, 4]. While Conformal Antenna 

provide potential solution for many applications, it has some 

drawbacks due to bedding [5]. Such drawbacks include 

phase, impedance, and resonance frequency errors due to 

the stretching and compression of the dielectric material 

along the inner and outer surfaces of conformal surface. 

Changes in the dielectric constant and material thickness 

also affect the performance of the antenna.  Analysis tools 

for conformal arrays are not mature and fully developed [6]. 

Dielectric materials suffer from cracking due to bending and 

that will affect the performance of the conformal microstrip 

antenna.       

   

II. BACKGROUND 

Conventional microstrip antenna has a metallic patch 

printed on a thin, grounded dielectric substrate. Although 

the patch can be of any shape, rectangular patches, as shown 

in Figure 1 [7], are preferred due to easy calculation and 

modeling.  

 

 

 

 

 

 

 

 

 
FIGURE 1. Rectangular microstrip antenna  

 

Fringing fields have a great effect on the performance of a 

microstrip antenna. In microstrip antennas the electric filed 

in the center of the patch is zero. The radiation is due to the 

fringing field between the periphery of the patch and the 

ground plane. For the rectangular patch shown in the     

Figure 2, there is no field variation along the width and 

thickness. The amount of the fringing field is a function of 

the dimensions of the patch and the height of the substrate. 

Higher the substrate, the greater is the fringing field. 

Due to the effect of fringing, a microstrip patch antenna 

would look electrically wider compared to its physical 

dimensions.  As shown in Figure 2, waves travel both in 
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substrate and in the air. Thus an effective dielectric constant 

εreff is to be introduced. The effective dielectric constant 

εreff takes in account both the fringing and the wave 

propagation in the line. 

 

 

 

 

 
FIGURE 2. Electric field lines (Side View).  

 

The expression for the effective dielectric constant is 

introduced by A. Balanis [7], as shown in Equation 1.     

                     (1) 

The length of the patch is extended on each end by ΔL is a 

function of effective dielectric constant  and the width 

to height ratio (W/h).  ΔL can be calculated according to a 

practical approximate relation for the normalized extension 

of the length [8], as in Equation 2. 

 

                    (2)    

 

 

 

 

 

 

 

 

 

 

 
FIGURE 3. Physical and effective lengths of rectangular microstrip patch. 

 

The effective length of the patch is Leff and can be calculated 

as in Equation 3.  

Leff = L+2ΔL                                      (3) 

By using the effective dielectric constant (Equation 1) and 

effective length (Equation 3), we can calculate the 

resonance frequency of the antenna f and all the microstrip 

antenna parameters. 

 

 

 

Cylindrical-Rectangular Patch Antenna 

 

All the previous work for a conformal rectangular 

microstrip antenna assumed that the curvature does not 

affect the effective dielectric constant and the extension on 

the length. The effect of curvature on the resonant frequency 

has been presented previously [9]. In this paper we present 

the effect of fringing field on the performance of a 

conformal patch antenna. A mathematical model that 

includes the effect of curvature on fringing field and on 

antenna performance is presented. The cylindrical-

rectangular patch is the most famous and popular conformal 

antenna. The manufacturing of this antenna is easy with 

respect to spherical and conical antennas.    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
FIGURE 4: Geometry of cylindrical-rectangular patch antenna[9] 

 

Effect of curvature of conformal antenna on resonant 

frequency been presented by Clifford M. Krowne [9, 10] as:  

 

                (4) 

Where 2b is a length of the patch antenna, a is a radius of 

the cylinder, 2θ is the angle bounded the width of the patch, 

ε represents electric permittivity and µ is the magnetic 

permeability as shown in Figure 4. 

Joseph A. et al, presented an approach to the analysis of 

microstrip antennas on cylindrical surface. In this approach, 

the field in terms of surface current is calculated, while 

considering dielectric layer around the cylindrical body. The 

assumption is only valid if radiation is smaller than stored 

energy[11].  Kwai et al. [12]gave a brief analysis of a thin 

cylindrical-rectangular microstrip patch antenna which 

includes resonant frequencies, radiation patterns, input 

impedances and Q factors. The effect of curvature on the 

characteristics of TM10 and TM01 modes is also presented in 

Kwai et al. paper. The authors first obtained the electric 

field under the curved patch using the cavity model and then 

calculated the far field by considering the equivalent 

magnetic current radiating in the presence of cylindrical 

surface. The cavity model, used for the analysis is only valid 

for a very thin dielectric. Also, for much small thickness 

than a wavelength and the radius of curvature, only TM 

modes are assumed to exist. In order to calculate the 

radiation patterns of cylindrical-rectangular patch antenna. 

The authors introduced the exact Green’s function approach. 

Using Equation (4), they obtained expressions for the far 

h 

W 

ΔL 
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ΔL 
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zone electric field components Eθ and Eφ as a functions of 

Hankel function of the second kind Hp
(2)

. The input 

impedance and Q factors are also calculated under the same 

conditions. 

 

Based on cavity model, microstrip conformal antenna on a 

projectile for GPS (Global Positioning System) device is 

designed and implemented by using perturbation theory is 

introduced by Sun L., Zhu J., Zhang H. and Peng X [13]. 

The designed antenna is emulated and analyzed by IE3D 

software. The emulated results showed that the antenna 

could provide excellent circular hemisphere beam, better 

wide-angle circular polarization and better impedance match 

peculiarity.   

 

Nickolai Zhelev introduced a design of a small conformal 

microstrip GPS patch antenna [14]. A cavity model and 

transmission line model are used to find the initial 

dimensions of the antenna and then electromagnetic 

simulation of the antenna model using software called 

FEKO is applied. The antenna is experimentally tested and 

the author compared the result with the software results. It 

was founded that the resonance frequency of the conformal 

antenna is shifted toward higher frequencies compared to 

the flat one. 

 

The effect of curvature on a fringing field and on the 

resonance frequency of the microstrip printed antenna is 

studied in [15]. Also, the effect of curvature on the 

performance of a microstrip antenna as a function of 

temperature for TM01 and TM10 is introduced in [16], [17].  

 

 

III. GENERAL EXPRESSIONS FOR ELECTRIC AND 

MAGNETIC FIELDS INTENSITIES 

 

In this section, we will introduce the general expressions of 

electric and magnetic field intensities for a microstrip 

antenna printed on a cylindrical body represented in 

cylindrical coordinates.  

Starting from Maxwell’s Equation  s, we can get the relation 

between electric field intensity E and magnetic flux density 

B as known by Faraday’s law [18], as shown in Equation   

(2): 

 

         
  

  
                  (2) 

Magnetic field intensity H and electric flux density D are 

related by Ampérés law as in Equation (3): 

         
  

  
                        (3) 

where J is the electric current density. 

The magnetic flux density B and electric flux density D as a 

function of time t can be written as in Equation (4): 

 

                          

and                                                       (4) 

where μ is the magnetic permeability and ɛ is the electric 

permittivity.  

By substituting Equation (4) in Equations (2) and (3), we 

can get: 

                 

 and                                           (5) 

 

where ω is the angular frequency and has the form of: 

     . In homogeneous medium, the divergence of 

Equation (2) is: 

                           

    and                                  (6) 

 

From Equation (5), we can get Equation (7): 

               

or                                                            (7) 

 

Using the fact that, any curl free vector is the gradient of the 

same scalar, hence: 

 

                                         (8) 

 

where φ is the electric scalar potential. 

By letting:      

                                                          
   

where A is the magnetic vector potential. 

So, the Helmholtz Equation takes the form of (9): 

 

  A+     -J                                         (9) 

 

k is the wave number and has the form of:        , and 

   is Laplacian operator. The solutions of Helmholtz 

Equation   are called wave potentials: 

           
 

   
                               (10) 

                                                

 

A) Near Field Equations 

 

By using the Equations number (10) and magnetic vector 

potential in [19], we can get the near electric and magnetic 

fields as shown below: 

   
 

     
             

 

  
 
    

  
          

          
                                             (12) 

Eφ and Eρ are also getting using Equation (7); 

  

  
 

     
                 

          
            

 

  

 

    

 

                                                                                                 

(13) 
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(14) 

To get the magnetic field in all directions, we can use the 

second part of Equation (10) as shown below, where Hz= 0 

for TM mode: 

 

   
  

  
 

 
 

  
                

          
            

 

  
 
      (15) 

 

    
  

  

   
 

  
  

         

             
   

           
            

 

  

 

    

 

                                                                                                 

(16) 

 

B) Far field Equations 

 

In case of far field, we need to represent the electric and 

magnetic field in terms of r, where r is the distance from the 

center to the point that we need to calculate the field on it. 

By using the cylindrical coordinate Equations, one can 

notice that a far field ρ tends to infinity when r, in Cartesian 

coordinate, tends to infinity. Also, using simple vector 

analysis, one can note that, the value of kz will equal to 

        [19], and from the characteristics of Hankel 

function, we can rewrite the magnetic vector potential 

illustrated in Equation (12) to take the form of far field as 

illustrated in Equation (17). 

 

  

   
    

     

  
                    

                       (17) 

Hence, the electric and magnetic field can easily be 

calculated as shown below: 

 

   
     

     
                      

                     (18) 

   
     

     
                       

                      (19) 

   
            

      
                    

                 (20) 

 

The magnetic field intensity also obtained as shown below, 

where Hz = 0: 

 

   
            

  
                    

              (21) 

   
      

  
                      

                    (22) 

 

 

IV. INPUT IMPEDANCE 

 

The input impedance is defined as ―the impedance presented 

by an antenna at its terminals‖ or ―the ratio of the voltage 

current at a pair of terminals‖ or ―the ratio of the appropriate 

components of the electric to magnetic fields at a point‖. 

The input impedance is a function of the feeding position as 

we will see in the next few lines.  

To get an expression of input impedance Zin for the 

cylindrical microstrip antenna, we need to get the electric 

field at the surface of the patch. In this case, we can get the 

wave equation as a function of excitation current density J 

as follow:   

 
 

  

    

    
    

   
                                     (23) 

 

By solving this Equation, the electric field at the surface can 

be expressed in terms of various modes of the cavity as [15]: 

 

                                               (24)  

 

where Anm is the amplitude coefficients corresponding to the 

field modes. By applying boundary conditions, 

homogeneous wave Equation and normalized conditions 

for    , we can get an expression for    as shown below:  

 

1.     vanishes at the both edges for the length L: 

    
  

  
      

  

  
                                (25) 

2.     vanishes at the both edges for the width W: 

    
  

  
        

  

  
                           (26) 

3.     should satisfy the homogeneous wave 

Equation  : 

 
 

  

  

    
  

   
                            (27) 

4.     should satisfy the normalized condition: 

     
    
     

   

   
   

                                   (28) 

 

Hence, the solution of    will take the form shown below: 

 

          
    

     
     

  

   
           

  

 
       (29) 

with   

     
                                            
                                           

  

 

The coefficient Amn is determined by the excitation current. 

For this, substitute Equation (29) into Equation (23) and 

multiply both sides of (23) by    
 , and integrate over area 

of the patch. Making use of orthonormal properties of    , 

one obtains: 
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                     (30) 

 

Now, let the coaxial feed as a rectangular current source 

with equivalent cross-sectional area       centered 

at       , so, the current density will satisfy the Equation   

below: 

     

  

     
                                

  

 
      

  

 

                                         
  

 
      

  

 

                                                                

       (31) 

 

Use of Equation (31) in (30) gives: 

     
    

      
 

    

 
    
     

     
  

   
       

  

 
        

  

  
        

  

    
    

                                                                                         (32) 

 

So, to get the input impedance, one can substitute in the 

following Equation: 

 

     
   

  
                                                       (33) 

 

where     is the RF voltage at the feed point and defined as: 

 

                                                           (34) 

 

By using Equations (24), (29), (32), (34) and substitute in 

(33), we can obtain the input impedance for a rectangular 

microstrip antenna conformal in a cylindrical body as in the 

following Equation: 

 

    

       
 

      
   

    

     
     

  

   
      

  
  

 
     

 

      
  

  
        

  

    
                                         (35)

   

 

 

V. VOLTAGE STANDING WAVE RATIO AND RETURN 

LOSS 

 

Voltage Standing Wave Ration VSWR is defined as the 

ration of the maximum to minimum voltage of the antenna. 

The reflection coefficient ρ define as a ration between 

incident wave amplitude Vi and reflected voltage wave 

amplitude Vr, and by using the definition of a voltage 

reflection coefficient at the input terminals of the antenna Γ, 

as shown below: 

  
          

          
                                         (36) 

 

where, Z0 is the characteristic impedance of the antenna. If 

the Equation is solved for the reflection coefficient, it is 

found that, where the reflection coefficient ρ is the absolute 

vale of the magnitude of Γ, 

 

       
      

      
                                 (37) 

Consequently,              

 

      
     

     
                                           (38) 

 

The characteristic can be calculated as in [14], 

    
 

 
                                                   (39)  

 

where : L is the inductance of the antenna, and C is the 

capacitance and can be calculated as follow: 

 

  
   

   
   

 
 

 

   
                                                (40) 

   
 

  
   

   

 
 

 

   
                                         (41) 

 

Hence, we can get the characteristic impedance as shown 

below: 

   
 

  
 

 

 
    

   

 
                                        (42)  

The return loss s11 is related through the following Equation: 

 

            
  

  
           

      

      
                          (43) 

 

 

VI. RESULTS 

 

For the range of GHz, the dominant mode is TM01 for 

h<<W which is the case. Also, for the antenna operates at 

the ranges 2.15 and 1.93 GHz for two different substrates 

we can use the following dimensions; the original length is 

41.5 cm, the width is 50 cm and for different lossy substrate 

we can get the effect of curvature on the effective dielectric 

constant and the resonance frequency.  

Two different substrate materials RT/duroid-5880 PTFE and 

K-6098 Teflon/Glass are used for verifying the new model. 

The dielectric constants for the used materials are 2.2 and 

2.5 respectively with a tangent loss 0.0015 and 0.002 

respectively.  

 

 

A) RT/duroid-5880 PTFE Substrate 

 

The mathematical and experimental results for input 

impedance, real and imaginary parts for a different radius of 

curvatures are shown in Figures 5 and 6. The peak value of 

the real part of input impedance is almost 250 Ω at 

frequency 2.156 GHz which gives a zero value for the 
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imaginary part of input impedance as shown in Figure 6 at 

20 mm radius of curvature. The value 2.156 GHz represents 

a resonance frequency for the antenna at 20 mm radius of 

curvature.    

VSWR is given in Figure 7. It is noted that, the value of 

VSWR is almost 1.4 at frequency 2.156 GHz which is very 

efficient in manufacturing process. It should be between 1 

and 2 for radius of curvature 20 mm. The minimum VSWR 

we can get, the better performance we can obtain as shown 

clearly from the definition of VSWR. 

Return loss (S11) is illustrated in Figure 8. We obtain a very 

low return loss, -36 dB, at frequency 2.156 GHz for radius 

of curvature 20 mm.  

 

 
FIGURE 5. Mathimatical and experimental real part of the input impedance 

as a function of frequency for different radius of curvatures. 

 

Normalized electric field for different radius of curvatures is 

illustrated in Figure 9. Normalized electric field is plotted 

for θ from zero to 2π and φ equal to zero. As the radius of 

curvature is decreasing, the radiated electric field is getting 

wider, so electric field at 20 mm radius of curvature is wider 

than 65 mm and 65 mm is wider than flat antenna. Electric 

field strength is increasing with decreasing the radius of 

curvature, because a magnitude value of the electric field is 

depending on the effective dielectric constant and the 

effective dielectric constant depending on the radius of 

curvature which decreases with increasing the radius of 

curvature. 

Normalized magnetic field is wider than normalized electric 

field, and also, it is increasing with deceasing radius of 

curvature. Obtained results are at for θ from zero to 2π and 

φ equal to zero and for radius of curvature 20, 65 mm and 

for a flat microstrip printed antenna are shown in Figure 10. 

For different radius of curvature, the resonance frequency 

changes according to the change in curvature, so the given 

normalized electric and magnetic fields are calculated for 

different resonance frequency according to radius of 

curvatures. 

 
FIGURE 6. Mathimatical and experimental  imaginary part of the input 

impedance as a function of frequency for different radius of curvatures. 

 
FIGURE 7. Mathimatical and experimental VSWR versus frequency for 

different radius of curvatures. 

 
FIGURE 8. Mathimatical and experimental return loss (S11) as a function 

of frequency for different radius of curvatures. 
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FIGURE 9. Normalized electric field for radius of curvatures 20, 65 mm 

abd a flat antenna at θ=0:2π and φ=00. 

 
FIGURE 10. Normalized magnetic field for radius of curvatures 20, 65 mm 

abd a flat antenna at θ=0:2π and φ=00. 

 

 
 

B) K-6098 Teflon/Glass Substrate 

 

The real part of input impedance is given in Figure 11 as a 

function of curvature for 20 and 65 mm radius of curvature 

compared to a flat microstrip printed antenna. The peak 

value of a real part of input impedance at 20 mm radius of 

curvature occurs at frequency 1.935 GHz at 330 Ω 

maximum value of resistance. The imaginary part of input 

impedance, Figure 12, is matching with the previous result 

which gives a zero value at this frequency. The resonance 

frequency at 20 mm radius of curvature is 1.935 GHz, 

which gives the lowest value of a VSWR, Figure 13, and 

lowest value of return loss as in Figure 14. Return loss at 

this frequency is -50 dB which is a very low value that leads 

a good performance for a microstrip printed antenna 

regardless of input impedance at this frequency.  

The normalized electric field for K-6098 Teflon/Glass 

substrate is given in Figure 15 at different radius of 

curvatures 20, 65 mm and for a flat microstrip printed 

antenna.  

Normalized electric field is calculated at θ equal to values 

from 0 to 2π and φ equal to zero. At radius of curvature     

20 mm, the radiation pattern of normalized electric field is 

wider than 65 mm and flat antenna, radiation pattern angle 

is almost 120
0
, and gives a high value of electric field 

strength due to effective dielectric constant. 

The normalized magnetic field is given in Figure 16, for the 

same conditions of normalized electric field. Normalized 

magnetic field is wider than normalized electric field for   

20 mm radius of curvature; it is almost 170
0
 for 20 mm 

radius of curvature. So, for normalized electric and 

magnetic fields, the angle of transmission is increased as a 

radius of curvature decreased.  

 

 
FIGURE 11. Real part of the input impedance as a function of frequency 

for different radius of curvatures. 
 

 
FIGURE 12. Imaginary part of the input impedance as a function of 

frequency for different radius of curvatures. 
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FIGURE 13. VSWR versus frequency for different radius of curvatures. 

 

 
FIGURE 14. Return loss (S11) as a function of frequency for different 

radius of curvatures. 

  

 
FIGURE 15. Normalized electric field for radius of curvatures 30, 50 and 

70 mm at θ=0:2π and φ=00. 

 
FIGURE 16. Normalized magnetic field for radius of curvatures 20, 65 mm 

abd a flat antenna at θ=0:2π and φ=00. 

 

 

CONCLUSION 

 

The effect of curvature on the performance of conformal 

microstrip antenna on cylindrical bodies for TM01 mode is 

studied in this paper. Curvature affects the fringing field and 

fringing field affects the antenna parameters. The Equations 

for real and imaginary parts of input impedance, return loss, 

VSWR and electric and magnetic fields as a functions of 

curvature and effective dielectric constant are derived. By 

using these derived equations, we introduced the results for 

different dielectric conformal substrates. For the two 

dielectric substrates, the decreasing in frequency due to 

increasing in the curvature is the trend for all materials and 

increasing the radiation pattern for electric and magnetic 

fields due to increasing in curvature is easily noticed.  

We conclude that, increasing the curvature leads to 

increasing the effective dielectric constant, hence, resonance 

frequency is increased. So, all parameters are shifted toward 

increasing the frequency with increasing curvature.     

 

 

REFERENCES 
 

[1] Heckler, M.V., et al., CAD Package to Design Rectangular Probe-Fed 
Microstrip Antennas Conformed on Cylindrical Structures. 

roceedings of the 2003 SBMO/IEEE MTT-S International, 

Microwave and Optoelectronics Conference, 2003. , 2003. . 2: p. 747-
757. 

[2] Q. Lu, X. Xu, and M. He, Application of Conformal FDTD Algorithm 

to Analysis of Conically Conformal Microstrip Antenna. IEEE 

International Conference on Microwave and Millimeter Wave 

Technology, ICMMT 2008. , April 2008. 2: p. 527 – 530. 
[3] Wong, K.L., Design of Nonplanar Microstrip Antennas and 

Transmission Lines. 1999: John & Sons, Inc, . 

[4] Josefsson, L. and P. Persson, Conformal Array Antenna Theory and 
Design 1ed. 2006: Wiley-IEEE Press. 

[5] Thomas, W., R.C. Hall, and D. I. Wu, Effects of curvature on the 

fabrication of wraparound antennas    IEEE International Symposium 
on Antennas and Propagation Society,, 1997. 3: p. 1512-1515. 

[6] J. Byun, B. Lee, and F.J. Harackiewicz, FDTD Analysis of Mutual 

Coupling between Microstrip Patch Antennas on Curved Surfaces. 

15 http://sites.google.com/site/ijcsis/ 
ISSN 1947-5500  



(IJCSIS) International Journal of Computer Science and Information Security,  
Vol. 9, No. 10, October 2011 

IEEE International Symposium on Antennas and Propagation Society, 
1999. 2: p. 886-889. 

[7] Balanis, C.A., AntennaTheory. 2005, New York: John Wiley & Sons. 
[8]  Pozar, D., Microstrip Antennas. IEEE Antennas and Propagation 

Proceeding, 1992. 80(1). 

[9] Krowne, C.M., Cylindrical-Rectangular Microstrip Antenna. IEEE 
Trans. on Antenna and Propagation, 1983. AP-31: p. 194-199. 

[10] Q. Wu, M. Liu, and Z. Feng, A Millimeter Wave Conformal Phased 

Microstrip Antenna Array on a Cylindrical Surface. IEEE 
International Symposium on Antennas and Propagation Society, 

2008: p. 1-4. 

[11] J. Ashkenazy, S. Shtrikman, and D. Treves, Electric Surface Current 
Model for the Analysis of Microstrip Antennas on Cylindrical Bodies. 

IEEE Trans. on Antenna and Propagation, 1985. AP-33: p. 295-299. 

[12] K. Luk, K. Lee, and J. Dahele, Analysis of the Cylindrical-
Rectangular Patch Antenna. IEEE Trans. on Antenna and 

Propagation, 1989. 37: p. 143-147. 

[13] S. Lei, et al., Anti-impact and Over-loading Projectile Conformal 
Antennas for GPS,. EEE 3rd International Workshop on Signal 

Design and Its Applications in Communications, 2007: p. 266-269. 

[14] Kolev, N.Z., Design of a Microstip Conform GPS Patch Antenna. 

IEEE 17th International Conference on Applied Electromagnetic and 

Communications, 2003: p. 201-204. 

[15]  A. Elrashidi, K. Elleithy, and Hassan Bajwa, ―The Fringing Field and 
Resonance Frequency of Cylindrical Microstrip Printed Antenna as a 

Function of Curvature,‖ International Journal of Wireless 

Communications and Networking (IJWCN), Jul.-Dec., 2011. 
[16]  A. Elrashidi, K. Elleithy, and Hassan Bajwa, ―Effect of Temperature 

on the Performance of a Cylindrical Microstrip Printed Antenna 

for TM01 Mode Using Different Substrates,‖ International Journal of 
Computer Networks & Communications (IJCNC), Jul.-Dec., 2011. 

[17]  A. Elrashidi, K. Elleithy, and Hassan Bajwa, ―The Performance of a 

Cylindrical Microstrip Printed Antenna for TM10 Mode as a Function 
of Temperature for Different Substrates,‖ International Journal of 

Next-Generation Networks (IJNGN), Jul.-Dec., 2011. 

[18] S. M. Wentworth, Applied Electromagnetics, John Wiley & Sons, 
Sons, New York, 2005. 

[19] R. F. Richards, Time-Harmonic Electromagnetic Fields, New York: 

McGraw-Hill, 1961.  

[20] R. Garg, P. Bhartia, I. Bahl, and A. Ittipiboon, Microstrip Antenna 

Design Handbook, Aetech House, Boston, 2001 

 

 

16 http://sites.google.com/site/ijcsis/ 
ISSN 1947-5500  

http://www.serialspublications.com/journals1.asp?jid=436&jtype=
http://www.serialspublications.com/journals1.asp?jid=436&jtype=


 

 

 

A Password-Based authentication and Key 

Agreement Protocol for Wireless LAN Based on 

Elliptic Curve and Digital Signature 

 
Saed Rezayi 

Department of Electrical Engineering 

Amir kabir University of Tehran 

Tehran, Iran 

saed.rezaei@aut.ac.ir 

Mona Sotoodeh 
Department of Applied Mathematics 

Science and Research Azad University 

Tehran, Iran 

m.sotoodeh@srbiau.ac.ir 

Hojjat Esmaili 
Department of Computer 

Engineering 

Sharif University of Tehran 

hojjat.esmaili@gmail.com 
 

 
Abstract—Password-based authentication protocols are the 

strongest among all methods which has been proposed 

through the period that wireless networks have been rapidly 

growing, and no perfect scheme has been provided for this 

sensitive technology. The biggest drawback of strong 

password protocols is IPR (Intellectual Properties Right); 

hence they have not become standard; SPEKE, SRP, Snapi 

and AuthA for instance. In this paper we propose a user-

friendly, easy to deploy and PKI-free protocol to provide 

authentication in WLAN. We utilize elliptic curve and 

digital signature to improve AMP (Authentication via 

Memorable Password) and apply it for wireless networks as 

AMP is not patented and strong enough to secure WLAN 

against almost all possible known attacks.  

 

Keywords—WLAN, Password-Based Authentication, 

AMP, Elliptic Curve, Digital Signature. 

 

I. INTRODUCTION 

IEEE 802.11 standard was presented in 1997 and as 

it is becoming more and more prevalent, security in such 

networks is becoming a challenging issue and is in great 

demand. Since wireless standard was introduced, a 

multitude of protocols and RFCs have been proposed to 

provide authentication mechanism for entities in a 

WLAN but a few of them have the chance to become a 

standard regardless of their strengths.  

Apart from this, first password-based key exchange 

protocol, LGSN [1], was introduced in 1989 and many 

protocols have followed it. In 1992 first verifier-based 

protocol, A-EKE [2], presented which was one variant of 

EKE [3] (Encrypted Key Exchange) a symmetric 

cryptographic authentication and key agreement scheme. 

Verifier-based means that client possesses a password 

while server stores its verifier rather than the password. 

Next attempt to improve password-based protocols was 

AKE which unlike EKE was based on asymmetric 

cryptography; SRP [4] and AMP [5] for instance. These 

protocols need nothing but a password which is a 

memorable quantity, hence they are simpler and cheaper 

to deploy compared with PKI-based schemes. Elliptic 

curve cryptosystem [6, 7] as a powerful mathematical 

tool has been applied in cryptography in recent years [8, 

9, 10]. The security of Elliptic Curve cryptography relies 

on the discrete logarithm problem (DLP) over the points 

on an elliptic curve, whereas the hardness of the RSA 

[11] public-key encryption and signature is based on 

integer factorization problem. In cryptography, these 

problems are used over finite fields in number theory 

[12]. 

In this paper elliptic curve cryptosystem is combined 

with AMP to produce a stronger authentication protocol. 

To complete the authentication process, any mutually 

agreeable method can be used to verify that their keys 

match; the security of the resulting protocol is obviously 

dependent on the choice of this method. For this part we 

choose the Elliptic Curve analogue of the Digital 

Signature Algorithm or ECDSA [13] for short. 

The remainder of this paper is organized as follows. 

In section 2 we give a review about authentication and 

key agreement concept and requirements in wireless 

LANs. A brief mathematical background of elliptic curve 

over finite field is presented in section 3. In section 4 our 

protocol is proposed. Section 5 describes the security and 

performance analysis of the proposed protocol. Finally, in 

section 6 the conclusion and future work is provided. 

II.WLAN AUTHENTICATION REQUIERMENTS 

Authentication is one of five key issues in network 

security [14] and it verifies users to be who they say they 

are. Public Key Infrastructure (PKI [15]) is one of the 

ways to ensure authentication through digital certificates 

but not only is highly costly and complicated to 

implement but also it has risks [16]. Thus, a strong 

password-based method is the primary choice.    

The requirements for authentication in wireless 

networks, regardless of type of method, are categorized 

as follows. Since EAP [17] is a common framework in 
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wireless security we refer to this standard to gain some 

points of it. 

A. EAP mandatory requirements specified in [17]. 

 During authentication, a strong master session 

key must be generated. 

 The method which is used for wireless networks 

must provide mutual authentication. 

 An authentication method must be resistant to 

online and offline dictionary attacks. 

 An authentication method must protect against 

man-in-the-middle and replay attacks. 

B. Other requirements related to applicability [18]. 

 Authentication in wireless networks must 

achieve flexibility in order to adapt to the many 

different profiles. Authentication also needs to 

be flexible to suit the different security 

requirements. 

 Authentication model in a WLAN should be 

scalable. Scalability in authentication refers to 

the ability to adapt from small to large (and vice 

versa) wireless networks and the capacity to 

support heavy authentication loads. 

 It is valuable for an authentication protocol to be 

efficient. Efficiency within an authentication 

model is a measure of the costs required to 

manage computation, communication and 

storage. 

 Ease of implementation is another crucial issue 

because authentication is a burden on 

administrators’ shoulders. 

In addition there are some desirable characteristics of 

a key establishment protocol. Key establishment is a 

process or protocol whereby a shared secret becomes 

available to two or more parties, for subsequent 

cryptographic use. Key establishment is subdivided into 

key transport and key agreement. A key transport 

protocol or mechanism is a key establishment technique 

where one party creates or otherwise obtains a secret 

value, and securely transfers it to the other(s). While a 

key agreement protocol or mechanism is a key 

establishment technique in which a shared secret is 

derived by two (or more) parties as a function of 

information contributed by, or associated with, each of 

these, (ideally) such that no party can predetermine the 

resulting value [19]. In this paper we are dealing with a 

key agreement protocol. 

C. Requirements of a secure key agreement protocol 

 Perfect forward secrecy which means that 

revealing the password to an attacker does not 

help him obtain the session keys of past 

sessions. 

 A protocol is said to be resistant to a known-key 

attack if compromise of past session keys does 

not allow a passive adversary to compromise 

future session keys. 

 Zero-knowledge password proof means that a 

party A who knows a password, makes a 

counterpart B convinced that A is who knows 

the password without revealing any information 

about the password itself. 

III.  MATHEMATICAL BACKGROUND 

In this section we briefly discuss about elliptic curve 

over finite fields, digital signature based on elliptic curve 

and AMP algorithm. 

A.  Finite Fields 

Let   be a prime number. The finite field   , called a 

prime field, is comprised of the set of integers 
*           + with the following arithmetic operations 

 Addition: if         , then      , where   

is the reminder when     is divided by   

and        . This is known as addition 

modulo  . 

 Multiplication: if         , then      , 

where   is the reminder when     is divided by 

  and        . This is known as 

multiplication modulo  . 

 Inversion: if   is a non-zero element in   , the 

inverse of   modulo  , denoted    , is the 

unique integer        for which        

B.  Elliptic Curve 

Let     be an odd prime. An elliptic curve   

defined over    is an equation of the form 

                                                                         ( ) 

Where         and             (     ). The 

set  (  ) consists of all points (   ) with        which 

satisfies the equation ( ), together with a single element 

denoted   and called the point at infinity. 

There is a rule, called the chord-and-tangent rule, for 

adding two points on an elliptic curve to give a third 

elliptic curve point. The following algebraic formulas for 

the sum of two points and the double of a point can be 

obtained from this rule (for more details refer to [12]). 

 For all     (  ),           

 If   (   )    (  ), then (   )  (    )  

   the point (    ) is denoted by    and is 

called the negative of  . 

 Let   (     )    (  ) and   (     )  

  (  ), where     . Then     

(     ), where 

   (
     
     

)
 

       

              .
     

     
/ (     )     
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 Let   (     )    (  ). Then    (     ) 

where 

   (
   

   

   
)

 

     

               .
   

   

   
/ (     )     

Observe that the addition of two elliptic curve points 

in  (  ) requires a few arithmetic operations (addition, 

subtraction, multiplication, and inversion) in the 

underlying field. 

In many ways elliptic curves are natural analogs of 

multiplicative groups of fields in Discrete Logarithm 

Problem (DLP). But they have the advantage that one has 

more flexibility in choosing an elliptic curve than a finite 

field. Besides, since the ECDLP appears to be 

significantly harder than the DLP, the strength-per-key-

bit is substantially greater in elliptic curve systems than 

in conventional discrete logarithm systems. Thus, smaller 

parameters can be used in ECC than with DL systems but 

with equivalent levels of security. The advantages that 

can be gained from smaller parameters include speed 

(faster computations) and smaller keys. These advantages 

are especially important in environments where 

processing power, storage space, bandwidth, or power 

consumption is constrained like WLANs. 

C. AMP 

AMP is considered as strong and secure password 

based authentication and key agreement protocol and is 

based on asymmetric cryptosystem, in addition, it 

provides password file protection against server file 

compromise. Security of AMP is based on two familiar 

hard problems which are believed infeasible to solve in 

polynomial time. One is Discrete Logarithm Problem; 

given a prime   , a generator   of a multiplicative 

group   , and an element       , find the integer    

 ,     -. The other is Diffie-Hellman Problem [20]; 

given a prime    a generator   of a multiplicative 

group   , and elements          , find          

The following notation is used to describe this 

algorithm according to [13]. 

 

id Entity identification 

  A’s password 

  Password salt  

  A’s private key randomly selected from    

  B’s private key randomly selected from    

  A generator of    selected by A 

  () Secure hash functions 

 

     four pass protocol: 

A (   π)  B (     ) 
        

           

→    
 

  fetch (   π) 
        

  (   )     (   ) 

←      
   (   

 )  

  (  )
     (  )

  

     ( )       ( ) 
      (     ) 

   
→         (     ) 

  verify         

      (     ) 
   
→         (     ) 

verify           

If instead of password, its verifier was stored in 

server, it would be resistant against server impersonation 

attack; but we just presented AMP naked in this section. 

For other variants of AMP refer to [6]. Note that A and B 

agree on      

D.  ECDSA 

ECDSA is the elliptic curve variant of DSA which is 

digital signature mechanism which provides a high level 

of assurance. There are three main phases in this 

algorithm; key pair generation, signature generation and 

signature validation. 

Key generation: each entity does the following for 

domain parameter and associated key pair generation. 

1. Select coefficients   and   from    verifiably at 

random. Let   be the curve             
2. Compute     (  ) and verify that   is 

divisible by a large prime   (       and   

 √  ). 

3. Select a random or pseudorandom integer   in 

the interval ,     -. 
4. Compute     . 

5. The public key is  ; the private key is  . 

To assure that a set   (         ) of EC domain 

parameters is valid see [13]. 

Signature generation: to sign a message  , an entity 

A with domain parameters   and associated key pair 
(   ) does the following. 

1. Select a random or pseudorandom integer   in 

the interval ,     -. 
2. Compute    (     ) and put            if 

    go to step    
3. Compute    ( ) where   is a strong one 

way hash function is. 

4. Compute      (    )      . If     go 

to step    
5. A’s signature for the message   is (   )  

Signature validation: to verify A’s signature on  , B 

obtains an authentic copy of A’s domain parameters   

and associated public key  . 

1. Compute    ( ).  
2. Compute              
3. Compute             and             

4. Compute           

5. If    , then reject the signature. Otherwise, 

compute  -coordinnate of        
6. Accept the signature if and only if       
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VI. PROPOSED PROTOCOL 

In this section we present our method to improve 

AMP scheme. As previously mentioned we combine 

AMP with Elliptic Curve, since smaller parameters can 

be used in ECC compared with RSA. Besides, the level 

of latency is quite high in RSA as compared to ECC for 

the same level of security and for the same type of 

operations; sign, verification, encryption and decryption. 

In [21] a key establishment protocol was tested by both 

ECC and RSA and the latency in millisecond measured 

as a performance parameters. It is seen from Fig. 1 that 

RSA has at least four times greater latency than ECC. 

Figure 1: Latency: ECC vs. RSA 

Furthermore, for the two last steps, we utilize 

ECDSA which is a high secure signing method than hash 

functions. Before running the protocol, entity A chooses 

an elliptic curve (     (  )         ), and then he 

randomly selects a large prime   from   . 

Moreover (   ) is his key pair. We assume that A and B 

securely shared password π. See section 2 for parameter 

selection. The rest of the protocol is illustrated as follows. 

A (   π)  B (     ) 
        

     (     ) 
        
→       

      fetch (   π) 
        

  (   )   
 
←    (  π ) 

            

   ( )   

     (    ) 
   
→   ( )    

        

               

         = (     ) 
  verify         

A randomly selects   from    and computes   

   (     ) and puts     . He sends         (his 

public key) and his    to B 

1. Upon receiving A’s    , B fetches A’s password 

according to received    and randomly selects  , 

computes    (  π ), and sends it to A. 

2. A computes   (   )   and obtains the 

session key as follows. 

        (   )   (    ) 
                                     (   )   (     )      
                                        (   )   (   )       

 

He signs it as described in section 3.4, and sends 

               (   ) as digital signature. 

3. B also computes the session key as follows. 

         

And verifies the validity of digital signature as 

below, 

      

     (    )   

          (    )              (    )   

To      get satisfied following equation must 

be true: 

           

          (    )      (    )    

                   
      
→   (    )  (    )      

V. SECURITY AND PERFORMANCE ANALYSIS 

A.  Security Analysis 

We claim that our proposed protocol is secure 

enough to be used in sensitive Wireless LANs and protect 

these networks against well-known attacks. Because the 

security of the authentication model depends on the 

security of the individual protocols in the model; AMP 

and ECDSA, besides more flexible and stronger 

cryptosystem is applied to make it applicable in WLANs. 

In addition to generating strong session key and 

providing mutual authentication, following properties are 

presented to prove our protocol strength.  

Perfect Forward Secrecy: our protocol provides 

perfect forward secrecy (as AMP and other strong 

password based protocols do) via Diffie-Hellman 

problem and DLP and due to the complicacy of these 

problems. Because even if an adversary eavesdrops   , he 

cannot obtain old session keys because the session key is 

formed by random numbers,   and  , generated by both 

entities which are not available and obtainable. 

Man in the Middle Attack: this attack is infeasible 

because an attacker does not know the password π. 

Assume he is in the middle of traffic exchange and A, B 

have no idea about this.  He gets A’s information but 

does not send them to B, instead, he stores them and 

selects a large prime from   , let   , then he computes 

     and sends it to B. B computes     (  π ) 
and sends it to A. on the way, attacker grabs   and sends 

it to A, but A and B shared session key,  , does not match 

due to wrong digital signature which A produced.    

Dictionary Attack: offline dictionary attack is not 

feasible because an adversary, who guesses the password 

π, has to solve DLP problem to find    in equation   
 (  π ) and obtains  . Online dictionary attack is also 
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not applicable because the entity A is never asked for 

password. 

Replay Attack: is negligible because   should 

include an ephemeral parameter of A while   should 

include ephemeral parameters of both parties of the 

session. Finding those parameters corresponds to solving 

the discrete logarithm problem. 

Zero Knowledge Password Proof: this property is 

provided since no information about password is 

exchanged between two parties. 

Known-Key Attack: our protocol resists this attack 

since session keys are generated by random values which 

are irrelevant in different runs of protocol. 

B.  Performance Analysis 

Flexibility: our protocol is based on AMP, and AMP 

has several variants for various functional considerations. 

So it can implemented in every scenarios; wired or 

wireless. For example, as we mentioned, one variant of 

AMP is secure against password-file compromise attack 

whereas another is useful for situations where are very 

restricted and A, B are allowed to send only one message. 

Scalability: since AMP has light constraints and is 

easy to generalize and because of its low management 

costs and low administrative overhead unlike PKI, our 

proposed protocol is highly scalable. 

Efficiency: AMP is the most efficient protocol 

among the existing verifier-based protocols regarding 

several factors such as the number of protocol steps, large 

message blocks and exponentiations [6]. Hence a 

generalization of AMP on elliptic curve is very useful for 

further efficiency in space and speed. 

Ease of Implementation: due to all reasons provided 

in this sub-section and since our protocol does not need 

any particular Infrastructure, it can be implemented 

easily.  

VI. CONCLUSION AND FUTURE WORK 

In this work we proposed a password-based 

authentication and key agreement protocol based on 

elliptic curve for WLAN. In fact we modified AMP and 

applied ECDSA digital signature standard to amplify the 

security of AMP since elliptic curve cryptosystem is 

stronger and more flexible. Further, we showed that our 

protocol has all parameters related to security and 

applicability. Besides, it satisfies all mandatory 

requirements of EAP.  

For future work a key management scheme can be 

designed and placed in layering model to manage and 

refresh keys for preventing cryptanalysis attacks.  

Besides, this protocol can be implemented in OPNET 

simulator to gain advantages from more statistical 

parameters and it can be compared with other 

authentication protocols using OPNET. 
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Abstract— Computer Based Information System (CBIS) was 
discussed by many scholars.  In this paper a review was 
conducted for the CBIS types from different point views` 
scholars. CBIS is important for decision makers (managers) to 
make decisions at their different levels. Eighteen managers from 
five organizations were interviewed with structural interviews. 
The findings showed that only six managers with 33% only are 
using CBIS in decision making process (DMP). Thus, this 
indicates the need for future research in Jordan to find out, why 
CBIS is still not fully adopted by decision makers.   

Keywords- Computer Based Information System, CBIS, 
Components,  Types, Decision making, Manager, Interview. 

I.  INTRODUCTION  

Due to changing environment for organizations, 

competition, convergence, networked, and costs. Levels of 

decision makers decreased in flatted organizations. In this 

paper the researchers want to know how the Computer Based 

Information System (CBIS) plays a role.  CBIS which is an 

information system that uses computers (automated-IS), 

consists of: hardware, software, databases, people, 

telecommunications and procedures, configured to collect, 

manipulate, store, and process data into information become 

so important and highly needed [1, 2]. Most types of work 

require a high number of people, time and effort to 

accomplish. All jobs that were done manually a century ago 

have now become easier to do, as a lot of time and cost are 

now saved with the development of technology. Similarly, 

seeking data and information especially from manual reports 

and studies is tedious to scan through to find the necessary 

information.  Thus, to solve the problem and to find a suitable 

solution, in particular for an urgent issue could take a very 

long time. Later, organizing and indexing were introduced to 

help to retrieve these reports easily. With the advancement in 

technology, huge information could be organized very well 

and easily referred to whenever required. The information 

system can be categorized into two groups: (1) manual 

systems:  the old style that deals with papers and reports, (2) 

automated systems:  where computerizing system is used.  

There are many types of CBIS, where the transaction 

processing system (TPS) is the system used at the operations 

level of organizations for routine process. TPS was introduced 

in 1950 to support the sudden and unexpected needs, hence, 

CBIS was required in many organizational levels such as 

management information system (MIS), decision support 

system (DSS), group decision support system (GDSS), expert 

system (ES), office information system (OIS), executive 

information system (EIS), and intelligence organizational 

information system (IOIS) [3, 4]. Another way of 

classification described by Mentzas on the CBIS activities 

which is: (1) Information reporting where the best example 

here is MIS, (2) communication and negotiation activities 

(GDSS), and (3) decision activities (DSS, ES), which support 

selection from the available alternatives, which is the main 

focus of this research on decision making [3]. 

CBIS which is information processing systems have 

components as follows: hardware, software, data, people, and 
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procedures. These components are organized for specific 

purposes [5]. 

       This paper will answer the following two questions:  

Q1: What are the roles (functions) of CBIS in decision making 

in   organizations? 

Q2: Are the CBIS used in the Jordanian organizations by their 

decision makers? 

II. PREVIOUS WORK 

Scholars looked for the components and types of CBIS 
from different perspectives as follows: 

In 1985, according to [6], the users of CBIS must have 
common knowledge of such systems. Due to the fact that 
computers have become more available and much easier to use, 
this flexibility helps in getting information that is needed, the 
components of CBIS viewed are: hardware, software, data, 
models, procedures, and users.  In addition, the CBIS consists 
of four components: hardware; software; people, and data 
storage. The purpose of CBIS as an information system with 
computers was used to store and process data in 1988 [7]. Also, 
in 1987 and referring to [8], the problem of end-users 
contributed to the lack of success in the integration of the CBIS 
system of the organizations. Hence, they presented a quick and 
powerful solution by means of training the end users to use the 
IT (CBIS) system. After analyzing several different types of 
organizational conflicts, in 1990 scholars as [9] suggested that 
the group decision support system (GDSS) is an essential tool 
to resolve conflicts. They also perceived that CBIS has evolved 
from focusing data such as TPS, information such as MIS and 
decision such as GDSS and DSS. Hence, CBIS and its 
components are necessary in supporting decision. 

In 1994, the components of information processing systems 
were noted as follows: hardware, software, data, people, and 
procedures. These components are organized for specific 
purposes, Furthermore, the researcher mentioned five types of 
CBIS, from the oldest to the newest, or from more structured to 
less structure such as; transaction processing systems (TPS), 
management information systems (MIS), decision support 
systems (DSS), expert systems (ES) as major type of artificial 
intelligence (AI) and executive information systems (EIS). 
Transforming process for data can be classified into three steps 
such as converting data into information (refining), converting 
information into decision (interpreting), and installing 
decisions and changes in the organization (implementing) with 
some tools as word processing report [5].  

In 1995, CBIS was more valuable for manager`s mental 
model for guiding planning, controlling, and operating 
decisions, than forming or revising the manager`s mental 
model of the corporation. The researchers also added that the 
tools in several studies have shown the most used computer 
softwares which were spreadsheets, word-processing and data 
base management. The amount of use was from 1.8 Hr per 
week to 14Hr or more per week.  The lowest use was in Saudi 
Arabia, while the highest use rate was in Taiwan [10].  

However, in 1994 [3] mentioned that from specific types of 
CBIS (e.g. DSS, GDSS, ES) are powerful tools in certain 
aspects of the decision making process in the modern 
organizations, but they have limitations. For example, none of 
them provide an integrated support.  The researcher also made 
comparison between the ten types of CBIS (MIS, EIS, ESS, 
DSS, GDSS, EMS ODSS, ES, OIS, and IOIS) to establish and 
promote for using the IOIS system in organizations. For the 
roles of these types of CBIS see Table 1. 

TABLE 1.  TYPES OF COMPUTER-BASED INFORMATION SYSTEM. 

Types of CBIS System Roles of CBIS Types 

Management Information             
System (MIS) 

Analysis of information, generation of 
requested reports, solving of structured 
problems. 

Executive Information 
System (EIS) 

Evaluation of information in timely 
information analysis for top-level 
managerial levels in an intelligent manner. 

Executive Support Systems 
(ESS) 

Extension of EIS capabilities to include 
support for electronic communications and 
organizing facilities. 

Decision Support System   
(DSS) 

Use of data, models and decision aids in the 
analysis of semi-structured problems for 
individuals. 

Group Decision Support 
System (GDSS) 

Extension of DSS with negotiation and 
communication facilities for group. 

Electronic Meeting Systems 
(EMS) 

Provision of information systems 
infrastructure to support group work and the 
activities of participants in meetings 

Organizational Decision 
Support Systems (ODSS) 

Support of organizational tasks or decision-
making activities that affect several 
organizational units 

    Expert systems (ES) Capturing and organizing corporate 
knowledge about an application domain and 
translating it into expert advice. 

Office Informatio n System                 
(OIS) 

Support of the office worker in the effective 
and timely management of office objects. 
The goal-oriented and ill-defined office 
processes and the control of information 
flow in the office.  

Intelligence Organizational 
Information  System (IOIS) 

Assistance (and independent action) in all 
phases of decision making and support in 
multi participant organizations. 

Source: Mentzas (1994). 

Mentzas promoted the using of IOIS, and considered it as a 
perfect solution for supporting decisions in organizations, 
which was the only type of CBIS that give  a high support in 
three dimensions to (individuals, groups and organizations) as 
an integration support which is not available in the other nine 
types mentioned earlier[3]. 

In 1997, the types of CBIS were in five subsystems 
comprising data processing (DP), office automation (OA), 
expert system (ES), decision support system (DSS), and 
management information system (MIS). Whereas, the 
researcher promoted for the MIS type to solve the problem in 
decisions of organizations [11].  In the beginning of this 
Century   (in 2003), the CBIS was considered   a vital tool for 
managers in making decisions. They also, encouraged CBIS 
courses to be given to the undergraduate students in business 
administration (BA) in the U.S system through the second year 
to help them in future. In addition, some of the benefits of 
CBIS include learning the system design and analysis and 
improving the problem solving skills [12]. 
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In the same year 2003 and according to [4], the CBIS is one 
unit in which a computer plays the basic role. She presented 
five components for the CBIS systems namely: Hardware 
which refers to machines part with input, storages and output 
parts, software which is a computer programs that helps in 
processing data to useful information, data in which facts are 
used by programs to produce useful information, procedures 
which are the rules for the operations of a computer system, 
and people or users for the CBIS which are also called end 
users. 

In 2004, scholars as: Vlahos, Ferrat, and Knoepfle found 
that the CBIS were accepted i.e. (adopted and used) by German 
managers. Besides, results from their survey have shown that 
those managers were heavily CBIS users with more than 10 Hr 
per week. The researchers encouraged using the CBIS system 
as: it helps in planning, assisting in decision making budgeting, 
forecasting, and solving problems. As researchers wanted to 
know how German managers use the CBIS systems, they built 
a survey questionnaire to collect data. Likert scale with 7-point 
scale was used; whereas, Cornbach Alpha was 0.77.  This study 
provides a new updated knowledge on CBIS use by German 
managers, together with looking into the perceived value and 
satisfaction obtained from CBIS, in helping managers and 
normal users and supporting them to carry out better decision 
making [13]  

In 2005, according to [14], many decision makers have lack 
of knowledge in using the automated CBIS. They gave an 
example where a corporate chief executive has to learn how to 
use an automated CBIS while his senior managers have limited 
computer knowledge and so they prefer only extremely easy to 
use systems. This scenario shows that decision makers want to 
learn how to use the CBIS to process better decision but they 
do not know how. In the same year, some scholars as [15] used 
the term CBIS and IS interchangeably. He also argued for the 
success of CBIS so as to gain benefits by using information 
systems (IS) and information technology (IT) in organizations. 
There is a need to deal with the important needed information 
with the CBIS to support decision makers. 

from the two different years, in 2007 and 2011, Turban, 
Aronson, Liang, and Sharda decided that the CBIS are required 
to support decisions in organizations for many reasons such  as: 
works in organizations to rapidly change because of  the 
economy needs to follow the case with the automated systems, 
to support the decision making process and to have accurate 
information as required, the management mandates the 
computerized decision support, high quality of decision is 
required, the company prefers improved communication and  
customer  and employee satisfaction; timely information is 
necessary, the organization seeks cost reduction, the 
organization wants improved productivity, and the information 
system department of the organization is usually too busy to 
address all the management’s inquiries [16, 17]. 

In 2007, scholars as [18], noticed that many types of CBIS 
developed to support decision making are: decision support 
systems (DSS), group decision support systems (GDSS) and 
executive information systems (EIS). In their study, they used 
IS interchangeably with CBIS, and discussed the difference 
between USA and other Asian countries holding that  success 

depends on how well IT (CBIS) application is adapted to the 
decision style of their users. 

In 2008, a recommendation was by [19], to look for the 
recommendation systems which are another face for CBIS to 
support decisions. In his study, he focused on decision DSS, 
and how they evolved from aiding decision makers to perform 
analysis to provide automated intelligent support.  

In 2009, a promotion to adopt and use after well- 
understanding of the ICT- in the meaning of CBIS- sector 
support to give support for the decision making processing by 
discussing the ICT environment in industrial house 
construction for six Swedish companies. The interest here was 
in processing data in a systematic way as organizing the 
resources for collecting, storage, process, and display 
information. In these six companies, different ICT support 
decision tools as (ERP, CAD, Excel, and VB-Scripts seawares) 
were used. Organizations which did not use ERP system had 
problems in information management. Again, using ICT 
models with automated systems (tools) will be a good way to 
systemize information to reduce cost and save time for the 
decision makers [20]. In the same year also (2009), scholars as 
[21] argued that the combinations of two types of CBIS as 
(DSS with ES) will be a guidance in the process of grading 
wool for the decision makers in this field. They also added that 
the DSS has the following advantages. DSS supports decision 
making activities for the area businesses and organizations, 
designed to help decision-makers to get useful information 
after processing raw data. DSS which is an interactive CBIS 
system was developed to support solving unstructured 
problems to improve decision-making. Moreover, DSS uses 
intelligent agents to collect data related to online as auctions 
which improve decision-making and lastly DSS utilizes 
statistical analyses that provide the specific and relevant 
information. In addition, combining DSS with ES will 
complement the two systems and help decision makers in the 
decision making process.  This will be carried out through a 
systematic way and will not replace humans as decision makers 
by the machine or any complex systems. 

In 2009, other scholars as [22] argued that it is good to 
integrate the decision support systems (DSS) which is one type 
of the CBIS as IDSS as a development system.  They discussed 
more than 100 papers and software systems, and recommended 
that IDSS will be a better support for decision makers in the 
decision making process. By looking at literature review, 
integration of DSS as a tool for users` decision makers was On-
Line Analytical Processing (OLAP) as a powerful tool that 
helps decision makers in processing decisions. Also, in 2009, 
Fogarty and Armostrong surveyed 171 organizations in 
Australia for the CBIS or the Automated- IS success which is 
important for organizations in small business sector and a 
model for the following factors: organization characteristics, 
the Chief Executive Officer (CEO) characteristics, decision 
(Decision Criteria), and user satisfaction. They used the term 
"small business" to mean a “small and medium enterprise” 
(SME). This calls for more attention and interest in computer 
based information systems (CBIS) in organizations to help in 
the decision making process [23]. 
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Management support systems (MSS) which is another face 
for CBIS support different managerial roles i.e. the 
development of MSS that supports managerial cognition, 
decision, and action. While CBIS types include: decision 
support systems DSS), group support systems (GSS), executive 
information systems (EIS), knowledge management systems 
(KMS), and business intelligence (BI) systems developed to 
support the decision making process for managers. On the 
other hand, MSS have other features such as modeling 
capabilities, electronic communications, and organizing tools. 
The researchers here refer to the MSS system as ICT-enabled 
IS in order to support managers to process decisions which was 
in 2009 by [24]. 

In 2010, a comparison by [25] for the traditional-IS with 
automated-IS (CBIS) system, where they referred to the CBIS 
system as information system auditing that gives support to the 
decision makers in their businesses. Computer-based 
information system is expected to help businesses achieve their 
goals and objectives, and to lend support for making good 
decisions by decision makers. They refer to the components of 
CBIS such as: hardware, software, database, networks, 
procedures, and people.  In the same view, also in the same 
year (2010), [26] argued that automated system of Customer 
Relationship Management (CRM) will help not only in the 
decision making process, but also in reducing costs, and time. 
In addition, CRM known as software which helps in integration 
of resources, also helps in sharing knowledge between 
customers, supports daily decisions, and improves the users` 
performance. 

Other scholars in the same year (2010) as [2], declared that 
there is a need for CBIS: 

“High quality, up-to-date, and well maintained computer-based 
information systems (CBIS) since they are the heart of today`s most successful 
corporations” (P. 3).  

 In addition, they gather the components for CBIS system 
as a single set of hardware, software, database, 
telecommunications, people and procedures. They also 
identified the major role software tool of CBIS which consists 
of input, processing output, and feedback. The aim is to collect 
and process data to provide users as decision makers with 
needed information to help them in the decision making 
process. One of the examples they gave was SAP software. 

In 2010 also, the CBIS can be used to help in industrial 
process-plants which are important for the economy. A 
proposed model for determining the financial losses resulting 
from cyber attacks on CBIS systems was used. The CBIS 
system here was Supervisory Control and Data Acquisition 
(SCADA) system. Managers using the SCADA system were 
helped with estimation about their financial damages. Here, the 
researchers focus on the risk, cost, resources, and benefits as 
factors from the decision making to interest with using the 
CBIS (SCADA) by decision makers [27].  

To sum up, the previous components of CBIS, Please, see 
the following in Table. 2. 

 

 

TABLE 2. CBIS COMPONENTS. 

CBIS components    Researchers 

Hardware [1,  2, 3, 4, 5, 6 & 7] 

Software [1, 2, 4, 5, 6 & 7] 

Data storages  [1, 2, 4, 5, 6 & 7] 

Models [3, 6] 

Procedure [1, 2, 4, 5 & 6] 

Users [1, 2, 4, 5, 6 & 7] 

Knowledge [3] 

Cooperation [3] 

Support Man-Machine  Interaction [3] 

Telecommunications [1,  2] 

 

In light of the previous discussion, researchers considered 
the components of CBIS from different points of view with 
emphasis on, the integration of all to be presented as hardware, 
software, people, data storage, model and procedures. Besides , 
they consider how CBIS helps in decision making or solving 
problems by using CBIS in the decision making process in 
organizations, which evolved from TPS, MIS, DSS, GDSS, ES, 
ERP, SCADA and MMS. For the first research question the 
previous scholars emphasized the importance and necessity of 
CBIS for decision makers. The researcher is interested to find 
weather decision makers use CBIS in organizations in Jordan. 
The preliminary study was done and interviews were 
conducted in Jordan in October 2009. 

III.   INTERVIEW PART 

The aim of this interview is only to help the researcher to 
identify the use of CBIS of his research in Jordan, and to test 
factors for the decision making process of CBIS.  A face to 
face interview was used as a tool to collect preliminary data 
only. The scope for this interview was limited to decision 
makers at different levels in the organizations, in using 
information communication technology in their work in Jordan. 
Structured interview or what known also as standardized 
interview is a qualitative approach method, which ensures each 
interview is done with exactly the same questions in the same 
order. For this structured interview was considered to be more 
reliability and validity from the un-structured interviews [28, 
29, 30, 31 & 44]. Also, structured interview method was used 
in a study conducted in five Arab countries [32]. 

The lack of use of CBIS was observed in many countries in 
decision making. A study held in Saudi Arabia by [36] 
confirmed the lack of CBIS use and the need for heavily use for 
MIS which is one type of CBIS in decision process. Up to the 
knowledge, no exist for researches done to explore or identify 
CBIS use for decision makers in organizations in Jordan. 
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A. The Instrument (Interviews). 

Face-to-face interviews were conducted, each starting with 
greeting and enveloped with politeness.  An introduction was 
given about the research for 3-5 minutes. The researcher took 
notes without biasing the interviewees to any answer and made 
sure that the time was not too long i.e. each interview lasted 
between 10-15 minutes and ended with thanking the 
participants.  After one paragraph of the topic title and the 
researcher name and university, two parts were asked to the 
interviewees, firstly demographic information, and then 
followed by four open ended questions; see Appendixes A, B 
please. 

B. Population and Sampling 

The researcher tried to do the interview through ten 
organizations, from the framed population registered ICT 
organizations which were 170 organizations, after calling the 
human resources in each organization from the sample, only 
five of them agreed. Agreement by telephone calling was 
resulted from five organizations. For non-probability design, it 
is recognized for two categories: Convenience sampling and 
purposive sampling and the purposive sampling has two major 
types: judgment and quota sampling. In this interview a 
judgment sampling was used [44]. 

C. Methodology 

Face-to-face interviews were conducted, structured 
interviews as mentioned before have more reliability and 
validity over the un-structured interviews, and qualitative 
approach with a judgment type from purposive sampling 
technique was used for the specific respondents i.e. decision 
maker using CBIS in organization. Notes were taken by the 
researcher; this issue was discussed by Sekaran [44] she 
mentioned: 

“The interviews can be recorded in tape if the respondent has no 
objection. However, taped interviews might bias the respondents` answers 
because they know their voices are being recorded” (P. 231). 

 The interview technique was used for each starting with 
greeting and enveloped with politeness.  An introduction was 
given about the research for 3-5 minutes. The researcher took 
notes without biasing the interviewees; each interview lasted 
between 10-15 minutes and ended with thanking the 
participants.  

Translation process was after confirming the questions from 
specialist from the Computing School from UUM University as 
follows: 

• An academic translation center in Irbid - City in north 
part of Jordan from English to Arabic and checked for 
understandability of meaning. 

• Translation was then made from Arabic to English 
and was compared for possible differences. 

• Finally, the corrections needed were made to have the 
final version in Arabic to insure the reliability and 
validity [33, 34 & 35].  

D.  Data collection and Analysis 

Despite the richness information that can be collected from 
qualitative methods, there are some issues and problems to deal 
with qualitative data [45]. Gathering (association) same 
answered-questions, after that tabulating data in table was 
made [42, 44], data was grouped and tabulated to make a sense.   
A simple descriptive analysis was made for the frequencies of 
the participants’ answers. For the demographic and actual use it 
is good to be analyzed within descriptive analysis. Whereas, 
rest of the questions, was good to look out for them nearly from 
the point of views of Morgan and Smircich in [46] as 
ontologies or epistemologies i.e. keywords in the beginning of 
papers or common frequent words in content analysis after 
tabulating the same answers. 

E. Findings  

1) Demographic information: 
From 18 respondents only 2 were females with (11%) 
and 16 males with (89%), the youngest respondents 
age was 29, while the eldest age was 55 with Age-
Average age 39.8 years for the respondents. The 
respondents managerial levels was 8 low-level with 
(33%) and 9 middle-levels with (50%), while, only 
3(17%) only were from top-levels.  

2) Computer-based information system Use: 
From 18 participants only 6 with (33.3%) of them 
declared they are using the CBIS in processing their 
decisions in their organizations, which means 12 with 
(66.7%) of the managers are not using CBIS in 
decision processing in those five organizations. 

3) Advantages of CBIS: 
For the third question, the answers of the CBIS-Users       
(managers), they mentioned the following words: 
“Easily, help, fast, useful, and integrated”. While, for 
the managers who did not use CBIS, they mentioned 
words as: “no need, do not know about, think will be 
good in future, and good to use future”. 

4) Decision making factors: 
The associated answers words for this question were 
“time, reduce cost, risk, benefits, and resource”, and 
less appearance for “rules, customer, and data”. 

5) Softwares and tools of CBIS: 
For the managers who are using CBIS the appearance 
was for “Spreadsheets, dashboard, business object, 
integrated system, oracle, and service oriented 
architecture”.  

A summary of the demographic information and the 
answers for the use part are categorized in the following table. 
3. It is important to mention here that the interviews were in 
Arabic and what is mentioned in English the language of 
publication. In addition, based on Talji [43] the findings were 
categorized.  
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TABLE 3. DEMOGRAPHIC INFORMATION AND CBIS USE. 

Participants of 

organizations 

 

Gender 

 

Age 

  Managerial 

Level 

CBIS  

Use 

Participant 1 male 34 Middle Yes 

Participant 2 male 40 Middle No 

Participant 3 female 39 Low No 

Participant 4 male 33 Low No 

Participant 5 male 45 Middle Yes 

Participant 6 male 46 Top Yes 

Participant 7 male 43 Low No 

Participant 8 male 45 Middle N0 

Participant 9 Male 32 Low Yes 

Participant 10 Male 37 Middle No 

Participant 11 Male 36 Low No 

Participant 12 Male 29 Low Yes 

Participant 13 Male 55 Top N0 

Participant 14 Female 34 Low N0 

Participant 15 Male 39 Middle Yes 

Participant 16 Male 41 Low N0 

Participant 17 Male 46 Top N0 

Participant 18 Male 41 Middle N0 

 

F. Results and Discussion 

The purpose of these interviews was to identify the Use of 
CBIS in decision making in organizations in Jordan, and to test 
some factors in a proposed model. The researcher ensured that 
all the participants are decision makers (managers) at any level, 
and that, all the randomly selected organizations are inclined 
towards information and communication technology (ICT) i.e. 
they are using the facility of the technology or have the lowest 
level of technology. For example, the organization has a 
website, or uses the internet, and /or the employees have Pc`s 
in their workplace. 

Decision making factors as: time, cost, risk, benefits, and 
resources are wanted in any try to introduce model for the 
decision makers, these factors were review by Ashakkah and 
Rozaini [37].  In addition, the appearance of these factors was 
recognized with the decision makers whom are users of CBIS 
answers. CBIS is encouraged to be adopted and used for its 
benefits as cutting cost, saving time, and making the work 
easier. And for the tools of CBIS, spreadsheets appeared as a 
low level while dashboard was for top levels of decision 
makers. Returning back to the aim of this paper, the CBIS 

adoption and use need future researches to explore its roles for 
decision makers, up to the knowledge of the researcher no 
previous reaches was done in the CBIS in decision making in 
organization in Jordan. Whereas, for the ICT area asserted that 
ICT in Jordan need more interest, in order to develop country 
like Jordan, there is an increasing need to give more interest in 
ICT development area [38]. Which implies the CBIS use for 
the decision makers in Jordan interest also is needed, since the 
CBIS need ICT infrastructure availability as a basic root in 
organizations. 

IV.  CONCLUSION AND FUTURE RESEARCH 

From the Interviews conducted in five organizations in 
Jordan with the decision makers (managers) in different 
managerial levels, the aim was to collect a Preliminary data to 
find issues about CBIS in decision making in organizations in 
Jordan, and to help the researcher to test some factors in the 
proposed model. The researcher conducted 18 face-to face 
interviews in five ICT organizations through which he was 
keen not to be biased with the participants in any answer. All 
along, the participants were assured that their answers would 
only be used for the research purposes, including names of 
people and organizations that were promised not to be declared. 
Lastly, many factors were found to affect the CBIS in decision 
making from the results of the 18 interviewees, only 6 of them 
were using the CBIS. Which mean the adoption and use of the 
CBIS system in decision making in Jordanian organizations 
still needs more focus and further research. 

 These interviews have some limitations as the sample size 
and the self reporting, in all, other view by Delone and Mclean 
[40, 41] for the updated IS success model, it was a revised for 
the “Use” to be “intention to use and use” and to put the 
“benefits” as an output, so it is good to adapt a technology 
theory which involves the Use and Intention to Use in a future 
research model, this open the door for researchers to do more 
researches  with this view. 
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Abstract—The use of artificial immune systems in intrusion 

detection is an appealing concept for two reasons. Firstly, the 
human immune system provides the human body with a high 
level of protection from invading pathogens, in a robust, self-
organized and distributed manner. Secondly, current 
techniques used in computer security are not able to cope with 
the dynamic and increasingly complex nature of computer 
systems and their security. 

The objective of our system is to combine several 
immunological metaphors in order to develop a forbidding 
IDS. The inspiration come from: (1) Adaptive immunity 
which is characterized by learning, adaptability, and memory 
and is broadly divided into two branches: humoral and cellular 
immunity. And (2) The analogy of the human immune systems 
multilevel defense could be extended further to the intrusion 
detection system itself. This is also the objective of intrusion 
detection which need multiple detection mechanisms to obtain 
a very high detection rate with a very low false alarm rate. 

 

Keywords: Artificial Immune System  (AIS); Clonal Selection 
Algorithm (CLONA); Immune Complement Algorithm (ICA); 
Negative Selection (NS); Positive Selection (PS); NSl-KDD dataset. 

I.  INTRODUCTION 
When designing an intrusion detection system it is desirable 

to have an adaptive system. The system should be able to 
recognize attacks it has not seen before and then respond 
appropriately. This kind of adaptive approach is used in 
anomaly detection, although where the adaptive immune 
system is specific in its defense, anomaly detection is non-
specific. Anomaly detection identifies behavior that differs 
from “normal” but is unable to the specific type of behavior, 
or the specific attack. However, the adaptive nature of the 
adaptive immune system and its memory capabilities make it a 
useful inspiration for an intrusion detection system [1]. 

However on subsequent exposure to the same pathogen, 
memory cells are already present and are ready to be activated 
and defend the body. It is important for an intrusion detection 
system to be adaptive. There are always new attacks being 
generated and so an IDS should be able to recognize these 
attacks. It should also then be able to use the information 
gathered through the recognition process so that it can quickly 
identify the attacks in the future [1]. 

Dasgupta et. al. [2, 3] in which they describe the use of 
several types of detector analogous to T helper cells, T 
suppressor cells, B cells and antigen presenting cells in two 
type of data binary and real, to detect anomaly in time series 
data generated by Mackey-Glass equation. 

NSL-KDD are data Sets provide platform for the purpose of 
testing intrusion detection systems and to generate both 
background traffic and intrusions with provisions for multiple 
interleaved streams of activity [4]. These provide a (more or 
less) repeatable environment in which real-time tests of an 
intrusion detection system can be performed. The data set 
contain records each of which contains 41 features and is 
labeled as either normal or an attack, with exactly one specific 
attack type, The data set contains 24 attack types. These 
attacks fall into four main categories: DoS; U2R; R2L; and 
Probing [24, 26]. These data set available at [25]. 

 

II. IMMUNITY IDS OVERVIEW 
In computer security there is no single component or 

application that can be employed to keep a computer system 
completely secure. For this reason it is recommended that a 
multilevel defense approach be taken to computer security. 
The biological immune system employs a multilevel defense 
against invaders through nonspecific (innate) and specific 
(adaptive) immunity. The problems for intrusion detection 
also need multiple detection mechanisms to obtain a very high 
detection rate with a very low false alarm rate. 

The objective of our system is to combine several 
immunological metaphors in order to develop a forbidding 
IDS. The inspiration come from: (1) Adaptive immunity 
which is characterized by learning, adaptability, and memory 
and is broadly divided into two branches: humoral and cellular 
immunity. And (2) The analogy of the human immune systems 
multilevel defense could be extended further to the intrusion 
detection system itself. 

An IDS is designed with three phases: Initialization and 
Preprocessing phase, Training phase, Testing phase. But the 
Training phase has two defense layers, the first layer is a 
Cellular immunity (T & B cells reproduction) where an ALCs 
would attempt to identify the attack. If this level was unable to 
identify the attack the second layer Humoral immunity 
(Complement System), which is a more complex level of 
detection within the IDS would be enabled. The complement 
system, represents a chief component of innate immunity, not 
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only participates in inflammation but also acts to enhance the 
adaptive immune response [23]. All memory ALCs obtained 
from Training phase layers used in Testing phase to detect 
attacks. This multilevel approach could provide more specific 
levels of defense and response to attacks or intrusions.  

The problem with anomaly detection systems is that often 
normal activity is classified as intrusive activity and so the 
system is continuously raising alarms. The co-operation and 
co-stimulation between cells in the immune system ensures 
that an immune response is not initiated unnecessarily, thus 
providing some regulation to the immune response. 
Implementing an error-checking process provided by co-
operation between two levels of detectors could reduce the 
level of false positive alerts in an intrusion detection system. 

The algorithm works on similar principles, generating 
detectors, and eliminating the ones that detect self, so that the 
remaining detectors can detect any non-self. 

The initial exposure to Ag that stimulates an adaptive 
immune response is handled by a small number of low-affinity 
lymphocytes. This process is called primary response and this 
what will happened in Training phase. Memory cells with high 
affinity for the encounter, however, are produced as a result of 
response in the process of proliferation, somatic hyper 
mutation, and selection. So, a second encounter with the same 
antigen induces a heightened state of immune response due to 
the presence of memory cells associated with the first 
infection. This process is called secondary response and this 
what will happened in Testing phase. By comparison with the 
primary response, the secondary response is characterized by a 
shorter lag phase and a lower dose of antigen required for 
causing the response, and that could be notice in the run speed 
of these two phases. 

The overall diagram of Immunity-Inspired IDS in figure (1) 
Note the terms ALCs and detectors have the same meaning in 
this system. 

A. Initialization and Preprocessing phase 
Have the following operations: 
 
1) Preprocessing NSL dataset   
The data are partitioned in to two classes: normal and attack, 

where the attack is the collection of all 22 different attacks 
belonging to the four classes described in section I, the labels 
of each data instance in the original data set are replaced by 
either `normal' for normal connections or `anomalous' for 
attacks. Due to the abundance of the 41 features, it is 
necessary to reduce the dimensionality of the data set, to 
discard the irrelevant attributes. Therefore, information gains 
of each attribute are calculated and the attributes with low 
information gains are removed from the data set. The 
information gain of an attribute indicates the statistical 
relevance of this attribute regarding the classification [21]. 

Based on the entropy of a feature, information gain 
measures the relevance of a given feature, in other words its 
role in determining the class label. If the feature is relevant, in 
other words highly useful for an accurate determination, 
calculated entropies will be close to 0 and the information gain 

will be close to 1. Since information gain is calculated for 
discrete features, continuous features are discretized with the 
emphasis of providing sufficient discrete values for detection 
[20]. 

The most 10 significant features the system obtained are: 
duration, src_bytes, dst_bytes, hot, num_compromised, 
num_root, count, srv_count, dst_host_count, 
dst_host_srv_count. 

 
a) Information Gain 

Let S be a set of training set samples with their 
corresponding labels. Suppose there are m classes (here m=2) 
and the training set contains si samples of class I and s is the 
total number of samples in the training set. Expected 
information needed to classify a given sample is calculated by 
[20, 21]:  
 
 
 

A feature F with values { f1, f2, …, fv } can divide the 
training set into v subsets { S1, S2, …, Sv } where Sj is the subset 
which has the value fj for feature F. Furthermore let Sj contain 
sij samples of class i. Entropy of the feature F is 

 
 

 
Information gain for F can be calculated as: 

Gain(F) = I(s1,...,sm ) − E(F)                                 (3) 
 

b) Univariate discretization process 
Discrete values offer several advantages over continuous 

ones, such as data reduction and simplification. Quality 
discretization of continuous attributes is an important problem 
that has effects on speed, accuracy, and understandability of 
the classification models [22]. 

Discretization can be univariate or multivariate. Univariate 
discretization quantifies one continuous feature at a time while 
multivariate discretization simultaneously considers multiple 
features. We mainly consider univariate (typical) 
discretization in this paper. A typical discretization process 
broadly consists of four steps [22]: 
• Sort the values of the attribute to be discretized. 
• Determine a cut-point for splitting or adjacent intervals 

for merging. 
• Split or merge intervals of continuous values, according to 

some criterion. 
• Stop at some point. 

Since information gain is calculated for discrete features, 
continuous features should be discretized [20, 22]. To this end, 
continuous features are partitioned into equalsized partitions 
by utilizing equal frequency intervals. In equal frequency 
intervals method, the feature space is partitioned into arbitrary 
number of partitions where each partition contains the same 
number of data points. That is to say, the range of each 
partition is adjusted to contain N dataset instances. If a value 
occurs more than N times in a feature space, it is assigned a 

 

(1) 

 

(2) 

31 http://sites.google.com/site/ijcsis/ 
ISSN 1947-5500 



(IJCSIS) International Journal of Computer Science and Information Security,  
Vol. 9, No. 10, October 2011 .

 

partition of its own. In “21% NSL” dataset, certain classes 
such as denial of service attacks and normal connections occur 
in the magnitude of thousands whereas other classes such as 
R2L and U2R attacks occur in the magnitude of tens or 
hundreds. Therefore, to provide sufficient resolution for the 
minor classes N is set to 10 [20]. The result of this step are the 
most gain indexes to use them later in preprocessing training 
and testing files. 
 

2) Self and NonSelf Antigens 
As mentioned in chapter 2 that each record of NSL or KDD 

dataset contains 41 features and is labeled as either normal or 
an attack, so it would be here as Self and NonSelf 
respectively.  

The dataset used in the training phase of the system contain 
about 200 records from normal and attack records, the attack 
records have records from all types of attack in the original 
dataset. And this rule applied on NSL and KDD datasets. But 
the all “21% NSL” test datasets used when test the system in 
testing phase. 

The system in training and testing phase, apply on each file 
before enter to it: selecting the most gain indexes and convert 
each continuous feature to discrete. 

  
3) Antigens Presentation 
T cell and B cell  are assumed that recognize antigens in 

different ways. In biological immune system, T cells can only 
recognize internal features (peptides) processed from foreign 
protein. In our system, T cells recognition is defined as bit-
level recognition (real, integer). This is a low-level recognition 
scheme. In the immune system, however, B cells can only 
recognize surface features of antigens. Because of the large 
size and complexity of most antigens, only parts of the 
antigen, discrete sites called epitopes, get bound to B cells. B-
cell recognition is proposed that is a higher-level recognition 
(string) at different non-contiguous (occasionally contiguous) 
positions of antigen strings. 

So different data types are used for each ALC in order to 
compose several detection levels. In order to present the self 
and nonself antigens on ALCs, there are also converted to suit 
different data types of ALCs, like integer for T-helper cells, 
string for B-cells, and real [0-1] for T-suppresser cells .   

Real values would be in range [0-1], so Normalization is 
used for conversion operation.  

 
4) Normalization    
Data transformation such as normalization may improve the 

accuracy and efficiency of classification algorithms involving 
neural networks, mining  algorithm, or distance measurements 
such as nearest neighbor classification and clustering. Such 
methods provide better results if data to be analyzed has been 
normalized, that scaled to specific ranges such as (0-1) [8, 9]. 
If using the neural network back propagation algorithm for 
classification mining, normalizing the input values for each 
attribute measured in the training samples will help speed up 
the learning phase. For distanced-based methods, 
normalization helps prevent attributes with initially large 

ranges from outweighing attributes with initially smaller 
ranges [9]. There are many methods for data normalization 
include min-max normalization, z-score normalization, 
Logarithmic normalization and normalization by decimal 
scaling [8, 9]. 

 
Min-max normalization: The Min-max normalization 

performs a linear transformation on the original data. Suppose 
that mina and maxa are the minimum and the maximum values 
for feature A. Min-max normalization maps a value v of A to 
v’ in the range [new-mina, new-maxa] by computing [9]: 

v’=((v-mina) / (maxa–mina)) *  
(new-maxa–new-mina) + new-mina                 (4) 

 
In the case range is [0-1] the equation would be: 

  v’=  (v-mina) / (maxa – mina)                                  (5) 
In order to generalization all the comparisons (NS & PS) 

done in IIDS, and to simplify the chosen of thresholds values, 
the calculated affinities between each one of ALCs and all Ags 
is normalized into the range [1-100] in case Th and B cells, 
and normalized into the range [0-1] in case Ts cells and CDs. 

 
5) Detector Generation Mechanism 
All Nonself or attack records in training file will be consider 

as the initial detectors (or ALCs) then in training phase 
eliminates those that match self samples. 

Sure there are three types of detectors (integer, string, real). 
The output of this step is a specified number for every 
detectors types and their length equal to Self and NonSelf 
patterns length's which is the number of gain indexes. 

 
6) Affinity Measure by Matching Rules 
In several next steps affinity needs to be calculated the 

between (ALCs &  Self patterns) and (ALCs & NonSelf Ags), 
so matching rules are determined depend on the data type. 
• The affinity between an Th ALC (integer) and a NonSelf 

Ags or Self patterns  is measured by Landscape-affinity 
matching (Physical matching rule) [11, 12, 10]. The 
Physical matching gives an indication of the similarity 
between two patterns, i.e. a higher affinity value between 
an ALC and a NonSelf Ags implies a stronger affinity. 

 

 
 

• The affinity between an Ts ALC (real) and a NonSelf Ags 
or Self patterns  is measured by Euclidean distance [11 
,13, 12]. The Euclidean distance gives an indication of the 
difference between two patterns, i.e. a lower affinity value 
between an ALC and a NonSelf Ags implies a stronger 
affinity. 

 

• The affinity between an B ALC (string) and a NonSelf 
Ags or Self patterns  is measured by R-Contiguous string 
matching rule. If x and y are equal-length strings defined 

 
 

 

 (6) 

 
(7)

32 http://sites.google.com/site/ijcsis/ 
ISSN 1947-5500 



(IJCSIS) International Journal of Computer Science and Information Security,  
Vol. 9, No. 10, October 2011 .

 

over a finite alphabet, match(x, y) is true if x and y agree in 
at least r contiguous locations [11, 14, 12, 15]. The R-
Contiguous string matching gives an indication of the 
similarity between two patterns, i.e. a higher affinity value 
between an ALC and a NonSelf Ags implies a stronger 
affinity. 

B. Training Phase 
Here the system will be train by a serious of recognition 

operations between the previous generated detectors and self 
and nonself Ags to constitute multilevel recognition, make the 
recognition system more robust and ensures efficient 
detection.  

1) First Layer-Cellular immunity (T & B cells 
reproduction) 

Both B cells and T cells undergo proliferation and selection 
and exhibit immunological memory once they have 
recognized and responded to an Ag. All system's ALCs 
progress in the following stages: 

a) Clonal and Expansion 
Clonal selection in AIS is the selection of a set of ALCs 

with the highest calculated affinity with a NonSelf pattern. 
The selected ALCs are then cloned and mutated in an attempt 
to have a higher binding affinity with the presented NonSelf 
pattern. The mutated clones compete with the existing set of 
ALCs, based on the calculated affinity between the mutated 
clones and the NonSelf pattern, for survival to be exposed to 
the next NonSelf pattern. 

 
• Selection Mechanism 

The selection of cells for cloning in the immune system is 
proportional to their affinities with the selective antigens. Thus 
implementing an affinity proportionate selection can be 
performed probabilistically using algorithms like the roulette 
wheel selection, or other evolutionary selection mechanism 
can be used, such as elitist selection, rank- based selection, bi-
classist selection, and tournament selection [5]. 

Here the system use elitist selection because it needs to 
remember good detectors and discard bad ones if it is to make 
progress towards the optimum. A very simple selector would 
be to select the top N detectors from each population for 
progression to the next population. This would work up to a 
point, but any detectors which have very high affinity will 
always make it through to the next population. This concept is 
known as elitism. 

To apply this idea four selected percent values are specified, 
which determine the percent from each type of ALCs will be 
select to Clonal and Expansion operations,  

SelectedALCNo =(ALCsize * selectALCpercent) /  
    Maxgeneration,             (8) 
 
Where SelectedALCNo is no of ALCs will be Selected to 

clone them, ALCsize is the number of ALCs survived from NS 
and PS in initialization and Generation phase, 
selectALCpercent is a selected percent value it range [10-

100%], and Maxgeneration is the maximum no of generation 
used in random generation of ALCs in initialization and 
Generation phase. 

 
• Sorting Affinity  

The affinity is measured here between all cloned ALCs and 
NonSelf Ags. And sort all ALCs in descending order depend 
on their affinity with NonSelf Ags. 

 
• Clonal Operator 

Now is a time to clone the previous selected ALCs in order 
to expand the number of  ALCs in training phase, and ALC 
how has the higher affinity with NonSelf Ags will has the 
higher Clonal Rate. 

Here the clonal rate is calculated for each one of the selected 
ALCs,  

TotalCloneALC = Σn
i=1 ClonalRateALCi ,                  (9) 

 where   
ClonalRateALCi = Round (Kscale / i),  or   
ClonalRateALCi = Round (Kscale × i), [16] 

 
The choice between the two equation of ClonalRateALCi 

depend on how much clones required? Kscale is the clonal 
rate, Round() is the operator that rounds the value in 
parentheses toward its closet integer value, and 
TotalCloneALC is the total no of clones cells.  

 
• Affinity Maturation (Somatic hypermutation) 

After producing clones from the selected ALCs, these 
clones alter by a simple mutation operator to provide some 
initial diversity over the ALCs population.  

The process of affinity maturation plays an important role in 
adaptive immune response. From the viewpoint of evolution, a 
remarkable characteristic of the affinity maturation process is 
its controlled nature. That is to say the hypermutation rate to 
be  applied to every immune cell receptor is proportional to its 
antigenic affinity. By computationally simulating this process, 
one can produce powerful algorithms that perform a search 
akin to local search around each candidate solution. In account 
to this important aspect of the mutation in the immune system: 
it is inversely proportional to the antigenic affinity [5]. 
Without mutation the system is only capable of manipulating 
the ALCs material that was present in initial population [6]. 

In case Th, and B ALCs, the system calculate mutation rate 
for each ALCs depend on its affinity with NonSelf Ags, where 
higher affinity (similarity) has lower mutation rate. 

 In Ts case, one can evaluate the relative affinity of each 
candidate ALCs by scaling (normalizing) their affinities. The 
inverse of an exponential function can be used to establish a 
relationship between the hypermutation rate α(.) and  
normalized affinity D*, as described in next equation. In some 
cases it might be interesting to re-scale α to an interval such as 
[0 – 1] [5]. 

             α(D*) = exp(-ρD*)                                         (10) 
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where ρ is a parameter that controls the smoothness of the 
inverse exponential, and D* is the normalized affinity, that can 
be determined by D* = D/Dmax. inverse mean lower affinity 
(difference) has higher mutation rate. 

Mutators generally are not as complicated, they tend to just 
choose a random point on the ALCs and perturb this allele 
(part of Gene) either completely randomly or by some given 
amount [6].  

To control the mutation operator mutation rate is calculated 
as descried up, which is determine number of allele from 
ALCs will be mutate. The hypermutation operator for each 
type of shape-space as follows: 
– Integer shape-space (Th): when mutation rate of the 

current Th-ALC high enough, randomly choose the alleles 
position from ALC, and replace them with a random 
integer values. Another case use inversive mutation that 
might occur between one or more pairs of allele.  

– String shape-space (B): when mutation rate of the current 
Th-ALC high enough, randomly choose the alleles 
position from ALC, here the allele has length equal R 
string, so may the entire characters of allele change or part 
of them with another characters. 

– Real shape-space (Ts): randomly choose the alleles 
position from ALC, and a random real number to be 
added or subtracted to a given allele is generated 

                                m` = m + α(D*) N(0,σ)                     (11) 
 
where m is allele,  m` its mutated version, α(D*) is a 

function  that accounts for affinity proportional mutation. 
 
• Negative Selection 

A number of the NS algorithm features that distinguish it 
from other intrusion detection approaches. They are as follows 
[4]: 
– No prior knowledge of intrusions is required: this permits 

the NS algorithm to detect previously unknown 
intrusions. 

– Detection is probabilistic, but tunable: the NS algorithm 
allows a user to tune an expected detection rate by setting 
the number of generated detectors, which is appropriate in 
terms of generation, storage and monitoring costs. 

– Detection is inherently distributable: each detector can 
detect an anomaly independently without communication 
between detectors. 

– Detection is local: each detector can detect any change on 
small sections of data. This contrasts with the other 
classical change detection approaches, such as checksum 
methods, which need an entire data set for detection. In 
addition, the detection of an individual detector can 
pinpoint where a change arises. 

– The detector set at each site can be unique: this increases 
the robustness of IDS. When one host is compromised, 
this does not offer an intruder an easier opportunity to 
compromise the other hosts. This is because the disclosure 

of detectors at one site provides no information of 
detectors at different sites. 

– The self set and the detector set are mutually protective: 
detectors can monitor self data as well as themselves for 
change. 

The negative selection (NS) based AIS for detecting 
intrusion or viruses was the first successful piece of work 
using the immunity concept for detecting harmful autonomous 
agents in the computing environment. 

The steps of NS algorithm are applied here, 
– Generated three types of ALCs (Th, Ts, B), and present 

them together with the set of Self (normal record) patterns 
to NS mechanism. 

– For all the ALCs generated, compute the affinity between 
each one of ALCs and all Self pattern, The choose of 
matching rule to measure the affinity depend on ALCs 
data type representation.  

– If the ALC did not match with all self patterns depend on 
threshold comparison will survive to inter the next step, 
and the ALCs whose match with any Self pattern will be 
discard. Each type of ALCs have its own threshold value 
specially for NS. 

– Goto to the first step until reach the maximum number of 
generations of ALCs. 

But here NS is done between the three types of mutated 
ALCs and Self patterns, because may be some ALCs match 
Self pattern after mutation. 

 
• Positive Selection 

The mutated ALCs survived from previous Negative 
selection will be put here to face the NonSelf Ags (attack 
records) in order to distinguish which detectors can detect 
them and also because may be some ALCs not match NonSelf 
Ags after mutation so there is no need to keep them. The steps 
of PS algorithm are applied here: 
– Present the three types of ALCs (Th, Ts, B) that survive 

from NS together with the set of NonSelf Ags to PS 
mechanism. 

– For all the ALCs, compute the affinity between each one 
of ALCs and all NonSelf Ags, The choose of matching 
rule to measure the affinity depend on ALCs data type 
representation.  

– If the ALC match with all Nonself Ags depend on 
threshold comparison will survive to inter the Training 
Phase, and the ALCs whose did not match with any 
NonSelf Ags will be discard. Each type of ALCs have its 
own threshold value specially for PS. 

– Goto to the first step until apply PS on all ALCs. 
 
• Immune Memory 

Save all survived ALCs from NS and PS in text files, text 
files for each types of ALCs (Th, Ts, B). Here the system 
produce memory cells to protect against the reoccurrence of 
the same antigens. Memory cells enable the immune system’s 
response to previously encountered antigens (known as the 
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secondary response), which is known to be more efficient and 
faster than non-memory cells’ response to new antigens. In an 
individual these cells are long-lived, often lasting for many 
years or even for the lifetime of it.  

 
2) Second Layer-Humoral immunity (Complement System) 
This layer automatically activated when the first layer 

terminate, and this layer simulate the classical pathway of the 
complement system, which is activated by a recognition 
between antigen and antibody (here detectors). The classical 
pathway is composed of three phases: Identify phase, Activate 
phase and Membrane attack phase. These phases and all its 
step called Immune Complement Algorithm(ICA) describe in 
details in [23]. 

 In this system the complement detectors progress ICA steps 
with several additional step designed for it purpose, the 
objective of ICA is the continuo in generation, cleave, and 
bind the CD individuals until find the optimal CD individuals. 
The system's ICA summary here in the following four phases: 

 
• ICA: Initialization phase 

– Get the Nonself as the initial first one population A0 has a 
fix number of Complements detectors CDs  as individuals 
their data type are real in range [0-1]. 

– Stopping conditions: if the current population has 
contained the desire number of optimal detectors (CDsn) 
or achieved the maximum generation, then stop, else, 
continues. 

– Define the following operators 
1. Cleave operator OC: A CD individual cleave 

according to a cleaved probability Pc, is cleaved in 
two sub-individuals: a1 and a2. 

2. Bind operator OB : There are two kinds of bind ways 
between individuals a and b: 
– Positive bind operator OPB : A new individual     

c = OPB (a,b)  
– Reverse bind operator ORB : A new individual   

c= ORB (b,a)  
            

• ICA: Identify Phase 

– Negative Selection: For each Complement detector in the 
current population apply NS with Self patterns, and the 
Complement detector whose match with any Self pattern 
will be discard. The Euclidean distance used here, which 
is give an indication of the difference between the two 
patterns, i.e. if the affinity between one CD and all Self 
patterns exceed a threshold, then the detector survive, else 
discard. 

– Split Population: isolate the CDs how survived from NS 
alone (A0NS) from the CDs how discarded (A0PS).  

– Positive Selection: For each Complement detector in the 
A0NS apply PS with NonSelf Ags, and the Complement 
detector whose match with all NonSelf Ag will be 
survive. The Euclidean distance used here, which is give 
an indication of the difference between the two patterns, 

i.e. if the affinity between one CD and all NonSelf Ags 
not exceed a threshold, then the detector successfully 
detect, else not successfully detect. 

– Immune Memory: if there are successful CD, then store all 
CDs can detect NonSelf Ags in PS in text file and go to 
stopping Condition: have an CDsno optimal complement 
detectors, else continues. 

– Sorting CDs: according to the affinities calculated in 
previous PS step, Sort all the successful individuals CDs 
in A0NS by their ascending affinities (the higher affinity is 
the lower value because this affinity is a difference value). 

– Immerge Population: first put A0NS in the population and 
then append A0PS after it. 

 
• ICA: Active phase 

– Divide the Population into At
1& At

2 using Div active 
variable. At

1is a Cleave Set, and At
2 is a Bind Set. 

– For each individual in At
1apply a Cleave Operator OC to 

produce two sub-individual a1 and a2. Then take the 
second sub-individual a2 for all CD individuals in At

1and 
bind them in one remainder cleave set bt by Positive bind 
operator OPB. 

 
• ICA: Membrane attack process 

– Using Reverse bind operator ORB, bind bt and each DC 
individual of At

2 to get a membrane attack complex set Ct. 
– For each DC individual of Ct , recode it by the code length 

of initial DC individual, then gets a new set  C'. 
– Create a random population of complement individuals D, 

then join them into C', to finally form a new set E = C' ∪ 
D. For the next loop A0 is replace with E . 

– If the iteration step not finish go to stopping condition.  

C. Testing Phase 
This phase apply test on the immune memory of ALCs 

created in training phase. So here the meeting between 
memory ALCs and all types of Antigens Selfs and NonSelfs 
take place, it is important to note here that memory ALCs not 
encountered in passed with these new Ags. 

The Testing phase use Positive Selection to decide wither an 
Ag is Selfs or NonSelfs (i.e. normal or attack record) by 
calculate the affinity between ALCs and the new Ags and 
compared it with testing thresholds. As in Affinity Measure by 
Matching Rules section. So if any Ag match any one of ALCs 
it consider anomaly, i.e. a NonSelf Ags (attack), otherwise it is 
Self (normal). 
 
Performance Measurement 

In learning extremely imbalanced data, the overall 
classification accuracy is often not an appropriate measure of 
performance. Metrics are used as true negative rate, true 
positive rate, weighted accuracy, G-mean, precision, recall, 
and F-measure to evaluate the performance of learning 
algorithms on imbalanced data. These metrics have been 
widely used for comparison and performance evaluation of  
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Figure (1): The overall diagram of Immunity IDS. 

36 http://sites.google.com/site/ijcsis/ 
ISSN 1947-5500 



(IJCSIS) International Journal of Computer Science and Information Security,  
Vol. 9, No. 10, October 2011 .

 

classifications. All of them are based on the confusion 
matrix as shown at table (1) [7, 17, 18, 19]. 

 
 

 
 
 
 
 
Where TP (true positive), attack records identified as 
attack; TN (true negative), normal records identified as 
normal; FP (false positive), normal records identified as 
attack; FN ( false negative), attack records identified as 
normal [3, 17, 18]. 

III. IMMUNITY-INSPIRED IDS PSEUDO CODE 
Each phase or layer of the algorithm and its iterative 

processes are given below: 
1. Initialization and Preprocessing phase 

1.1. Set all parameters that have constant value: 
– Threshold of NS: ThNS = 60, TsNS =0.2, TbNS = 30, TcompNS = 0.25; 
– Threshold of PS: ThPS = 80, TsPS =0.15, TbPS = 70, TcompPS = 0.15; 
– Threshold of Test PS: ThTest = 20, TsTest =0.1, TbTest = 80, TcompTest 

= 0.05; 
– Generation: MaxgenerationALC = 500, MaxThsize = 50, MaxTssize 

= 50, MaxBsize = 25. 
– Clonal & Expansion: selectTh= 50%, selectTs = 50%, selectB = 

100%; 
– Complement System: MaxgenerationCDs = 1000, PopSize = 

NonSelfno., CDlength = 10, Div = 70%, CDno = 50; 
– Others: MaxFeature =10, Interval = 10, classes = 2, ALClength = 10, 

R-contiguous R = 1, ρ = 2 parameter control the smoothness of 
exponential (mutation); 

– Classes: 
• Normalize class: contain all functions and operation to perform 

min-max normalization in range [0-1] and [1-100]. 
• Cleave-Bind Class: contain Cleave() function OC ,PositiveBind() 

function OPB, ReverseBind() function ORB. 
– Input files for Training phase: NSL or KDD file contain 200 

records (60 normal, 140 attack from all attack types). 
– Input files for Testing phase: files contain 20% from KDD or NSL 

datasets. 
 

1.2.  Preprocessing and Information Gain 
– Using the 21%NSL dataset file to calculate the following: 
– Split the dataset into two classes normal and attack. 
– Convert alphabetic features to numeric. 
– Convert all continuous features to discrete, for each class alone. 

For each one of 41 features Do 
Sort feature's space values; 
Partitioned feature space by Interval number specified, each 
   partition contains the same number of data; 
Find the minimum and maximum values; 
Find the initial assignment value 
   V = (maximum-minimum)/Interval no.; 
Assign each interval i  by Vi = Σi V; 
If a value occurs more than Interval  size in a feature space, it is 
assigned a partition of its own; 

– Calculate Information Gain for every feature in both two classes by 
applying equations in section 4.3.1.1. 

– By selecting the most significant features (MaxFeature=10) that have 
larger values of information gain, the system obtained the same 
features for both classes (normal and attack) but in different order. So 

the 10 of the 41 features are continuous and identified as most 
significant are: 1, 5, 6, 10, 13, 16, 23, 24, 32, 33.  

– Save the indexes of these significant feature in text file to use them 
later in preprocessing the training and testing files. 

1.3.  Antigens Presentation 
– For both training and testing files apply preprocessing operations on 

the 10 significant features of them. 
– Convert all inputted Self & NonSelf Ags to (integer, real, string). 
– Apply Min-Max normalization on only how has real value to be in 

range [0-1].  
 

1.4.  Detector Generation 
– Get NonSelfs Ags as initial Th, Ts, B ALCs, their length is 

ALClength = MaxFeature. 
– Convert them to 3 type of ALCs (integer, real, string). 

2.  Training Phase 
Input: 200 NSL records (60 normal, 140 attacks from every types); 
 

2.1. First Layer-Cellular immunity (T & B cells reproduction) - Clonal 
and Expansion 
 

For (all ALCs type) do 
/*Calculate the select percent for cloning operation; 

SelectThNo = (Th_size × SelectTh) /  100; 
SelectTsNo = (Ts_size × SelectTs) /  100; 
SelectBNo = (B_size × SelectB) /  100; 
 

For (all ALCs type) do /* As an example Th 
 

While (Th_size  < MaxThsize ) Λ (generate < MaxgenerationALC)          
Calculate the affinity between each ALC and all NonSelf Ags; 
Sort the ALCs in ascending or descending order (depend on 

affinity similarity or differently), according to the ALCs 
affinity; 

Select SelectThNo of the highest affinity ALCs with all NonSelf 
Ags as subset A; 

Calculate Clonal Rate for each one of ALC in A, according to 
the ALCs affinity; 

Create clones C as the set of clones for each ALC in A; 
Normalize the SelectThNo highest affinity ALCs; 
Calculate mutation Rate for each one of ALC in C, according to 

the ALCs normalized highest affinity; 
Mutate each one of ALC in C, according to it's mutation Rate 

and randomly select allele no, as the set of mutated clones C'; 
/*Apply NS between mutated ALCs C' and Self patterns; 

For (all Self patterns) do NS 
Calculate affinity by Landscape-affinity rule between 

current Th-ALC & all Self patterns; 
Normalize affinities in range [1-100] 

If (all affinity < ThNS) 
/* Apply PS between survived mutated ALCs from NS and 

NonSelfs Ags; 
For (all NonSelf Ags) do PS 

Calculate affinity by Landscape-affinity rule between 
current Th-ALC & all NonSelf Ags; 

Normalize affinities in range [1-100] 
If (all affinity >= ThPS) 

Th-ALC survive and save it in file "Thmem.txt"; 
Th_size = Th_size + 1; 

Else  
Discard current Th-ALC; 
Go to next Th-ALC 

End If 
Add survived mutated ALCs from NS & PS to "Thmem.txt", as 

Secondary response; 
generate++; 

End While 
End For 
Call Complement System to activate it; 

 

2.2. Second Layer-Humoral immunity (Complement System) 
2.2.A.   ICA: Initialization phase 

Get NonSelfs as an initial real [0-1] population A0 has CDs equal 
PopSize. 

Stop: if the current population has contained CDsn optimal detectors 
or achieved MaxgenerationCDs generation. 

Table (1): The Confusion matrix. 
 predicted 

positives 
predicted 
negatives 

real 
positives 

TP FN 

real 
negatives 

FP TN 
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Assign a random real value [0.5-1] as Cleave Probability Pc; 
 

2.B.   ICA: Identify Phase 
While ((CD_size < CDsn) Λ (generate <= MaxgenerationCDs)) 

For (each CD in Population A0) do 
For (all Self patterns) do NS 

 Calculate affinity by Euclidean distance between current CD 
& all Self patterns; 

Normalize affinities in range [0-1] 
If (all affinity > TcompNS) 

Put current CD in A0NS sub-population; 
Else 

Put current CD in A0Rem sub-population; 
End For 
 

For (each CD in Population A0NS) do 
For (all NonSelf Ags) do PS 

Calculate affinity by Euclidean distance between current 
CD & all NonSelf Ags; 

If (all affinity <= TcomPS) 
Save it in file "CDmem.txt"; 
CD_size = CD_size + 1 

Else  
Discard current CD; 

End For 
 

Sort all CDs in A0NS by their ascending affinities with NonSelf Ag, 
and put them in At; 

Append A0Rem at last At; 
 

2.2.C.  ICA: Active phase 
Divide At into At

1 and At
2 depend on Div active variable; /* At

1 is a 
cleave set, At

2 is a bind set; 
For (each CD  individual in At

1) do 
Apply cleave operator on CD with cleave probability Pc to 

produce two sub-individual a1 and a2, OC (CD, Pc, a1, a2); 
For (all sub-individual in a2) do 

Bind them in one remainder cleave set bt by Positive bind 
operator OPB, bt = OPB (a2i,…,Λ, a2n); 

 

2.2.D.  ICA: Membrane attack process 
For (each CD  individual ai  in At

2) do 
Bind bt with current individual of At

2 by Reverse bind 
operator ORB, to obtain Membrane Attack complex set 
Ct,  Ct = ORB(bt, ai); 

For (each  individual ci  in Ct) do 
Recode it to the initial CDlength = 10 to get a new set C; /* 

different strategies may use here for that purpose. 
Create Random population of CDs individuals as a set D;  
Join C and D in one set E, consider it as a new population; 
   E= C & D,  
A0 = E; 
Generate++; 

End While 
3.  Testing Phase 

Input:  21%NSL dataset; 
Initialize: FP, FN, TP, TN, DetectionRate, FalseAlarmRate, ACY, 

Gmean. 
/*Calculation number of normalAg & attackAg only for the purpose to 

calculate performance measurements 
For (each record in input file) do  

If (record type is normal) 
 normalAg = normalAg +1; 
Else 
 attackAg = attackAg +1; 

/*Antigens Presentation 
Convert all inputted Self & NonSelf Ags to (integer, real, string). 
Apply Min-Max normalization on only how has real value to be in range 

[0-1].  
Read ThMemory ALCs; 
Read TsMemory ALCs; 
Read BMemory ALCs; 
Read CDMemory Detectors; 
 

/*Apply PS between all inputted Ags (Self & NonSelf, i.e. normal & 
attack) and all memory ALCs; 

For (all Thmemory  ALCs) do /* As an example Th 

For (all Ags types) do PS  
Calculate the affinity by Landscape-affinity rule between each one 

of Ags and current Thmemory ALCs; 
Normalize affinities in range [1-100] 

If (affinity > ThNS) 
 Thmemory ALCs detect a NonSelf Ag; 

Record Ag name; 
TP = TP + 1; /* no of detected Ags 

Else 
FP = FP +1; 

/*do the previous on, TsMemory, BMemory, and CDMemory. 
 

3.1.  Performance Measurement 
TN = normalAg - FP; 
FN =  attackAg – TP; 
DetectionRate = TP / (TP + FN); 
FalseAlarmRate = FP / (TN + FP); 
ACY = (TP + TN)/(TP + TN + FP + FN); 
Gmean = DetectionRate × (1 - FalseAlarmRate); 
Precision =TP / (TP + FP); 
Recall = TP / (TP + FN); 
F-measure = (2 * Precision * Recall) / (Precision + Recall); 

IV.  SYSTEM PROPERTIES  
The special properties of Immunity IDS are: 
– The small size of training data, about 200 NSL records(60 

normal, 140 attack from different types). 
– The speed of system, where the training periods are about 

1 minute because the small size of training data, and the 
testing periods are about very few minutes depend on 
memory ALCs size.  

– The results of the system test different after each training 
operation, because it depend on randomly mutation for 
ALCs. 

– The numbers of memory ALCs depend on number of 
times of retraining, or what the system want. 

– The system permit to delete all memory contents to start 
new training, or every new training after the first one, the 
ALCs result from it will be add to memory with the 
previous.  

– The detection rate is high with small numbers of memory 
ALCs produced from one training. 

– To apply the Immunity IDS in real, the optimal result of 
one or more training are chosen, to carry out optimal 
outcome.  

– The thresholds values determined by many experiments 
until found the fit values. 

– The IIDS implemented using C# language. 

V. Experimentals Results 
1) Several series of experiments were performed by 175 

detectors (memory ALCs) sizes. The table (2) shows the test 
results of 10 training operation done seriously on 200 records 
to test "NSLTest-21.txt" file, which contain 9698 attack 
records and 2152 normal records. 

2) Comparison of performances (ACY) between single 
level detection and multilevel detection. The ACY is chosen 
because it include both TPR and TNR. The table (3) and figure 
(2) show the test results of 5 training operation done seriously 
also on "NSLTest%.txt" file. Notice that CDs have the higher 
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accuracy and B cells has the lower accuracy. Although the 
accuracy of IIDS lower than CD but IIDS has the higher 
detection rate this return to the effect of false alarm. 

 
Table (2): Results of Test experiments. 

 
TP TN FP FN TPR TNR ACY g_m. Prec. F-m. 

8748 2108 44 950 0.9 0.02 0.92 0.88 0.99 0.94 
8893 1871 281 805 0.92 0.13 0.91 0.80 0.97 0.94 
8748 2123 29 950 0.9 0.01 0.92 0.89 1 0.95 
8730 2146 6 968 0.9 0 0.92 0.9 1 0.95 
8800 1971 181 898 0.91 0.08 0.91 0.84 0.98 0.94 
8788 2014 138 910 0.91 0.06 0.91 0.85 0.98 0.94 
8802 2007 145 896 0.91 0.07 0.91 0.85 0.98 0.94 
8817 2046 106 881 0.91 0.05 0.92 0.86 0.99 0.95 
8833 2002 150 865 0.91 0.07 0.91 0.85 0.98 0.94 
8869 1963 189 829 0.91 0.09 0.91 0.83 0.98 0.94 
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Table 3: Accuracy of IIDS and each type of ALCs. 
 

ACY 
IIDS Th Ts B CD 
0.91 0.84 0.73 0.22 0.92 
0.91 0.84 0.78 0.21 0.92 
0.91 0.84 0.74 0.22 0.92 
0.91 0.84 0.74 0.25 0.92 
0.91 0.84 0.77 0.30 0.92 
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Figure 2 : Accuracy curve comparing the single-level 
detection (Th, Ts, B, CD) and multilevel (IIDS). 
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Abstract— Translation from one language to another language 
involves many mechanical rules or statistical inferences. Statistical 
inference based translations lack any depth or logical basis for the 
translation. For a deeper meaning translation to be performed using 
only the mechanical rules are not sufficient. There is a need to extract 
suggestions from common world knowledge and cultural knowledge. 
These suggestions can be used to fine tune or may be even reject the 
possible candidate sentences. This research presents a software design 
for a translation system that will examine sentences based on the 
syntax rules of the natural language. It will then construct an internal 
representation to store this knowledge. It can then annotate and fine 
tune the translation process by using the previously stored world 
knowledge.  

Keywords

Natural language, Translation, Conceptual Dependency,Unified 
Modeling Language (UML)

                                I. Introduction
Living in an electronic age has increased international 
interaction among individuals and communities. Rapid and 
accurate translation from one natural language to another is the 
required for communication directly with individuals natives of 
a foreign language.
Automated translation desired by anyone wishing to study 
international subjects. There are a large number of naturally 
spoken languages. Some automated software systems are 
available that allow translation from one natural language to 
another. By using these systems one can translate a sentence 
from one natural language to another without any human 
translator. But these systems often fail to convey the deeper 
meaning of original text to the translated language.
The objective of this paper is to present a design an automated 
natural language translation system from English to Urdu or 
Arabic. This system will use a system-internal representation 
for storing the deeper meaning of input sentences. This paper 
will also identify natural language grammar rules that can be 
used to construct this system. 

II. Definition of Terms
a.Natural Language

Natural  language  is  any  language  used  by  people  to 
communicate with other people. In this paper the two natural 
languages  selected for translation are English and Urdu.  The 

methods  described  here  are  generally  extendable  for  most 
natural languages.

b.Grammar of a Natural Language

Grammar of a language is a set of production rules (Aho et 
al.,  2006)  using  meta-symbols  or  non-terminals  and  tokens 
(class of words of the language).  These rules can be used to 
determine if a sentence is valid or invalid. Extended Backus-
Naur  Form  (EBNF)  is  used  to  theoretically  describe  such 
grammars (Rizvi, 2009) (Wang, 2009). 

c. Conceptual Dependency

The  theory  of  Conceptual  Dependency  (CD)  was 
developed by Shank and his fellow researches for representing 
the higher level interpretation of natural language sentences and 
constructs (Shank and Tesler, 1969). It is a slot-and-filler data 
structure  can  be modeled in an object  oriented  programming 
language  (Luger and Stubblefield,  1996).  CD structures  have 
been used as a means of internal representation of meaning of 
sentences  in several  language understanding systems (Schank 
and Riesbeck, 1981).

                III. Review of Relevant Literature

Automated  translation  systems  from  companies  like 
Google and Microsoft use probability and statistics to predict 
translation  based  upon  previous  training  (Anthes,  2010). 
Usually they train  on huge  sample data sets  of  two or  more 
natural language document sets. In a situation where there is a 
sentence using less commonly used words so that no translation 
exists previously for  those group of words such a translation 
system may not give accurate results.

Conceptual Dependency (CD) theory has been developed 
to  extract  underlying  knowledge from natural  language  input 
(Shank and Tesler,  1969).  The extracted knowledge is stored 
and  processed  in  the system using strong  slot-and-filler  type 
data abstractions. The significance of CD to this research is that 
it describes a natural language independent semantic network 
that can be used to disambiguate the meaning by comparing it 
with internally stored common world knowledge.

Conceptual  dependency  theory  is  based  on  a  limited 
number of primitive act concepts (Schank and Riesbeck, 1981). 
These  primitive  act  concepts  represent  the  essence  of  the 
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meaning of  an input  sentence  and are  independent  of  syntax 
related peculiarities of any one natural language. The important 
primitive acts are summarized in Table 1.

Table 1 - Schank's Primitive Act Concepts.

Primitive 
Act

Description Example

ATRANS Transfer of an abstract 
relationship such as 

possession, ownership or 
control. ATARNS requires an 

actor, object and recipient.

give, take, 
buy

PTRANS Transfer of the physical 
location of an object. 

PTRANS requires an actor, 
object and direction.

go, fly

PROPEL Application of a physical force 
to an object. Direction, object 

and actor are required.

push, pull

MTRANS Transfer of mental information 
between or within an animal.

tell, 
remember, 

forget

MBUILD Construction of new 
information from old 

information.

describe, 
answer, 
imagine

ATTEND Focus a sense on a stimulus. listen, 
watch

SPEAK Utter a sound. Say

GRASP To hold an object. Clutch

MOVE Movement of a body part by 
owner.

kick, 
shake

INGEST Ingest an object. It requires an 
actor and object.

Eat

EXPEL To expel something from 
body.

Valid  combinations  of  the  primitive  acts  are  governed  by  4 
governing  categories  and  2  assisting  categories  (Schank  and 
Tesler, 1969). These conceptual categories are like meta-rules 
about the primitive acts and they dictate how the primitive acts 
can  be  connected  to  form networks.  In  Schank and  Tesler’s 
work  there  is  implicit  English  dependent  interpretation  of 
Producer Attribute (PA) and Action Attribute (AA). But in this 
research the interpretation of PA and AA is natural language 
independent.  The  conceptual  categories  are  summarized  in 
Table 2.

Table 2 - Schank's Conceptual Categories.

Governing Categories

Name Description

PP Picture Producer. Represents 
physical objects

ACT Action. Physical actions.

LOC Location. A location of a 
conceptualization.

T Time. Time of 
conceptualization.

Assisting Categories

Name Description

PA Producer Attribute. Attribute 
of a PP.

AA Action Attribute. Attribute 
of an ACT.

Traditionally EBNF grammar rules are used to express a 
language grammar (Aho et al., 2004). Most natural languages in 
general and English in particular has been a particular focus of 
research in many countries (Wang, 2009). A study of the Urdu 
language grammar for computer based software processing has 
been  done  previously  (Rizvi,  2007).  Urdu  language  shares 
many  traits  with  Arabic  and  other  South-Asian  languages. 
Traits  like common script  and some common vocabulary are 
the most well known of these.

IV. Implementation

   Materials and Methods

For  the  purpose  of  design  of  the  software  this  research 
utilizes English as the first or source natural language and Urdu 
as the second or target natural language. This choice is based 
primarily  upon  the  familiarity  of  the  researchers  with  the 
languages. Another reason is that EBNF grammar is available 
for these languages (Wang, 2009) (Rizvi, 2007). However, the 
design presented here can be equally appropriate for most of the 
natural  languages.  The design  primarily  uses  UML diagrams 
notation and  can  be  drawn in Microsoft  Visual  Studio 2010 
(Loton,  2010)  or  Oracle  JDeveloper  software  (Miles  and 
Hamilton, 2006).
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The design is broken into two main use-case scenarios. The 
first use-case is for first natural language user (English).  The 
system  components  identified  in  this  use  case  include  a 
tokenizer,  parser,  CD  annotator  and  CD  world-knowledge 
integrator.  In  this  use-case  the  working  system  will  take  an 
input sentence and then construct an internal representation of 
that  sentence.  The  user  will  be  returned  a  Reference  ID 
(REFID) number which is a mechanism to identify the internal 
representation  (concept)  inside  the  systems  memory.  The 
second use-case is for the target language user (Urdu). The user 
identifies an internal concept through a REFID. The system will 
then  generate  the  corresponding  Urdu  sentence.  The  system 
components  identified  in  this  use-case  include  CD  world-
knowledge integrator, tokenizer and sentence formulator. Two 
sequence  diagrams  corresponding  to  the  two  use  cases  are 
shown in Figure 1 and Figure 2.

Figure 1 - Sequence diagram for User Input Language 
Processing use case.

Figure 2 - Sequence diagram for target natural language 
conversion use case.

A  discussion  of  the  functions  of  the  major  components 
identified in these figures is given below.

Tokenizer

Tokenizer  component  will  have  two functions.  The  first 
function will take a source natural language sentence as input 
and it will create a stream of tokens from it if the words are 
found  in  the  dictionary  of  the  language.  Tokens  can  be  an 
extension  of  the  parts  of  speech  of  the  natural  language 
(English)  or  taken  from  the  terminal  symbols  in  the  EBNF 
grammar.  These tokens will be used in specifying the EBNF 
grammar rules. This function will also generate an Accepted or 
Rejected signal for the User. If the token stream is valid it will 
be passed to the Parser component. This function is shown in 
Figure 1.

The second function of the tokenizer component is in target 
natural  language conversion use case.  This function will take 
input  of  a  CD primitives  graph  and return  all  corresponding 
words found in the dictionary of the target  natural  language. 
Tokenizer component can be implemented in an object oriented 
programming language. This function is shown in Figure 2.

Parser

Parser  component  will  take  as  input  a  token  stream 
consisting of tokens from the source natural language parts of 
speech or grammar terminal symbols. The parser will match the 
token  stream  against  all  syntax  rules  of  the  source  natural 
language. If the sentence is valid and unambiguous one parse 
tree will be generated as output. If the sentence is not valid an 
error  message  will  be  given  as  output.  If  the  sentence  is 
ambiguous then all parse trees will be returned to the calling 
component for a possible selection. The selected parse tree will 
be given as input to the CD Annotator component for further 
processing.  This component is shown in context  in Figure 1. 
For  most  natural  languages  the  parser  component  can  be 
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prototyped  or  implemented  in  Prolog programming language 
and it may be generated from a LR parser generator tool like 
YACC or Bison.

CD Annotator

CD annotator component will take as input the parse tree 
generated by the parser component and create and annotate a 
CD graph data structure. The CD graph structure will be based 
upon the CD primitives as listed in Table 1 and Table 2. The 
CD  graph  data  structure  can  be  implemented  in  an  object 
oriented programming language. This component is shown in 
Figure 1.

CD World Knowledge Integrator

This component will have two main functions. First of all it 
will  add  the  new  sentence  Concept  Graph  into  a  bigger 
common  world  knowledge  graph.  The  common  world 
knowledge  will  consist  of  facts  like  “Gravity  pulls  matter 
down”, “Air is lighter than water”, etc. This knowledge will be 
relevant to the closed world assumption of a Faculty Room in 
the University. Internally this knowledge will be represented in 
CD form itself. Upon receiving new input this component will 
create links with common world knowledge already stored in 
the  system.  After  integration  of  the  new  Concept  Graph  a 
Reference Identification number (REFID)  will  be returned to 
the user  for  later  retrieval  of  the newly stored concept.  This 
function is shown in Figure 1.

Second function of  this component  will  be to receive  as 
input  a  REFID  number  and  to  locate  its  corresponding 
integrated concept  graph.  By scanning the integrated concept 
graph it will generate a list of primitive CD in use in the REFID 
referenced integrated concept graph. This list will be passed to 
the  tokenizer  component  which  will  return  target  natural 
language word sets matching the list  of primitive CD. These 
word  sets  will  be  used  by  this  component  to  annotate  the 
integrated  concept  graph  with target  natural  language  words. 
The target natural language annotated CD graph will be given 
as  input  to  sentence  formulator  component  for  sentence 
generation. This function is shown in Figure 2.

Sentence Formulator

Sentence  Formulator  component  will  take  as  input  the 
target  natural  language annotated CD graph and it  will apply 
the  syntax  rules  of  the  target  language  to  produce  valid 
sentences of the target language. This component is shown in 
Figure 2.

Design of the Parser

This  research  presents  a  simple  Prolog  Programming 
Language  English  parser  (Appendix),  that  is  based  on  the 
English grammar rules described in (Wang, 2009) and as taught 
in university English courses.

Conceptual Dependency Graph

In this research CD based object oriented (OO) architecture 
is  proposed for the internal  representation of  meaning of the 
natural  language.  Each  primitive  concept  has  to  be 
implemented as a class in an OO programming language. Most 
of  these  classes  will  have  predefined  attributes  and  some 
implementation specific attributes will be added to them. The 
work done by (Schank and Tesler, 1969) provides general rules 
concerning the structure and meaning of such a network.

Language Dictionaries

For  the  source  natural  language  and  the  target  natural 
language  a  Dictionary  will  have  to  be  created.  It  can  be 
implemented as a file or a database. The dictionary will contain 
words from the closed world scenario (Faculty Room). For each 
word part-of-speech attribute (or the corresponding EBNF non-
terminal  symbol  name)  will  have  to  be  identified.  For  some 
words there will also be mappings to primitive concepts (Table 
1).

English Grammar in Prolog Programming Language

The  following  computer  program  is  a  source-code  listing  in 
Prolog Programming Language. It  describes a simple English 
sentence parser. It can validate or invalidate a sentence made of 
words in the vocabulary.  For testing purposes, this parser can 
be used to generate sentences of a given word length according 
to the words in vocabulary and Prolog unification order. It has 
been  tested  on  SWI  Prolog  Programming  Environment. 
(http://www.swi-prolog.org)

/* **** English Sentence Grammar in Prolog  */
/*      Assumes a closed world assumption       */
/*      Faculty room in a university              */
/* ****************************** */

/* In absence of a Tokenizer, hard coding of words 
(vocabulary) and Tokens */
p_noun('pname1').

imp_noun('student').
imp_noun('book').

pro_noun_subject('i').
pro_noun_subject('he').
pro_noun_subject('she').
pro_noun_subject('we').
pro_noun_subject('they').
pro_noun_subject('it').

pro_noun_object('me').
pro_noun_object('him').
pro_noun_object('her').
pro_noun_object('us').
pro_noun_object('them').
pro_noun_object('it').
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pro_noun_possesive('his').
pro_noun_possesive('her').
pro_noun_possesive('their').
pro_noun_possesive('our').
pro_noun_possesive('your').
pro_noun_possesive('whose').

pro_noun_nominative_possesive('mine').
pro_noun_nominative_possesive('yours').
pro_noun_nominative_possesive('ours').
pro_noun_nominative_possesive('theirs').

pro_noun_indefinite('few').
pro_noun_indefinite('more').
pro_noun_indefinite('each').
pro_noun_indefinite('every').
pro_noun_indefinite('either').
pro_noun_indefinite('all').
pro_noun_indefinite('both').
pro_noun_indefinite('some').
pro_noun_indefinite('any').

pro_noun_demonstrative('this').
pro_noun_demonstrative('that').
pro_noun_demonstrative('these').
pro_noun_demonstrative('those').
pro_noun_demonstrative('such').

/* For ease in testing reducing the number of unifications, 
limited items defined */
person('pname1').
person('student').

thing('book').

verb('sings').
verb('teaches').
verb('writes').

adjective('thick').
adjective('brilliant').

preposition('in').
preposition('on').
preposition('between').
preposition('after').

article('a').
article('an').
article('the').

/* Actual Rules */
noun(X) :- p_noun(X).
noun(X) :- imp_noun(X).

sub_noun(X) :- pro_noun_subject(X).

sub_noun(X) :- noun(X), person(X).

obj_noun(X) :- pro_noun_object(X).
obj_noun(X) :- pro_noun_nominative_possesive(X).
obj_noun(X) :- noun(X).

subject(X) :- sub_noun(X).

object(X) :- obj_noun(X).

indirect_object(X) :- pro_noun_object(X).
indirect_object(X) :- noun(X), person(X).

determiner(X) :- article(X).
determiner(X) :- pro_noun_possesive(X).
determiner(X) :- pro_noun_indefinite(X).
determiner(X) :- pro_noun_demonstrative(X).

noun_phrase(X) :- noun(X).
noun_phrase([X|Y]) :- adjective(X), listsplit(Y, H, T), T=[], 
noun(H).

preposition_phrase([X|Y]) :- preposition(X), listsplit(Y, H1, 
T1), determiner(H1), noun_phrase(T1).

object_complement(X) :- noun_phrase(X).
object_complement(X) :- preposition_phrase(X).
%% object_complement(X) :- adjective_phrase(X).

/* Breaking the head off a list */
listsplit([Head|Tail], Head, Tail).

/* Determining length of list */
listlength([], 0).
listlength([_|Y], N) :- listlength(Y, N1), N is N1 + 1.

/* Pattern1: Subject-Verb */
sentence([X|Y]) :- subject(X), listsplit(Y, Head, Tail), Tail=[], 
verb(Head).

/* Pattern2: Subject-Verb-Object */
sentence([X|Y]) :- subject(X), listsplit(Y, H, T), verb(H), 
listsplit(T, H2, T2),
                        object(H2), T2=[].
sentence([X|Y]) :- subject(X), listsplit(Y, H, T), verb(H), 
listsplit(T, H2, T2),
                        pro_noun_possesive(H2), listsplit(T2, H3, T3),

object(H3), T3=[].
/* Pattern3: Subject-Verb-Indirect Object-Object */
sentence([X|Y]) :- subject(X), listsplit(Y, H, T), verb(H),

listsplit(T, H2, T2),
                        indirect_object(H2), listsplit(T2, H3, T3),

object(H3), T3=[].
sentence([X|Y]) :- subject(X), listsplit(Y, H, T), verb(H),

listsplit(T, H2, T2),
                        indirect_object(H2), listsplit(T2, H3, T3),
                        pro_noun_possesive(H3), listsplit(T3, H4, T4),
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object(H4), T4=[].
/* Pattern4: Subject-Verb-Object-Object Complement */
sentence([X|Y]) :- subject(X), listsplit(Y, H, T), verb(H), 
listsplit(T, H2, T2),
                        object(H2), object_complement(T2).

V.Conclusion and Recommendations

A system level  modular  design of a software system for 
translation between a source natural language to a target natural 
language was presented. A functional behaviour of each of the 
major software components was also discussed.

For extending this system to other languages the following 
3 additions will need to be made. First of all an EBNF grammar 
should be made available for  new language  to be integrated. 
Second  a  system  dictionary  should  be  created  for  the  new 
language as mentioned above. And third, the tokenizer, parser 
and sentence  formulator  components  need  to  be enhanced  to 
handle the new language. These components form the front-end 
(user  facing  part)  of  the  system.  The  back  end  remains 
unchanged.

For extending the scope of the system translation from the 
closed-world-scenario  of  a  faculty  room  to  more  general 
translator, universal common knowledge base can be integrated 
into  this  system  design.  One  such  universal  common 
knowledge base is the CYC project as described in (Lenat et al., 
1990).
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Abstract— Software quality is an important criterion in 

producing softwares which increases productivity and results in 

powerful and invincible softwares. We can say that quality 

assurance is the main principle and plan in software production. 

One of the most important challenges in Software Engineering is 

lack of software metrics for monitoring and measurement of 

software life cycle phases which causes low quality and usefulness 

of software products. Considering the importance of software 

metrics, utilization of international standard software life cycle 

process model (ISO/IEC 12207) and measurement process of 

Plan/Do/Check/Act in order to monitor software production cycle 
is presented in this paper.  

Keywords-Software Metrics, Measurement, Software Product 

Process,  ISO/IEC 12207 

I. INTRODUCTION 

     Nowadays development and quality improvement of 
software production process and increasing performance and 
throughput of people involved is an important matter for every 
corporation which deals with information technology and 
software industry. Requests for efficient software have 
increased since computers became more powerful and because 
of vital role of technology in promotion of business, software 
problem are effective on most companies and governments. 
These days many companies realized that most of software 
problems are technical and software engineering is different 
from other engineering fields because software products are 
intellectual but the other engineering products are physical. 
There is measurement in centre of every engineering which is a 
method based on known standards and agreements. Software 
metrics include wild range of measurements for computer 
softwares, also measurement could be used throughout the 
software project in order to help estimation, quality control, 
throughput evaluation, project control. The main aim of this 
essay is to review and propose parameters as software metrics 
which are applied in standard ISO/IEC 12207 in order to 
remove weakness points of this standard and also helping us in 
quality measure of mentioned standard and to provide the 
possibility of quality effective factors investigation in software 
product process [9]. 

 

 

 

II. SOFTWARE PRODUCT PROCESS 

Software product process is a structure and also  
a framework for introducing organization in order to design 
and generate a new software product consist of key solutions, 
issues and problems of a software product from early stages of 
marketing to mass production and finally release that[6]. 

 

Figure1. Software Product Process 

 

 

III. SOFTWARE METRICS 
 

Software metrics are parameters for measuring softwares 
which measurement won‟t have any meaning without them. It 
doesn‟t mean that software metrics can solve every problem 
but they can conduct managers to improve processes, 
throughput and quality of softwares [4]. Metrics are continuous 
and executable activities on whole project and are collected in 
long period of time; they show the rate of progress in periodic 
performances. Metrics have ring-incremental mechanism 
because the most valuable information is obtained when we 
have a sequence of data. Then the data obtained from metrics 
as feedback should have been given to the manager in order to 
find existing mistakes, provide solution for them and prevent 
further rising of faults. This makes defects detection be done 
before presentation to the customer. 

 

A. Metrics Types 

 
Other metrics can be defined with considering different 

viewpoints such as: 
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1) Subjective Metrics  

   These metrics can‟t be evaluated and are express with a 

set of qualitative attributes. The main objective of these 

metrics is to identify and evaluate of metrics which are less 

ponderable quantitatively. 
 

2) Objective Metrics  

  Metrics that can be evaluated and are measurable such as 

number of human resources, number of resources, size of 

memory, number of documentation and number of modules. 
 

3) Global  Metrics  

   These metrics are used by software managers and are 

comprehensive metrics which we can evaluate project status 

with using of them, such as the budget, project time 

schedule, cost of implementation. 
 

4) Phase Metrics  

   These kinds of metrics are specific to each phase and they 

measure the rate of progress or regression in specific phase. 

For example number of people in each phase, specific 

documentation of phase, improvement percent, and delay 

percent. 
 

5) Calculated Metrics  

   These metrics can be calculated. For example cost, error, 

complexity, rate of execution, execution time. 
 

6) Product Metrics  

    These are metrics that analyze final product for example 

the time needed for presentation of product, rate of 

execution, maintenance costs, and product user friendliness. 
 

7) Resource Metrics  

   Metrics which describe feature of available resources. For 

example number of programmers, analysts, designers and 

required systems. 
 

 

8) Risk Metrics  

   Metrics that are used for identification, giving priority to 

the probable risks of projects and reducing the probability of 

them. 
 

9) Management Metrics  

     Metrics that are used for progress and development of 

project management [1, 2, 3, 8]. 

 

 

 

 

IV. PLAN/DO/CHECK/ACT 

     Plan/Do/Check/Act Cycle was established by Japanese 
in 1951 based on doming cycle. This cycle consist of four 
following stages: 

   Plan: determining of objectives and required process for 
presentation of results according to customer‟s requests and or 
organization policies. 

   Do: implementation  

   Check: monitoring and measurement of process and 
product according to policies, objectives and requirements or 
request related to product and reporting of results. 

   Act: doing activities in order to improve process 
performance. 

     This cycle is based on scientific methods and feedback 
plays a basic role in that so the main principle of this scientific 
method is iteration. When a hypothesis is being denied the next 
execution of cycle can expand knowledge and these iteration 
makes become closer to the aim. A Process is partitioned into 
PDCA Activities show in Figure2 [5]. 

 

 

 

Figure 2. Partitioning a Process into PCDA Activities [7] 
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A. Proposed of Software Metrics Cycle according to 

Plan/Do/Check/Act 

 
 

 

Figure3. Software metrics cycle according to plan/Do/Check/Act 

V. PROPOSED PATTERN  

Considering the point that plan/Do/Check/Act is a simple 
and effective process for measurement of software metrics 
following of that is a high assurance for success in control and 
monitoring of software production cycle metrics and with 
considering the weaknesses of standard ISO/IEC 12207 we can 
apply our desired metrics during this cycle to the different 
phases of the mentioned standard so that defects would be 
eliminated to some extent (Figure 4). 

 

A. Features of Pattern  

   In this pattern we apply different metrics considering 
 the importance via plan/Do/check/Act cycle and features 
which we can express for this pattern consist of followings: 

 

1) Further Reliability  
 

With using resource, risk and management metrics which 
are the most important metrics at the start of project and 
utilization of Plan/Do/Check/Act cycle for each metrics we can 
provide further monitoring and control on production processes 
and so further reliability for establishing a project will be 
realized. 

2) Cost Reduction  
 

     With using metrics which are applied to the standard 
ISO/IEC 12207 we can prevent next duplication because of 
observation at the start of project. 

 

3) Risk Reduction 
 

        We can also minimize the risk with using risk                     
and management metrics. 

 

 

VI. CONCLUSION  

 
     Result of this essay is proposal of a pattern that is based 

on standard ISO/IEC 12207 and uses proposed metrics for 
monitoring of processes. One of the methods for controlling 
and monitoring of software production process is software 
metrics that can be applied to every phase so that transition to 
the next phase would be more assured. It should be noted that 
this reliability isn‟t completely definite but it can prevent 
increasing cost because of negligence to some parameters so 
metrics are necessary and essential. 
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Figure 4. Proposed Pattern [9] 
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Abstract- The aim of this paper is to propose a comprehensive 
and practical model to evaluate the maintainability of software 
services in service-oriented architecture in the entire service 
lifecycle and based on the fuzzy system. This model provides 
the possibility of making decisions concerning the 
maintainability of SOA-based services for service managers 
and owners in various service operation and design phases. 
The proposed maintainability evaluation model consists of five 
sections: input, analysis, measurement, decision making and 
output. According to the studies conducted on the leading 
article, the service structural properties in design phase as well 
as service management mechanism structures at the operation 
phase have been identified as effective factors in evaluating the 
maintainability of services. So the proposed model investigates 
both discussed factors and is generally categorized in two 
sections: design and operation. To assess maintainability in 
both sections, the fuzzy technique is used. 

Keywords- maintainability; service-oriented; evaluation 
model;  fuzzy system 

I.  INTRODUCTION  

In recent years, the use of service-oriented architecture as 
one of the significant solutions for managing complexities 
and interactions between IT-based services as well as 
managing fast business shifts in a volatile business 
environment has increased. Maintainability is one of the 
major service quality attributes which has an important role 
in user satisfaction and cost reduction of maintenance and 
support. Research has shown that more than 60% of the 
overall resources devoted to software or services 
development belongs to the maintenance phase [21]. So, 
designing services that face a difficulty at the maintenance 
phase will greatly increase the possibility of cost or time 
failure of service development [21]. 

According to the definition provided by IEEE, 
maintainability is defined as a capability of the software 
against possible adjustments like correcting errors, 
improving efficiency or other software quality attributes or 
adaptation of the software with the environment, 

functionality or requirement changes [14]. Also, to measure 
whether an IT service or component configuration after 
encountering failure in service maintainability area, how 
quickly and effectively could return to its normal activity is a 
description that has been presented by the third version of 
ITIL standards [15]. 

Presently, little research effort has been dedicated to 
considering maintainability evaluation of SOA-based 
services and more significantly, practical model for 
evaluating maintainability of service-oriented services 
regarding all maintainability influencing factors in entire 
service lifecycle do not exist. In other words, the focus of 
researches of the existing models has been more on 
maintainability evaluation and assessment in the software 
perspective. 

Due to the service-oriented architecture characteristics 
and their differences with others, the factors and metrics used 
in these models have not been applicable in service-oriented 
approaches and they are not directly functional in the service 
orientation perspective. So in recent years, studies on 
maintainability evaluation have been conducted in order to 
establish and define appropriate metrics and models in 
service orientation context. Nonetheless, the study conducted 
in this area is at research and theory level which has been 
investigated in limited dimensions and also a comprehensive 
and practical method for evaluating the SOA-based service 
maintainability has not been presented. The only researches 
presented in this area include two evaluation models that 
have been presented by Mikhail Perepletchikov [3, 5]. Linear 
regression prediction models have been used in both models 
but in the first, coupling metrics have been presented [4] and 
in the second, the cohesion metrics [6] have been used as 
model predictors.  

Other existing researches in this context are limited to 
proposing new metrics for evaluating the services design 
structural properties. So far by using these metrics, 
comprehensive and practical models for evaluating the 
services maintainability in service-oriented approach have 
not been introduced. In both [19, 20] researches metrics have 
been proposed to evaluate decoupling using connections 
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between components based on service orientation as well as 
in [10] dynamic metrics of coupling measurement with 
regards to run time relations between services. [11, 12] 
includes a set of metrics to measure the complexity of the 
service-oriented design systems. Also in [9] considering 
principles such as loose coupling and appropriate granularity 
in designing services, metrics for them have been proposed. 
In [8] reusability, composability, granularity, cohesion and 
coupling evaluation metrics by available information in 
service-oriented design have been proposed. 

Obviously, the comprehensive evaluation of 
maintainability in service-oriented architecture will have a 
perception in the service lifecycle. In other words, designing 
and defining a comprehensive model for evaluating SOA-
based services maintainability will be possible by 
considering maintainability influencing factors in the full 
service lifecycle. By having such model, senior managers 
and service owners will be able to make decisions on 
maintainability of SOA-based services not only at every 
stage of the service design and operation but also when 
services are operational. 

This paper makes a contribution in proposing a 
comprehensive and practical model for evaluating the 
maintainability of SOA-based services covering all 
maintainability influencing factors in full service lifecycle. 
The proposed evaluation model includes five sections: input, 
analysis, measurement, decision making and output. 

In designing the evaluation model, the concept of 
maintainability is based on the included definitions and 
concepts in ITIL and four sub-attributes of ISO/IEC 9126 
standards namely analyzability, changeability, stability and 
testability. It has also been considered as a combination of 
maintainability due to service structural properties in the 
design phase and operational phase of the service. As a 
result, evaluating the maintainability of services is conducted 
in two sections: one belonging to service design and the 
other to service operation phase factors.  

In design sections, structural characteristics such as 
coupling, cohesion, and granularity directly affect the 
maintainability sub-attributes and indirectly service 
maintainability in which their effects can be estimated and 
predicted. Furthermore in the operation section, ITIL service 
management processes include incident management, 
problem management, change management, configuration 
management, release management and availability 
management which can directly map the maintainability sub-
attributes, have a direct impact on maintainability. 

Further, initially the model design requirements will be 
defined then methods and techniques used to answer each 
one of them will be provided. And at the end, maintainability 
evaluation proposed model will be described by using the 
fuzzy system and its various components. 

 

II. PROBLEM DEFINITION AND APPROACH 

To design the maintainability evaluation model in 
service-oriented architecture, it is first necessary to identify 
the SOA fundamental characteristics in relation to the 
previous architectural styles and identify their affects on 

model structural design. The next thing is to define the 
concept of maintainability in the entire service lifecycle. 
According to identification of the two phases of service 
design and operation as the major phases having influence on 
services maintainability and its minimal effect of other 
phases on it, it would be sufficient to define maintainability 
in the two introduced phases. 

In other words, in the service design phase, it is necessary 
to divide the maintainability concept into the quality sub-
attribute based on the available standards. Then the 
appropriate and associated factors must be determined from 
them. In next level, identification and selection of 
appropriate and associated metrics to every one of these 
factors is considered another challenge in designing this 
model. Also in the operation phase, initially the concept of 
maintainability should be divided into appropriate sub-
attribute. Then, based on international standards each one of 
them must be mapped out based on appropriate process 
factors and the final step, the maturity level of every one of 
these process factors should be evaluated through certain 
metrics. In other words, the maintainability evaluation model 
should be defined in both service design and operation 
phases. 

After determining the independent variables of the two 
phases, identifying their affects and significance on the 
maintainability dependent variable is an important challenge 
which an appropriate solution should be adopted for it. In the 
design phase, maintainability as a dependent variable and 
cohesion, coupling and granularity factors as independent 
variables are considered. So, in the first step of this phase, it 
is necessary to determine and identify the communications, 
affects and significance of each independent variable versus 
the dependent variable. In the next step through appropriate 
evaluation metrics selection service maintainability must be 
evaluated. Also in the operation phase, similar to the 
previous one determine the impact and the significance of 
each one of the independent variables on dependent variables 
and linked metrics is a major challenge that an appropriate 
solution for it should be adopted. In this section, service 
maintainability as dependent variable and the supportive 
process based on service management standards as 
independent variables are considered. Here, metric selection 
and efficient methods to evaluate process maturity level is 
another important challenge in this study that different 
aspects of it must be answered. 

Another issue in designing this model is the selection of a 
metric evaluation technique or method from among methods 
used in other similar research or studies. In selecting an 
evaluation method measures such as compatibility with new 
data, viewing the reasoning process, suitability to complex 
models and also emphasis on compatibility with service-
oriented architecture characteristics namely reusability, 
business agility, interoperability, loosely coupling and 
compos ability is important. Rest sections contribute to offer 
solutions to each of discussed areas. 
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A. Maintainability evaluation factors 

In services design phase, documentation-related factors 
and structural properties of design are significant influencing 
factors in term of maintainability evaluation. 
Documentation-related factors impact on maintainability are 
minimal because the proper of documentation increase the 
ability to analyze the failure in system or analyzability sub-
attribute but it doesn’t affect on service changeability and 
stability sub-attribute [2]. But according to the research 
conducted in the past, the structural properties which reflect 
the internal properties of services have a direct affect on all 
aspects of maintainability [22, 23 and 24]. As a result, if the 
structural properties of the product are appropriate, 
maintenance activities will simply be carried out. Thus, 
Documentation-related factors will be completely eliminated 
from the selection ones.    

General structural properties of services include 
coupling, cohesion, size and complexity And SOA-specific 
structural properties services including service granularity, 
parameter granularity and consumability [1]. Selective 
structural properties include coupling, cohesion and 
granularity of the service. Complexity has been eliminated 
arguing the complexity of the design phase can be viewed as 
the combination of coupling and cohesion and in fact 
complexity is in a way duplicating two discussed properties 
[25]. The reason for eliminating the size by using a similar 
argument is the coverage of this feature with service 
granularity. Also the parameter granularity and 
consumability have been eliminated by documenting the 
shortage of their suggested sources as maintainability 
influence factors and as a result their minimal effect is 
overlooked. Therefore in design phase, maintainability is 
considered as a dependent variable and granularity, coupling 
and cohesion factors as independents. 

In the operational phase, based on ISO/IEC 9126 
standard maintainability was divided into four sub-attribute 
of analyzability, changeability, stability and testability [27]. 
Furthermore, for selecting the appropriate factors related to 
the sub-attributes, various service management standards 
such as ITIL and COBIT were evaluated. According to the 
purpose of this model, international ITIL framework that 
consists of two main areas of support and delivery were 
selected. ITIL framework focuses more on operational and 
tactical levels of service support and also includes effective 
procedures and processes to support services. 

Efficient services managements depend on four areas: 
processes, products, people and provider. In other words, for 
optimal service management in the ITIL standard these four 
areas need to be properly assessed and evaluated. Further, by 
mapping the ITIL standard processes in the support area with 
maintainability sub-attribute, related and appropriate process 
according to table 1 were identified. So in this phase 
dependent variable is service maintainability and 
independent variables are support process levels include 
incident management, problem management, change 
management, configuration management, release 
management and availability management.  

 

TABLE I.  OPERATIONAL INDEPENDENT VARIABLES 

ISO/IEC 9126 sub-attribute Appropriate processes of ITIL 

analyzability incident management, problem 
management 

changeability change management, configuration 
management 

stability availability management 

testability release management 

 
It should be noted in evaluation model designing, the 

addition of maintainability sub-attribute of ISO/IEC 9126 
standard has been omitted because the addition of the 
mentioned level would increase the complexity and error of 
this model. So the considered category is solely for a better 
and more precise selection of suitable and related processes. 

 

B. The selection of metrics for maintainability 
evaluation  factors 
Another challenge for this research is the selection of 

suitable metrics for evaluating maintainability factors which 
belong to the two phases of service design and operation. In 
services design phase, studies and research in the software 
and service-oriented metrics were studied. Overall, two 
metric categories were identified: 1) service-oriented specific 
metrics 2) software specific metrics. In the service-oriented 
architecture, the metrics related to structural properties are 
completely different from the software metrics [26]. 
Therefore, these types of metrics were completely 
eliminated. 

Further, by using GQM technique and by accentuating on 
service-oriented architecture characteristics in terms of GQM 
components include Purpose, Aspects, Subject and 
Viewpoint, the appropriate questions were defined and based 
on them, the appropriate metrics of evaluating coupling [10], 
cohesion [1] and granularity [1] factors were chosen. Table 2 
exhibits the selection metrics for the design phase. 

TABLE II.  EVALUATION METRICS FOR MAINTAINABILITY 
FACTORS 

Structure 
property Complete name metric 

coupling 

Degree of 
Coupling within a 
given set of 
services metric 
(DCSS)  

 
 
Max = K*V*(V-1) 
Max only appears when all of 
nodes in graph do not connect 
together 
 
Min = V*(V-1) 
Min only appears when all of 
nodes in graph connect to others. 

 

cohesion 

Inverse of 
Average 
Number of Used 
Message (IAUM ) 

 
 

SSNS: System Size in Number of 
Services 
TMU: Total Number of Message 
Used 
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Structure 
property Complete name metric 

Granulari
ty 

Squared Avg. 
Number of 
Operations to 
Squared Avg. 
Number of 
Messages 

 
 
NAO: Number of Asynchronous 
Operations 
NSO: Number of Synchronous 
Operations 
SSNS: System Size in Number of 
Services 
TMU: Total Number of Message 
Used 
 

 
In the operational phase, due to the inefficiency of the 

GQM method in selecting the appropriate metrics, such as a 
lack of comprehensive questions in the method, self 
assessment techniques of OGC (the Office of Government 
Commerce) has been used as evaluation metrics for the 
operation phase [28]. This method includes a questionnaire 
that consists of all four dimensions of services management 
and evaluates them in nine levels through a variety of 
questions. Maturity level of selection process factors include 
prerequisites, management intent, process capability, internal 
integration, products, quality control, information 
management, integration and external interface with the 
customer. 

 

C. Evaluation method 
In a vast view, the proposed model with the modulation 

of design phase as well as service operations creates a 
maintainability evaluation structure. In this model, as for the 
offered evaluation structure, to provide a clear and unified 
response to, an evaluation technique is needed. Similar 
research and studies on prediction methods and quality 
characteristics were investigated [16, 17, 18, 7 and 13]. 
Generally two methods for predicting maintainability were 
identified: 1) Algorithmic technique model and 2) 
Hierarchical dimensional assessment model. To achieve the 
relationship function between independent and dependent 
variables, in the first batch from existing data set and in the 
second batch from expert opinions, probabilistic models and 
soft computing techniques are used [18]. So given the 
limited data set for maintainability metrics in the leading 
research, the first batch were completely removed. 

Fuzzy systems, neural networks, Case-Based Reasoning 
(CBR) and Bayesian networks are some models based on 
Hierarchical Dimensional Assessment Model. further, the 
introduced methods, by ingratiating the desired modeling 
attributes namely Output Explanation ability, being suitable 
for small data sets, adjustment to new data, visibility of 
Reasoning process, being suitable for complex models, 

together with known facts from experts as well as by 
emphasizing compatibility with service-oriented architecture 
characteristics was evaluated and consequently in the end, 
fuzzy system was selected as an appropriate method [16]. 

As proposed evaluation structure includes two kinds of 
predictor or independent variables namely design phase 
metrics and operation phase metrics, so each of them needs a 
separate fuzzy system. A Discrete collection of real values 
from structural properties metrics namely coupling, cohesion 
and granularity form the fuzzy systems inputs which belong 
to service design phase. Also, real values or scores from 
selected processes maturity level evaluation include incident 
management, problem management, change management, 
configuration management; release management and 
availability management are fuzzy system inputs that belong 
to the operation phase metrics. 

According to the type of problem and real value of the 
evaluation model inputs, the most suitable type of fuzzy 
system to use in this model is fuzzy system with fuzzier and 
defuzzier. In this type of fuzzy system, a fuzzier transforms 
real value of inputs into a fuzzy set as well as a defuzzier 
transforms fuzzy value output into a real value. This type of 
fuzzy system, in addition to the mentioned parts namely 
fuzzier and defuzzier, it has two other parts of logic rules and 
logic engine. TMF membership function, Centroid Average 
(CA) defuzzier, Mamdani logic engine is selected for the 
construction of the metric evaluation method.  

The only issue remaining with reference to the 
introduced evaluation fuzzy system is the creation of logic 
rules and their related approvals by the experts in that field. 
Measuring maintainability, relations and the effects of 
dependent and independent variables in the service design 
and operation phase which have been identified in the 
previous section, defined in the form of fuzzy rules and 
through a questionnaire was validated and approved by 
service-oriented experts. 

 

III. PROPOSED MODEL FOR SERVICE-ORIENTED 
ARCHITECTURAL MAINTAINABILITY EVALUATION 

To design the model, in the previous sections the 
proposed solutions to solve each one of the maintainability 
evaluation requirements were introduce in two service design 
and operation phase. In this section the proposed model is 
offered according to the previous concepts. 

A. Overall conceptual model of maintainability 
evaluation 
The proposed model consists of five sections: input, 

analysis, measurement, decision making and output. In “Fig. 
1” Components of model and their relations are presented. 
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Figure 1.  Components of model and their relations 

Input 
The inputs of design section of maintainability evaluation 

model include all types of service-oriented architecture 
relationship. In this part, software services were derived from 
business services in a form of atomic or compound services 
being analyzed. The relevant information of service 
component including Implementation elements, service 
interface and the relationship between them are obtained 
through an interview with the service owner or by surveying 
the technical documentation design and handed over to the 
analysis section. Additionally, the information is received 
from the operation section inputs from organizational experts 
or service owners through a questionnaire. 

 
Analysis 

This section of the proposed model includes the 
relationships between dependent and independent variables 
in the design and operation phase. In other words, this part 
consist of the relationship between maintainability variables 
with coupling, cohesion, service granularity variables and 
also association of the former three variables with related 
metrics in the design phase. Also, the rules defined between 
the model’s different levels (sub-attributes, factors and 

metrics) in the design phase which have been previously 
approved and validated by the SOA experts is placed in the 
analysis section. It must be noted that similarly, information 
related to sub-attributes, factors, metrics and their 
relationship in the operation phase are also placed in the 
analysis section. 

 
Measurement 

This section of the model includes performing a set of 
rules that have been collected in the analysis section about 
service. By using fuzzy logic, the measurement section 
analyzes the collected information from the analysis section.  
In another word, measurement section is a collection of math 
functions and formulas which are based on collected 
information from the previous section. This part evaluates 
the maintainability based on the fuzzy system in each of 
service design and operation phase. The operation 
mechanism in design section is to facilitate the assessment 
tool receives coupling, cohesion and granularity metrics 
relevant information from analysis section, next by means of 
defined rules begins to evaluate the maintainability. Also in 
operation section, scores resulting from maturity level 
questionnaire (OGC) is received from analysis section, and 
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then maintainability of operation phase is evaluated by using 
associated fuzzy rules. 

 
Decision making 

As mentioned, this model provides decision making 
possibility about the maintainability status after the 
completion of the service design phase and before their 
operation phase and even after the completion of the 
operation phase. In another words, measurement section 
results in design section allow a service owner or manager to 
adopt the necessary decisions and give a recommendation 
about the maintainability status of software services in the 
design phase.  Also, at a stage when the organization’s 
software services are or suppose to be operational, service 
owner or manager by using measurement section results in 
the operation section will have the opportunity to pass 
judgment about the service maintainability status in 
operation phase. In addition when the maintainability of 
software services weren’t evaluated in the design phase, by 
using this model and utilizing the measurement section in 
both service design and operation, a decision about the 
maintainability status could be made. 

 
Output 

Maintainability evaluation model output is the different 
decisions about the maintainability status of software 
services. In other words, based on the model’s decision 
making section, in the design section, the service manager or 
owner will be able to take the essential action regarding the 
continuance of the service production, stop or making 
adjustment in the completed designs. Also in the operational 
section based on decision making section results, the service 
manager or owner will have the opportunity to plan and take 
the necessary action regarding improvements in processes, 
people, product and provider in support area of the service 
management. Also regarding the live software service, the 
mentioned model will provide ability for the evaluation of 
the maintainability status in the service design and operation 
phase of software service for the service manager or owner. 

 

IV. CONCLUSION 

In this article, by considering various factors in total 
service lifecycle affecting the service maintainability, a 
practical and comprehensive service maintainability 
evaluation model in service-oriented architecture were 
proposed. This model includes five sections: input, analysis, 
measurement, decision making and output. The relationship 
between independent variables (cohesion, coupling and 
granularity) in the service design phase with the 
maintainability dependent variable was determined through a 
questionnaire completed by the service-oriented architecture 
experts. Also, relationship between dependent variables 
meaning six process factors (incident management, problem 
management, change management, configuration 
management, release management and availability 
management) with the maintainability dependent variable 
was identified through the completion of a questionnaire. 

Further, based on analysis of the collected information, 
fuzzy rules were define and used to evaluate the 
maintainability in the service lifecycle. This model provides 
the possibility to judge and make decisions about the 
software service maintainability status in every step of the 
service lifecycle. So based on these decisions, the owner and 
manager will be able to take control effort or make the 
necessary corrections in the fastest possible time. 
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Abstract— Phishing is a form of social engineering in which 
attackers endeavor to fraudulently retrieve the legitimate user’s 
confidential or sensitive credentials by imitating electronic 
communications from a trustworthy or public organization in an 
automated fashion. Such communications are done through email 
or deceitful website that in turn collects the credentials without 
the knowledge of the users. Phishing website is a mock website 
whose look and feel is almost identical to the legitimate website. 
So internet users expose their data expecting that these websites 
come from trusted financial institutions. Several antiphishing 
methods have been introduced to prevent people from becoming 
a victim to these types of phishing attacks. Regardless of the 
efforts taken, the phishing attacks are not alleviated. Hence it is 
more essential to detect the phishing websites in order to preserve 
the valuable data. This paper demonstrates the modeling of 
phishing website detection problem as binary classification task 
and provides convenient solution based on support vector 
machine, a pattern classification algorithm. The phishing website 
detection model is generated by learning the features that have 
been extracted from phishing and legitimate websites. A third 
party service called ‘blacklist’ is used as one of the feature that 
helps to envisage the phishing website effectively. Various 
experiments have been carried out and the performance analysis 
shows that the SVM based model outperforms well.

Keywords- Antiphishing, Blacklist, Classification, Machine 
Learning, Phishing, Prediction

INTRODUCTION 

Phishing is a novel crossbreed of computational intelligence 
and technical attacks designed to elicit personal information 
from the user. The collected information is then used for a 
number of flagitious deeds including fraud, identity theft and 
corporate espionage. The growing frequency and success of 
these attacks led a number of researchers and corporations to 
take the problem seriously. Various methodologies are adopted 
at present to identify phishing websites. Maher Aburous et, al. 
proposes an approach for intelligent phishing detection using 
fuzzy data mining. Two criteria are taken into account. URL -
domain identity and Security-Encryption [1]. Ram basnet et al. 
adopts machine learning approach for detecting phishing 
attacks. Biased support vector machine and Neural Network are 

used for the efficient prediction of phishing websites [2]. Ying
Pan and Xuhus Ding used anomalies that exist in the web pages 
to detect the mock website and support vector machine is used 
as a page classifier [3]. Anh Le, Athina Markopoulou, 
University of California used lexical features of the URL to 
predict the phishing website. The algorithms used for 
prediction includes support vector machine, Online perceptron, 
Confidence-Weighted and Adaptive Regularization of weights 
[4]. Troy Ronda have designed an anti phishing tool that does 
not rely completely on automation to detect phishing. Instead it 
relies on user input and external repositories of information [5]. 

In this paper, the detection of phishing websites is modelled 
as binary classification task and a powerful machine-learning 
based pattern classification algorithm namely support vector 
machine is employed for implementing the model.  Training 
the features of phishing and legitimate websites helps to create 
the learned model.  

Feature extraction method presented here is similar to the 
one presented in [3] [6] [7] and [8]. The features such as 
foreign anchor, nil Anchor, IP address, dots in page address, 
dots in URL, slash in page address, slash in URL, foreign 
Anchor in identity set, Using @ Symbol, server form handler 
(SFH), foreign request, foreign request URL in identity set, 
cookie, SSL certificate, search engine, ’Whois’ lookup, used in 
their work are taken into account in this work.  But some of the 
features such as hidden fields and age of the domain are 
omitted since they do not contribute much for predicting the 
phishing website. 

Hidden field is similar to the text box used in HTML except 
that the hidden box and the text within the box will not be 
visible as in the case of textbox. Legitimate websites also use 
hidden fields to pass the user’s information from one form to 
another form without forcing the users to re-type over and over 
again. So presence of hidden field in a webpage cannot be 
considered as a sign of being a phishing website. 

Similarly age of the domain specifies the life time of the 
websites in the web. Details regarding the life time of a website 
can be extracted from the ‘Whois’ database which contains the 
registration information of all the users. Legitimate websites 

(IJCSIS) International Journal of Computer Science and Information Security, 
Vol. 9, No. 10, October 2011

58 http://sites.google.com/site/ijcsis/ 
ISSN 1947-5500 



have long life when compared to phishing websites. But this 
feature cannot be considered to recognize the phishing websites 
since the phishing web pages that are hosted on the 
compromised web server also contains long life. The article [9] 
provides empirical evidence according to which 75.8% of the 
phishing sites that are analyzed (2486 sites) were hosted on 
compromised web servers to which the phishers obtained 
access through google hacking techniques.

This research work makes use of certain features that were 
not taken into consideration in [6]. They are ‘Whois’ look up 
and server form handler. ‘Whois’ is a request response protocol 
used to fetch the registered customer details from the database. 
The database contains the information such as primary domain 
name, registrar, registration date, expiry date of a registered 
website. The legitimate website owners are the registered users 
of ‘whois’ database. The details of phishing websites will not 
be available in ‘whois’ database. So the existence of a 
websites’ details in ‘whois’ database is an evidence for being 
legitimate. So it is essential to use this feature for identifying 
the phishing websites.

Similarly in case of server form handler, HTML forms that 
include textbox, checkbox, buttons etc are used to pass data 
given by the user to a server. Action is a form handler and is
one of the attributes of form tag, which specifies the URL to 
which the data should be transferred. In the case of phishing 
websites, it specifies the domain name, which embezzles the 
credential data of the user. Even though some legitimate 
websites use third party service and hence may contain foreign 
domain, it is not the case for all the websites. So it is cardinal to 
check the handler of the form. If the handler of a form points to 
a foreign domain it is considered to be a phishing website. 
Instead if the handler of a website refers to the same domain, 
then the website is considered as legitimate. Thus these two 
features are very much essential and hope to contribute more in 
classifying the website.

The research work described here also seeks the usage
of third party service named ‘Blacklist’ for predicting the 
website accurately. Blacklist contains the list of phishing and 
suspected websites. The page URL is checked against 
‘Blacklist’ to verify whether the URL is present in the blacklist.

The process of identity extraction and feature extraction are 
described in the following section and the various experiments 
carried out to discover the performance of the models are 
demonstrated in the rest of this paper.

I. PROPOSED PHISHING WEBSITE   
DETECTION MODEL

Phishing websites are replica of the 
legitimate websites. A website can be mirrored by downloading 
and using the source code used for designing the website. 
Before acquiring these websites, their source code is captured 
and parsed for DOM objects. Identities of these websites are 
extracted from the DOM objects. The main phase of phishing 
website prediction is identity extraction and feature extraction. 
Essential features that contribute to the detection of the 
category of the websites, whether phishing or legitimate are 
extracted from the URL and source code for envisaging the 

phishing websites accurately. The training dataset with 
instances pertaining to legitimate and phishing websites is 
developed and used for learning the model. The trained model 
is then used for predicting unseen instance of a website. The 
architecture of the system is shown in figure Figure 1. 

Figure 1. System Architecture

A. 2.1 Identity Extraction

Identity of a web page is a set of words that uniquely 
determines the proprietorship of the website. Identity extraction 
should be accurate for the successful prediction of phishing 
website. In spite of phishing artist creating the replica of 
legitimate website, there are some identity relevant features 
which cannot be exploited. The change in these features affects 
the similarity of the website. This paper employs anchor 
tag for identity extraction. Anchor tag is used to find the 
identity of a web page accurately. The value of the href 
attribute of anchor tag has high probability of being an identity 
of a web page. Features extracted in identity extraction phase 
include META Title, META Description, META Keyword, 
and HREF of <a> tag. 

META Tag

The <Meta> tag provides metadata about the HTML 
document. Metadata will not be displayed on the page, but will 
be machine parsable. Meta elements are typically used to 
specify page description, keywords, author of the document, 
last modified and other metadata. The <Meta> tag always goes 
inside the head element. The metadata is used by the browsers 
to display the content or to reload the page, search engines, or 
other web services.

META Description Tag

The Meta description tag is a snippet of HTML code that 
comes inside the <Head> </Head> section of a Web page. It is 
usually placed after the Title tag and before the Meta keywords 
tag, although the order is not important. The proper syntax for 
this HTML tag is

“<META NAME="Description" CONTENT="Your 
descriptive sentence or two goes here.">”
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The identity relevant object is the value of the content 
attribute. The value of the content attribute gives brief 
description about the webpage. There is a greater possibility for 
the domain name to appear in this place. 

META Keyword Tag

The META Keyword Tag is used to list the keywords and 
keyword phrases that were targeted for that specific page.

<META NAME="keywords" content="META Keywords 
Tag, Metadata Elements, Indexing, Search Engines, Meta Data 
Elements">

The value of the content attribute provides keywords 
related to the web page.

HREF

The href attribute of the <a> tag indicates the destination of 
a link. The value of the href attribute is a URL to which the 
user has to be directed. When the hyperlinked text is selected, 
users should be directed to the concerned web page. Phishers 
do change this value. Since any change in the appearance of the 
webpage may reveal the users that the websites is forged. So 
the domain name in the URL has high probability to be the 
identity of the website. 

Once the identity relevant features are extracted, they are 
converted into individual terms by removing the stop words 
such as http, www, in, com, etc., and by removing the words 
with length less than three. Since the identity of a website is not 
expected to be very small. Tf-idf weight is evaluated for each 
of the keywords. The first five keywords that have high tf-idf 
value are selected for identity set. tf-idf value is calculated 
using the following formula.                          

(1)

where nkj is the number of occurrence of ti in document dj

and knkj  is the number of all terms in document dj.           

(2)

                                                               

Where |D| is the total number of documents in a dataset, 
and {|dj:tidj}| is  the number of documents where  term ti 
appears. To find the document frequency of a term, 
WebAsCorpus is used. It is a readymade frequency list. The list 
contains words and the number of documents in which the 

words appear. The total number of documents in which the 
term appears is the term that has the highest frequency. The
highest frequency term is assumed to be present in all the 
documents.

The tf-idf weight is calculated using the following formula

(3)

The keywords that have high tf-idf weight are considered to 
have greater probability of being the web page identity. 

II FEATURE EXTRACTION AND GENERATION

Feature extraction plays an important role in improving the 
classification effectiveness and computational efficiency. 
Distinctive features that assist to predict the phishing websites 
accurately are extracted from the corresponding URL and 
source code. In a HTML source code there are many 
characteristics and features that can distinguish the original 
website from the forged websites. A set of 17 features are 
extracted for each website to form a feature vector and are 
explained below.

 Foreign Anchor
An anchor tag contains href attribute. The value of the href 

attribute is a URL to which the page is linked with. If the 
domain name in the URL is not similar to the domain in page 
URL then it is considered as foreign anchor. Presence of too 
many foreign anchor is a sign of phishing website. So all the 
href values of <a> tags used in the web page are examined. 
And they are checked for foreign anchor. If the number of 
foreign domain exceeds, then the feature F1 is assigned to -1. 
Instead if the webpage contains minimum number of foreign 
anchor, the value of F1 is 1.

 Nil Anchor
Nil anchors denote that the page is linked with no page. The 

value of the href attribute of <a> tag will be null. The values 
that denote nil anchor are about: blank, JavaScript::, JavaScript: 
void(0), #.  If these values exist then the feature F2 is assigned 
the value of –1.Instead the value of F2 is assigned as 1.

 IP Address 
The main aim of phishers is to gain lot of money with no 

investment and they will not spend money to buy domain 
names for their fake website. Most phishing websites contain 
IP address as their domain name. If the domain name in the 
page address is an IP Address then the value of the feature F3 is 
–1 else the value of F3 is 1.

 Dots in Page Address
The page address should not contain more number of dots. 

If it contains more number of dots then it is the sign of phishing 
URL. If the page address contains more than five dots then the 
value of the feature F4 is -1 or else the value of F4 is 1.
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 Dots in URL
This feature is similar to feature F4.But here the condition is 

applied to all the urls including href of <a> tag, src of image 
tag etc., All the url’s are extracted and checked. If the URL 
contains more than five dots then the value of the feature vector 
F5 is -1 or else the value of F5 is 1.

 Slash in page address
The page address should not contain more number of 

slashes. If the page url contains more than five slashes then the 
url is considered to be a phishing url and the value of F6 is 
assigned as –1. If the page address contains less than 5 slashes, 
the value of F6 is 1.

 Slash in URL
This feature is similar to feature F6. But the condition is 

checked against all the urls used in the web page. If the urls 
collected have more than five slashes, the feature F7 is assigned 
–1. Instead the value of F7 is 1.

 Foreign Anchor in Identity Set
Phishing artist makes slight changes to the page URL to 

make it believe as legitimate URL. But changes cannot be 
made to all the urls used in the source code. So the urls used in 
the source code will be similar to the legitimate website. If the 
website is legitimate, then both the url and the page address 
will be similar and it will be present in the identity set. But 
while considering phishing website, the domain of the URL 
and the page address will not be identical and domain name 
will not be present in the identity set. If the anchor is not a 
foreign anchor and is present in identity set then the value of F8

is 1.If the anchor is a foreign anchor but present in the identity 
set then also the value of F8 is 1.If the anchor is a foreign 
anchor and is not present in the identity set then the value of  F8 

is –1.

 Using @ Symbol
Page URL that are longer than normal, contain the @ 

symbol. It indicates that the all text before @ is comment. So 
the page url should not contain @ symbol. If the page URL 
contains @ symbol, the value of F9 Is –1 otherwise the value is 
assigned as +1.

 Server Form Handler (SFH)
Forms are used to pass data to a server. Action is one of the

attributes of form tag, which specifies the url to which the data 
should be transferred. In the case of phishing website, it 
specifies the domain name, which embezzles the credential 
data of the user. Even though some legitimate websites use 
third party service and hence contain foreign domain, it is not 
the case for all the websites. It is cardinal to check the value of 
the action attribute.  The value of the feature F 10 is –1, if the 
following conditions hold. 1) The value of the action attribute 
of form tag comprise foreign domain, 2) value is empty, 3) 
value is #, 4) Value is void. If the value of the action attribute is 
its own domain then, F10= 1.

 Foreign Request
Websites request images, scripts, CSS files from other 

place. Phishing websites to imitate the legitimate website 

request these objects from the same page as legitimate one. The 
domain name used for requesting will not be similar to page 
URL. Request urls are collected from the src attribute of the 
tags <img> and <script>, background attribute of body tag, 
href attribute of link tag and code base attribute of object and 
applet tag. If the domain in these urls is foreign domain then 
the value of F11 is –1 or else the value is 1.

 Foreign request url in Identity set
If the website is legitimate, the page url and url used for 

requesting the objects such as images, scripts etc., should be 
similar and the domain name should be present in the identity 
set. The entire request URL in the page is checked for the 
existence in identity set. If they exist the value of F12 is 1.If 
they does not exist in the identity set the value of F12 is –1.

 Cookie
Web cookie is used for an original website to send state 

information to a user's browser and for the browser to return 
the state information to the website. In simple it is used to store 
information. The domain attribute of cookie holds the server 
domain, which set the cookies. It will be a foreign domain for 
phishing website. If the value of the domain attribute of cookie 
is a foreign domain then F13 is -1 otherwise F13 is 1. Some 
websites do not use cookies. If no cookies found then F13 is 2.

 SSL Certificate
SSL is an acronym of secure socket layer. SSL creates an 

encrypted connection between the web server and the user’s 
web browser allowing for private information to be transmitted 
without the problems of eavesdropping, data tampering or 
message forgery. To enable SSL on a website, it is required to 
get an SSL Certificate that identifies the user and install it on 
the server. All legitimate websites will have SSL certificate. 
But phishing websites do not have SSL certificate. The feature 
corresponding to SSL certificate is extracted by providing the 
page address. If the SSL certificate exists for the website then 
the value of the feature F13 is 1.If there is no SSL certificate 
then the value of F13 is -1.

 Search Engine
If the legitimate website’s URL is given as a query to 

search engine, then the first results produced should be related 
to the concerned website. If the page URL is fake, the results 
will not be related to the concerned website. If the first 5 results 
from the search engine is similar to the page URL then the 
value of F14 is 1.Otherwise the value of F14 is assigned as -1.

 ’Whois’ Lookup
‘Whois’ is a request response protocol is used to fetch the 

registered customer details from the database. The database 
contains the information about the registered users such as 
registration date, duration, expiry date etc.  The legitimate site 
owners are the registered users of ‘whois’ database. The details 
of phishing website will not be available in ‘whois’ database. 
‘Whois’ database is checked for the existence of the data 
pertaining to a particular website. If exists then the value of F16  
is 1 or  F16  is assigned as –1.
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 Blacklist
Blacklist contains list of suspected websites. It is a third 

party service. The page URL is checked against the blacklist. If 
the page URL is present in the blacklist it is considered to be a 
phishing website. If the page URL exist in the blacklist then the 
value of F17 is –1 otherwise the value is 1.

Thus a group of 17 features describing the characteristics of 
a website are extracted from the HTML source code and the url 
of a website by developing PHP code. The feature vectors are 
generated for all the websites and the training dataset is 
generated.

III. SUPPORT VECTOR MACHINE
Support vector machine represents a new approach to 

supervised pattern classification, which has been successfully 
applied to a wide range of pattern recognition problems. It is a 
new generation learning system based on recent advances in 
statistical learning theory [10]. SVM as supervised machine 
learning technology is attractive because it has an extremely 
well developed learning theory, statistical learning theory. 
SVM is based on strong mathematical foundations and results 
in simple yet very powerful algorithms. SVM has a number of 
interesting properties, including the solution of Quadratic 
Programming problem is globally optimized, effective 
avoidance of over fitting, the ability to handle large feature 
spaces, can identify a small subset of informative points called 
SV and so on.

The SVM approach is superior in all practical applications 
and showing high performances. For the last couple of years, 
support vector machines have been successfully applied to a 
wide range of pattern recognition problems such as  text 
categorization, image classification, face recognition, hand 
written character recognition, speech recognition, biosequence 
analysis, biological data mining, Detecting Steganography in 
digital images, Stock Forecast, Intrusion Detection and so on. 
In these cases the performance of SVM is significantly better 
than that of traditional machine learning approaches, including 
neural networks.

Classifying data is a common task in machine learning. 
Suppose some given data points each belong to one of two 
classes, and the goal is to decide which class a new data point 
will be in. In the case of support vector machines, a data point 
is viewed as a p-dimensional vector of a list of p numbers, and 
one wants to know whether one can separate such points with a 
p − 1-dimensional hyper plane. This is called a linear classifier. 
There are many hyper planes that might classify the data. The 
maximum separation of margin between the two classes is 
usually desired [11]. So choose the hyper plane so that the 
distance from it to the nearest data point on each side is 
maximized. If such a hyper plane exists, it is clearly of interest 
and is known as the maximum-margin hyper plane and such a 
linear classifier is known as a maximum margin classifier.It is 
the simplest models SVM based maximal margin. If w is 
weight vector realizing functional margin 1 on the positive 

point X+ and on the negative point X- , then the two planes 
parallel to the hyper plane which passes through one or more 
points called bounding hyper planes are given by

(4)

The margin between the optimal hyper plane and the 
bounding plane is 1/||w||, and so the distance between the 
bounding hyper planes is   2/||w||. Distance of the bounding 
plane w T x -   = 1 from the origin is |-  + 1|/||w|| and the 
distance of the bounding plane w T x -   = -1 from the origin is 
|-  - 1|/||w||. 

The points falling on the bounding planes are called 
support vectors and these points play crucial role in the theory. 
The data points x belonging to two classes A+ and A- are 
classified based on the condition. 

for all 

for all 

(5)

These inequality constraints can be combined to give 

(6)

Where Dii = 1 for A+ and Dii=-1 for A- . The

learning problem is hence to find an optimal hyper plane 

<w, >, w T x -   = 0 which separates A+ from A- by 
maximizing the distance between the bounding hyper planes.  
Then the learning problem is formulated as an optimization 
problem as below
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IV. EXPERIMENT AND RESULTS
The phishing website detection model is generated by 

implementing SVM using SVM light. It is an implementation of 
Vapnik's Support Vector Machine for the problem of pattern 
recognition, for the problem of regression, and for the problem 
of learning a ranking function. The dataset used for learning are 
collected from PHISHTANK [12]. It is an archive consisting of 
collection of phishing websites. The dataset with 150 phishing 
websites and 150 legitimate websites are developed for 
implementation. The features describing the properties of 
websites are extracted and the size of each feature vector is 17. 
The feature vector corresponding to phishing website is 
assigned a class label -1 and +1 is assigned for legitimate 
website.

The experiment and data analysis is also carried out using 
other classification algorithms such as multilayer perceptron, 
decision tree Induction and naïve Bayes in WEKA 
environment for which the same training dataset is employed. 
The Weka Open source, portable, GUI-based workbench is a 
collection of state-of-the-art machine learning algorithms and 
data pre-processing tools. For Weka the class label is assigned 
as ‘L’ that denotes legitimate websites and ‘P’ for phishing 
websites

A. Classification Using SVM light

The dataset is trained with linear, polynomial and RBF 
kernel with different parameter settings for C- regularization 
parameter. In case of polynomial and RBF kernels, the default 
settings for d and gamma are used. The performance of the 
trained models is evaluated using 10-fold cross validation for 
its predictive accuracy. Predictive accuracy is used as a 
performance measure for phishing website prediction.  The 
prediction accuracy is measured as the ratio of number of 
correctly classified instances in the test dataset and the total 
number of test cases. The performances of the linear and non-
linear SVM classifiers are evaluated based on the two criteria, 
the prediction accuracy and the training time.

Regularization parameter C is assigned different 
values in the range of 0.5  to 10 and found that the model 
performs better and reaches a stable state for the value C = 10. 
The performance of the classifiers are summarized in Table IV 
and shown in Fig.2 and Fig.3.

The result of the classification model based on SVM with 
linear kernel is shown Table I

TABLE 1 LINEAR KERNEL

Linear SVM C=0.5 C=1 C=10

Accuracy(%) 91.66 95 92.335

Time(S) 0.02 0.02 0.03

The results of the classification model based on SVM with 
polynomial kernel and with parameters d and C are shown in 
Table II.

TABLE 2. POLYNOMIAL KERNEL

d C=0.5 C=1 C=10

1 2 1 2 1 2

Accuracy
(%) 97.9 98.2 90 90.1 96.3 96.08

Time 0.1 0.3 0.1 0.8 0.9 0.2

The predictive accuracy of the non-linear support vector 
machine with the parameter gamma (g) of RBF kernel and the 
regularization parameter C is shown in Table III.

TABLE 3. RBF KERNEL

g C=0.5 C=1 C=10
1 2 1 2 1 2

Accuracy(
%) 99.2 99.1 98.6 98.3 97.4 97.1

Time 0.1 0.1 0.2 0.2 0.1 0.1

The average and comparative performance of the SVM 
based classification model in terms of predictive accuracy and 
training time is given in Table IV and shown in Fig.2 and Fig.3

TABLE 4. AVERAGE PERFORMANCE OF THREE MODELS

Kernels Accuracy
Time taken to build 

model(s)

Linear 92.99 0.02

Polynomial 94.76 0.4

RBF 98.28 0.13

Figure 7.  Prediction Accuracy
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Figure 8.  Prediction Accuracy

From the above comparative analysis the predictive 
accuracy shown by SVM with RBF kernel is higher than the 
linear and polynomial SVM. The time taken to build the model 
using SVM with polynomial kernel is more, than linear and 
RBF kernel.

B. Classification Using Weka

The classification algorithms, multi Layer perceptron, 
decision tree induction and naïve bayes are implemented and 
trained using WEKA. The Weka, Open Source, Portable, GUI-
based workbench is a collection of state-of-the-art machine 
learning algorithms and data pre processing tools [13] [20]. The 
robustness of the classifiers is evaluated using 10 fold cross 
validation. Predictive accuracy is used as a primary 
performance measure for predicting the phishing website. The 
prediction accuracy is measured as the ratio of number of 
correctly classified instances in the test dataset and the total 
number of test cases. The performances of the trained models 
are evaluated based on the two criteria, the prediction accuracy 
and the training time. The prediction accuracy of the models is 
compared.

The 10-fold cross validation results of the three classifiers 
multilayer perceptron, decision tree induction and naive bayes 
are summarized in Table V and Table VI and the performance 
of the models is illustrated in figures Fig 4 and Fig 5.

TABLE-V  PERFORMANCE COMPARISON OF CLASSIFIERS

Evaluation Criteria
Classifiers

MLP DTI NB

Time taken to 
build model (Secs) 1.24 0.02 0

Correctly 
Classified instances 282 280 281

Incorrectly 
Classified instances 18 20 19

Prediction accuracy (%) 94 93.333 93.667

TABLE-VI COMPARISON OF ESTIMATES

Evaluation Criteria
Classifiers

MLP DT  NB

Kappa statistic 0.88 0.8667 0.8733

Mean Absolute 
Error 0.074 0.1004 0.0827

Root Mean Squared 
error 0.2201 0.2438 0.2157

Relative absolute 
error 14.7978 20.0845 16.5423

Root relative 
square error 44.0296 48.7633 43.1423

Figure 9. Prediction Accuracy

                                              Figure 10. Learning Time

The time taken to build the model and the prediction 
accuracy is high in the case of naïve bayes, when compared to 
other two algorithms. As far as the phishing website prediction 
system is concerned, predictive accuracy plays major role than 
learning time in predicting whether the given website is 
phishing or legitimate. 
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V. PHISHING WEBSITE PREDICTION TOOL
Phishing Website prediction tool is designed and 

classification algorithms are implemented using PHP. It is a 
widely-used general-purpose scripting language that is 
especially suited for Web development and can be embedded 
into HTML. In a HTML source code there are many 
characteristics and features that can distinguish the original 
website from the forged websites. The process of extracting 
those characteristics from a source code is called screen 
scraping. Screen Scraping involves scraping the source code 
of a web page, getting it into a string, and then parsing the 
required parts. Identity extraction and feature extraction are 
performed through screen scraping the source code. Feature 
vectors are generated from the extracted features.

Then feature vectors are trained with SVM to generate a 
predictive model using which the category of new website is 
discovered. Screenshots of the phishing website prediction 
tool  are shown in Figure 2,Figure 3…Figure 7

Figure 2. Phishing website prediction tool

Figure 3. Training file selection 

Figure 4. Identity extraction 

Figure 5. Feature extraction 

Figure 6. Testing
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Figure 7. Prediction result

V. CONCLUSION
This paper demonstrates the modeling of phishing 

website detection problem as classification task and the 
prediction problem is solved using the supervised learning 
approach. The supervised classification techniques such as 
support vector machine, naïve bayes classifier, decision tree 
classifier, and multiplayer perceptron are used for training the 
prediction model. Features are extracted from a set of 300 URL 
and the corresponding HTML source code of phishing and 
legitimate websites. Training dataset has been prepared in order 
to facilitate training and implementation. The performance of 
the models has been evaluated based on two performance 
criteria, predictive accuracy and ease of learning using 10-fold 
cross validation. The outcome of the experiments indicates that 
the support vector machine with RBF kernel predicts the 
phishing websites more accurately while comparing to other 
models. It is hoped that more interesting results will follow on 
further exploration of data.  
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Abstract—This paper present a novel method of human skin 
detection base on hybrid neural network(NN) and genetic 
algorithm(GA) and is compared to NN & PSO and other method 
.The back propagation neural network has been used as classifier 
that its input are image pixels H,S and V features. In order to 
optimization the NN weight, the GA and PSO have been used. 
Dataset that has been used in this paper consists of 200 thousands 
skin and non-skin pixel that has been produced in HSV color-
space. Result efficiency is 98.825% (accurate of correct 
identification) that is comparable to the other former methods. 
The advantage of this method is high rate and accuracy to 
identify skin in 2-dimentional images. Thus can use this method 
in real times. We compare accuracy and rate of the proposed 
method with the other known methods for show Verity of this 
work.  

Keywords- Hybrid NN& GA; Genetic Algorithm; PSO; HSV 
color-space; Back propagation 

 

I.  INTRODUCTION 
Human skin is one of widespread theme in human image 

processing that present  in many applications such as face 
detection[1] and the detection process of images with naked or 
scantily dressed people[2], commercial application, for 
example the driver eye tracker developed by forduk [3].  In 
images and videos, skin color is an indication of the existence 
of humans in such media. Therefore, in the last two decades 
extensive research have focused on skin detection in images. 
Skin detection means detecting image pixels and regions that 
contain skin-tone color. Most the research in this area has 
focused on detecting skin pixels and regions based on their 
color. Very few approaches attempt to also use texture 
information to classify skin pixels. Skin color as a cue to detect 
a face has several advantages: First, skin detection techniques 
can be both simple and accurate and second, the color dos not 
vary significantly with orientation or view angles, under white 
light conditions. 

However, color is not a physical phenomenon. It is a 
perceptual phenomenon that is related to the spectral 

characteristics of electro-magnetic radiation in the visible 
wavelengths striking the retina [4]. One of skin detection step 
is choosing a suitable color space. In other work has been used 
different color-space such as RGB that is used by Rehg and 
Jones [5], HSI, HSV/HSB is used in [6], YUV, YIQ and etc. in 
this work is used HSV color-space. Next step is Choosing a 
classifier and learning .the classifiers are used in different work 
are Bayesian model, Gaussian model [7] and NN model. This 
work propose the hybrid NN and GA as classifier and is 
compared its result with other work, that detect better result 
than they. 

The paper is organized as follows: Section 2 presents skin 
detection algorithm in this work. Section 3 explains the skin 
feature detection. Section 4 introduces the neural network 
(NN). Section 5 introduces the optimization algorithm (GA and 
PSO). Section 6 presents results and discussions.  The final 
section gives conclusions. 

II. SKIN DETECTION ALGORITHM 
The purpose Skin detection algorithms can be classified into 

two groups: pixel-based [8] and context-based [9]. Since 
context-based methods are built on top of pixel-based ones, an 
improvement on a pixel-based methodology supposes a 
general advancement in the resolution of skin detection. Pixel-
based algorithms classify each pixel individually without 
taking the other pixels of the image into consideration. These 
methodologies realize the skin detection either by bounding 
the skin distribution or by using statistical models on a given 
color space. 
In this work is used pixel- based algorithm. Thus algorithm 
step are follows generally:  

1. Collecting a database of 200 thousands skin and non-skin    
pixel  

2. Choosing a suitable color-space (HSV in this work the 
advantages of these color spaces in skin detection is that they 
allow users to intuitively specify the boundary of the skin 
color class in terms of the hue and saturation). And converting 
the pixels into the HSV color- space. 

3. Using neural network as classifier and Learning the 
weighs of neural network. 

4. Optimization neural network weights using GA and PSO 
algorithm. 
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5. testing given image (a. converting the image pixels into 
the HSV color space, b. classifying each pixel using the skin 
classifier to either a skin or non-skin).. 

III. SKIN FEATURES DETECTION 
Before Perceptual color spaces, such as HSI, HSV/HSB, 

and HSL (HLS), have also been popular in skin detection. 
These color spaces separates three components: the hue (H), 
the saturation (S) and the brightness (I, V or L). Essentially, 
HSV-type color spaces are deformations of the RGB color 
cube and they can be mapped from the RGB space via a 
nonlinear transformation as follow [10]: 

 

H arccos   R G R B  

R G R B G B
                                     (1) 

S 1 3 R,G,B
R G B

                                                          (2) 

V R G B                                                             (3) 

 

One of the advantages of these color spaces in skin 
detection is that they allow users to intuitively specify the 
boundary of the skin color class in terms of the hue and 
saturation. As I, V or L give the brightness information, they 
are often dropped to reduce illumination dependency of skin 
color. 

Considering low HSV color-space sensitivity versus white 
light intensity, brightness and surface orientation than light 
source in RGB to HSV converting, the HSV color-space is 
used for acquest skin features, in this paper. Thus HSV color 
space is proper to colored regions such as skin.  First, RGB 
skin and non-skin pixel from dataset convert to the HSV color-
space. After converting for each pixel obtain a three-dimension 
feature vector (H, S, V) as input for neural network. 

IV. NEURAL NETWORK 
Neural networks are non-linear classifiers and have been 

used in many pattern recognition problems like optical 
character recognition and object recognition. There is many 
image based face detection using neural networks [11] the 
most successful system was introduced by Rowley et al [12] as 
using skin color segmentation to test an image and classify 
each DCT based feature vector for the presence of either a 
face or non face. 

 The neural network used in this paper is back propagation 
neural network. Back propagation is a descent gradient search 
algorithm, which tries to minimize the total error square 
between actual output and target output of neural networks. 
This error is used to guide BP’s search in the weight and bias 
space. There have been some successful applications of BP 
algorithms and use in artificial intelligence widely. However, 
there are drawbacks with the BP algorithms due to its descent 
nature. Studies show back propagation training algorithm is 
very sensitive to initializing conditions and often get trapped 
in local minimum of the function. To overcome those 
drawbacks, global search procedures like PSO and GA 

algorithms can be applied into the training process effectively. 
In this paper is applied the GA algorithm in order to 
optimization neural network weight. 

There are two issues that must be addressed in design of a 
BP networks-based skin detector, the choice of the skin 
features (that has been described in previous section) and the 
structure of the neural networks. The structure defines how 
many layers the network will have, the size of each layer, the 
number of inputs of the network and the value of the output for 
skin and non-skin pixels. Then the network is trained using 
samples of skin and non-skin pixels.  Considering to both of 
training time and ability of classifying the structure of the 
neural network is used in this work is adopted as figer.1. 

 

 
Figure 1.  the neural networks structure 

 

It has three layers, tree neuron in the input layer that its 
inputs are H, S and V feature for each skin or non-skin pixel 
from dataset, single neuron in output layer which detect the 
skin or non-skin pixels and tree neuron in hidden layer which 
is obtained by the experimental formula [13]: 

 
α++= mnni                                                           (4) 

 
  Where n and m are the number of input and output neuron 

respectively. α is a constant between 1 and 10. Each neuron 
contains the weighted sum of its inputs filtered by a sigmoid 
(al) (s- shaped) transfer function: 

xe
xf σ+

=
1

1)(
                                                   (5) 

 
The parameter σ plays a very important role in the 

convergence of the neural networks: the larger σ is, the neural 
networks will converge more quickly, but also easy get 
unstable. On the other hand, if σ is too small, the convergence 
of the neural networks will be time consuming though. May get 
good result. 

V. OPTIMIZATION ALGORITHM  

A. Genetic Algorithm 
GAs are search procedures which have shown to perform 

well considering large search spaces. We have used GA due to 
optimization weights and biases of neural network. The GA is 
described as follow: 
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  A chromosome in a computer algorithm is an array of genes. 
In this work each chromosome contains the array of      
21weights and 7bias, that has an associated cost function 
assigned to the relative merit. 
 

[Chromosome= (w1, w2,……w21,b1,b2,….b7) ] 
 

 The algorithm begins with 50 initial population which 
chromosomes are generated randomly .min and max of each 
chromosome is obtained considering  result weights and biases 
from NN, then cost function is evaluated for each 
chromosome. The cost function computes error for each 
chromosome using NN for training data. Error that is the same 
fitness is computed as 6 simple equation: 

 
Fitness =∑ ( mY ≠ mY )                                                     (6) 

 
Where mY  is the target output for input data apply to NN and 

mY is the result output considering weights and biases 
accordance with the current chromosome. The population 
which is able to reproduce best fitness is known as parents. 
Then the GA goes into the production phase where the parents 
are chosen base on the least cost (best fitness is least cost 
because of we want the error be minimum). The selected 
parents reproduce using the genetic algorithm operator called 
crossover. In crossover random points are selected. When the 
new generation is complete, the process of crossover is 
stopped. Mutation has a secondary role in the simple GA 
operation. Mutation is needed because, even though 
reproduction and crossover effectively search and recombine 
extant notions, occasionally they may become overzealous and 
lose some potentially useful genetic material. After mutation 
has taken place, the fitness is evaluated. Then the old 
generation is replaced completely or partially. This process is 
repeated. After the algorithm reaches to minimum error or the 
iteration completed, it stops. The final chromosome is 
optimization weights and biases that are applied to neural 
network. 

 

B. PSO Algorithms  
  In PSO algorithm, any solution that is called a particle is 
equivalent to a bird in the birds swarm motion pattern [14]. 
Any particle has a fitness which is computed by cost function. 
Whatever, any particle in searching area be close to objective-
food (in birds model), it has the higher fitness. Also any 
particle has a velocity that lead to the particle motion. Particles 
follow the optimum particle and continue to the motion in 
problem space in each iteration. 
The PSO Launches as: a Group of particles are generated 
accidentally (is considered 50 in this work), and by updating 
the generations, try to reach an optimum solution. In any step 
each particle using 2 best values are updated. The first case is 
the best condition that a particle has reached .The said 
position, is called “pbest” and is saved. Another best value that 

is used by algorithm is the best situation that has been 
acquired by the population so far. It is presented by “gbest”. 
 
V [] = v [] + c1 * rand () * (pbest [] - position []) + c2 * rand () 
* (gbest [] - position [])                                           (7) 

 
Position [] =position [] +v []                                           (8) 

 
Where v [] is the particle velocity and position [] is the current 
particle position. They are arrays that their length is equal to 
problem dimensions. Rand () is a random number between 0 
and 1. c1 and c2 are learning factors.  In this article c1=c2=0.5. 
 The first step of applying PSO to training a neural network is 
to encode the solutions. In this article, any solution contains 28 
parameters representing 21 weights and 7 biases for the neural 
networks: 

[Chromosome= (w1,w2,……w21,b1,b2,….b7)] 
 

The population value is considered 50 too. For each solution, 
the training set enter to the neural network and calculate the 
total system errors as 6 equation( cost function).and  the 
algorithm performs as  is described above. Final the best 
solution as optimum weights and biases enter to the neural 
network and is computed the correct rate for test data. 

 

VI. RESULTS AND DISCUSSION 
 Proposed method is performed using MATLAB 

simulator. 200 thousand skin and non-skin pixels from 530 
RGB image which have been collected from real and reliable 
training dataset [15] for learning the algorithm. The elements 
such as age, race, background, gender, light and brightness 
condition is considered in selecting image. For using trained 
network, in order to identify the skin pixel, first each RGB 
pixel convert to the HSV color space and Then H, S and V 
features apply to the trained network as the input. Afterwards, 
according to the output, the network classifies the pixel as skin 
or non-skin. The skin regions specify with white color and the 
non-skin regions with the black color. The criterion which we 
consider in this work is the correct rate. It is compute as 
follow: 

 
Correct rate= ((length (target test) – error)/ length (target 

test))*100 
 

   the result of neural network performance at each time is 
different due to randomly initial weight .Thus we perform the 
NN three time, and its results associated whit GA and PSO are 
given in figure 2, 3 Figure 2 is obtained with 59.175%, 59.23 
and 83.982% correct rate for NN, NN&PSO and NN &GA 
respectively and figure 3 with 70.6075%, 69.93% and 84.5%. 
the result show the NN& GA has the best result because of the 
GA spot the initial population base on min and max of the 
result of NN weight. But the PSO choose random the initial 
population completely. However, by the more performance, 
the better result with higher correct rate is obtained. We reach 
to 98.825% correct rate using this hybrid algorithm.      
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To compare the proposed method with other techniques, 
Gaussian and Bayesian methods have modeled, and result of 
binary images, were presented in fig. 4 associated with result 
of proposed method. The fist column is original image, second 
column Gaussian method, third column Bayesian method, 
fourth column NN method and fifth column presents the 
proposed method (NN&GA). As it can be seen from the 

figure, the Gaussian and Bayesian  methods ,has specified  
some points of  background image as the skin wrongly and 
also NN method  considered some cloths them  as skin  while  
the proposed method correctly presented skin regions. The  

 

  

 

Figure 2.  the result of simulation for NN, NN&GA and NN & PSO with 59.175%, 83.982% and 59.23%% correct rate respectively. 

 

Figure 3.  the result of simulation for NN, NN&GA and NN & PSO with 70.6075%, 84.5% and 69.93% correct rate respectively. 
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Figure 4.  comparison of the proposed method against Gaussian, Bayesian and neural network with 98.825% correct rate. 

 
VII. CONCLUSIONS 

Skin detection, is an important preprocess in any analytical 
image regions. Accuracy is vital in post-processing. In this 
article, NN & GA hybrid method has presented for human skin 
detection. The experiment presented constant accuracy more 
than 98/825% on the human skin. HSV color space has been 
selected in this article, because it has lower sensitivity versus 
environmental condition and lightness. The various skin 
detection algorithms that have been presented so far, that they 
have advantages and disadvantages. One of the most important 
factors is time order of these techniques. As an example parzen 
method, is not analogous with methods like Gaussian and 
Bayesian. Despite having the very down time order, the 
proposed method, present reliable results compare to previous 
methods. 
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Abstract- Hand geometry has long been widely used for 
biometric verification and identification because of its user 
acceptance, its good verification, and its identification 
performance.  In this paper, a biometric system is presented 
for controlled access using hand geometry. It presents a new 
approach based on multiple-class association rules (CMAR) 
for classification. The system automatically extracts a minimal 
set of features which uniquely identify each single hand. 
CMAR is used to build the identification system’s classifier. 
During identification, the hands that have features closer to a 
query hand are found and presented to the user. Experimental 
results using a database consists of 400 hand images from 40 
individuals are encouraging. The proposed system is robust, 
and a good identification result has been achieved. 
 
Keywords:  Biometric systems; Hand Geometry; CMAR; 
Classification. 
 

i. INTRODUCTION 
 
     A biometric system is able to identify an individual 
based on his / her physiological traits such as fingerprint, 
iris, hand and face. It also can identify an individual based 
on behavioral traits such as gait, voice and handwriting [1]. 
     Biometric techniques differ according to security level, 
user acceptance, cost, performance, etc. One of the 
physiological characteristics for individual’s recognition is 
hand geometry.  

Each biometric technique has its own advantages and 
disadvantages. While some of them provide more security, 
i.e. lower False Acceptance Rate (FAR) and False Rejection 
Rate (FRR), other techniques are cheaper or better accepted 
by the final users [2].  

Hand geometry identification is based on the fact that the 
hand for any individual is unique. In any individual’s hand, 
the length, width, thickness, and curvatures for each finger 
as well as the relative location of these features distinguish 
human being from each other [3]. As often noted in the 
literature, hand shape biometrics is interesting to study due 
to the following reasons [4]: 

 
1) Hand shape can be captured in a relatively user 

convenient, non-intrusive manner by using 
inexpensive sensors. 

2) Extracting the hand shape information requires only 
low resolution images and the user templates can be 
efficiently stored (nine-byte templates are used by 
some commercial hand recognition systems). 
 

 
 
 
 
 
 
 
 
 
 

3) This biometric modality is more acceptable to the 
public mainly because it lacks criminal connotation.   

4) Additional biometric features such as palm prints and 
finger-prints can be easily integrated to an existing 
hand shape-based biometric system. 
 

    Environmental factors such as dry weather or individual 
anomalies such as dry skin do not appear to have any 
negative effects on the verification accuracy of hand 
geometry-based systems. The performance of these systems 
might be influenced if people wear big rings, have swollen 
fingers or no fingers. Although hand analysis is most 
acceptable, it was found that in some countries people do 
not like to place their palm where other people do. 
Sophisticated bone structure models of the authorized users 
may deceive the hand systems. Paralyzed people or people 
with Parkinson's disease will not be able to use this 
biometric method [3]. 
     In the literature, there are some techniques using 
different features used for hand geometry’s identification [1] 
[3] [5] [6] [7] [8]. 
     In [1], they presented an approach to automatically 
recognize hand geometry pattern  The input hand images 
were resized and converted to a vector before they are 
applied to the input of the General regression neural 
networks (GRNN) for hand geometry identification The 
system does not require any feature extraction stage before 
the identification.  

In [3], they transformed the hand images to binary 
images, removed the image’s noise, and extracted the hand 
boundary. The extracted features are the widths of the 
fingers and they are measured in three different heights (i.e. 
measured at three different locations) except the thump is 
measured in two heights, the lengths of all fingers, and two 
measurements of the palm size. The result is a vector of 21 
elements is used to identify persons. Euclidian distance, 
Hamming distance, and Gaussian mixture model are used 
for classification.  

In [5], they binarized the hand image and extracted two 
completely different sets of features from the images. The 
first set is geometric measurements consist of 10 direct 
features; they are the length of the fingers, three hand ratio 
measurements, area, and perimeter. The second set is the 
hand contour information. In order to reduce the length of 
the template vector, they used the Principal Component 
Analysis (PCA), wavelet transform, and cosine transform. 
The classification techniques used are multilayer perceptron 
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neural network (NNMLP) and nearby neighbor classifier 
(KNN).  

In [6], they used the palm print and hand geometry 
features for identification. The extracted features are the 
hand's length, width, thickness, geometrical composition, 
shape and the geometry of fingers, and shapes of the palm 
etc. The extracted palm print features are composed of 
principle lines, wrinkles, minutiae, delta points, etc. These 
features are grouped into four different feature vectors. A K-
NN classifier based on majority vote rule and distance 
weighted rule is employed to establish four classifiers. 
Dempster-shafer evidence theory is then used to combine 
these classifiers in case of identification.  

In [7], they proposed a hierarchical identification method 
based on improved hand geometry and regional content 
features for low resolution hand images without region of 
interest’s (ROI) cropping. At coarse levels, angle 
information is added as a complement to line-based hand 
geometry. At fine levels, relying on the assumption that 
gradient value of each pixel presents the gray-level 
changing rate. They developed a simple sequence labeling 
segmentation method, and chose conditional regions that are 
relatively steady in segmentation through region area 
constraint. Because distinctive lines and dense textures 
always have lower gray-levels than their surrounding areas, 
regions with lower average gray-levels are selected from 
conditional regions. Regional centroid coordinates are 
extracted as feature vectors. Finally, regional spatiality 
relationship matrix is built up to measure distances between 
feature vectors with various dimensions.  

In [8], the palm prints and hand geometry images are 
extracted from a hand image in a single shot at the same 
time. To extract the hand geometry features, each image is 
binarized and aligned to preferred direction. The geometry 
features are the length, the width of fingers, the palm width, 
the palm length, the hand area, and the hand length. The 
 ROI method is issued to extract the palm print images. The 
extracted palm print images are normalized to have 
prespecified mean and variance. Then significant line 
features are extracted from each of the normalized palm 
print images. Matching score level fused with max rule are 
used for classification. 
    The aim of our work is to develop a simple and effective 
recognition system for identifying individuals using their 
hands’ features. The proposed identification process relies 
on extracting a minimal set of features which uniquely 
identify each single hand. The CMAR technique is used to 
build the classifier of our identification system. The block 
diagram of the proposed identification system is shown in 
Fig.1. 

 

Figure 1. Block diagram of a Biometric Recognition System. 
 

     In our proposed system and during the enrollment, a set 
of samples are taken from the users, and some features are 
extracted from each sample. During the training step, the 
extracted features that represent the training data set are 
used   in the generation of Class Association Rules (CARs) 
which will be pruned depending on specific criteria yielding 
our classifier. After the training step is completed, the 
classifier is stored in an efficient data structure. Given a user 
who wants to gain access, a new sample is taken from this 
user and the sample’s features are extracted. The extracted 
feature vector is then used as an input to the previously 
stored classifier. Then, the obtained output is analyzed and 
the system decides if the sample belongs to a user 
previously enrolled in the system or not. Our identification 
procedure is described in the following sections. Our paper 
is organized as follows, Section two presents preliminaries 
about the proposed technique, Section three presents feature 
extraction, Section four presents how Multiple- Class 
Association Rules are used in hand geometry classification, 
Section five presents experimental result, and finally 
Section six concludes the paper. 
 

ii. PRELIMINARIES 
 

A. Hand geometry and Image Acquisition 
     Hand geometry has long been used for biometric 
verification and identification because of its acquisition 
convenience and good verification and identification 
performance. From anatomical point of view, human hand 
can be characterized by its length, width, thickness, 
geometrical composition, shapes of the palm, and shape and 
geometry of the fingers. Earlier efforts in human recognition 
used combinations of these features with varying degrees of 
success. The hand images can be taken in two ways in 
which hand position is either controlled with pegs or not. 
Traditionally, pegs are almost always used to fix the 
placement of the hand, and the length, width and thickness 
of the hand are then taken as features [9]. 
    Pegs will almost definitely deform the shape of the hand. 
Even though the pegs are fixed, the fingers may be placed 
differently at different instants, and this causes variability in 
the hand placement. These problems will degrade the 
performance of hand geometry verification because they 
adversely affect the features [9]. 
   Without the needs for pegs, the system has simple 
acquisition interface. Users can place their hands in arbitrary 
fashion and can have various extending angles between the 
five fingers. The Main points are then extracted from the 
segmented image and used to compute the required features. 
    In our system, we used a database consisting of 10 
different acquisitions of 40 people. They have been taken 
from the users’ right hand. Most of the users are within a 
selective age range from 23 to 30 years old. The percent of 
males and females are not equal. The images have been 
acquired with a typical desk-scanner using eight bits per 
pixel (256 gray levels), a resolution of 150 dpi. (Available 
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in: <http://www.gpds. ulpgc.es/download>) [1][10].Some 
images are shown in Fig. 2. 

Figure 2. Templates captured by a desk scanner. 
 

B. Classification Based on Multiple-Class Association 
Rules (CMAR) 

 
     Given a set of cases  with class labels as a training set, a 
classifier is built to predict future data objects for which the 
class label is  unknown [11]. In other words, the purpose of 
the classification step is to identify a new data in virtue of 
current knowledge as more as possible [12]. 
     In our work we use a special type of classification called 
associative classification. Associative classification, one of 
the most important tasks in data mining and knowledge 
discovery, builds a classification system based on 
associative classification rules [13]. 
     Associative classification techniques employ association 
rule discovery methods to find the rules [14]. This approach 
was introduced in 1997 by Ali, Manganaris, and srikant. It 
produced rules for describing relationships between attribute 
values and the class’ attribute. This approach was not for 
prediction, which was the ultimate goal for classification in 
1998, associative classification has been employed to build 
classifiers [14]. 
    CBA, classification based on associations (Liu, Hsu, & 
Ma, 1998), is an algorithm for building complete 
classification models using association rules. In CBA, all 
class association rules are extracted from the available 
training dataset (i.e., all the association rules containing the 
class attribute in their consequent). The most suitable rules 
are selected to build an ‘‘associative classification model”, 
which is completed with a default class [13]. 
    Extensive performance studies show that association 
based classification may have better accuracy in general. 
However, this approach may also suffer some weakness 
because of some reasons. First, it is not easy to identify the 
most effective rule at classifying a new case so many 
methods select a single rule with a maximal user-defined 
measure, such as confidence. Such a selection may not 
always be the right choice in many cases. Second, a 
training data set often generates a huge set of rules. It is 
challenging to store, retrieve, prune, and sort a large 
number of rules efficiently for classification [11]. 
    CMAR, Classification based on Multiple Association 
Rules, developed basically to overcome the previous 
problems related to association based classification. In 
CMAR, instead of relying on a single rule to classify data, 

CMAR considers sets of related rules, taking into account 
that the most confident rule might not always be the best 
choice for classifying data. Given a data object, CMAR 
retrieves all the rules matching that object and assigns a 
class label to it according to a weighted χ2 measure, which 
indicates the ‘‘combined effect” of the rules. Also, CMAR 
adopts a variant of the FP-growth algorithm to obtain and 
efficiently store rules for classification in a tree structure 
[13]. 
     CMAR consists of two phases: rule generation and 
classification. In the first phase, rule generation, CMAR 
computes the complete set of rules in the form of R: P � C, 
where P is a pattern in the training data set and C is a class 
label such that Sup(R) and Conf(R) pass the given support 
and confidence thresholds, respectively. Furthermore, 
CMAR prunes some rules and only selects a subset of high 
quality rules for classification [11]. 
    In the second phase, classification, for a given data object 
obj, CMAR extracts a subset of rules matching the object 
and predicts the class label of the object by analyzing this 
subset of rules [11]. 
 

iii.  FEATURE EXTRACTION 
 

A. Image Preprocessing 
     After the image is captured, it is preprocessed to obtain 
only the area information of the hand. The first step in 
preprocessing is to transform the hand image to binary 
image. Since there is clear distinction in intensity between 
the hand and the background, the image can be easily 
converted to a binary image by thresholding. The result of 
the binarization step for the image in Fig. 3a is shown in 
Fig. 3b. After the completion of binarization process the 
bianarized image is rotated counterclockwise by 270 
degrees. The rotated image is shown in Fig. 3c. 

          
     (a)                         (b)                   (c) 

Figure 3. Image binarization and rotation (a) Original Image (b) The binary 
image (c) The rotated binary image 

 
     The next step in the preprocessing is obtaining the 
boundary of the binary hand image. Fig. 4 shows the result 
of extracting the hand’s boundary for the binary image in 
Fig. 3c. 
 
 
 
 
 

Figure 4. The boundary captured for the binary hand image in Fig. 3c  
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B. Extracting the Features 
     We implement an algorithm for feature extraction. The 
algorithm is based on counting pixel distances in specific 
areas of the hand. The first step in extracting features is to 
measure the main points (finger tips and valleys between 
fingers), there are shown in Fig. 5. 
 
 
 
 
 
 
 
 
 

Figure 5. Capturing the main points 
 
From these main extracted points, we locate all other 

points required to calculate our features vector. The 
algorithm looks for white pixels between two located points 
and computes a distance using geometrical principles. The 
calculated features vector consists of 16 different values, as 
follows: 

• Widths: each of the fingers is measured in 2 
different heights. Thump finger is measured in one 
height. 

• Lengths: the lengths of all fingers and thumb are 
obtained.   

• Palm: one measurements of palm size. 
• Distance from the middle finger's tip to the middle 

of the palm. 
 

      The extracted features for the located main points in Fig. 
5 are shown in Fig 6. Then each length is divided by a 
width, in other words the length of each finger is divided by 
the different widths of that finger and the distance from the 
middle finger's tip to the middle of the palm is divided by 
the palm width, to handle the aspect ratio problem. The 
result is a vector of only 12 elements. 
 
 
 
 
 
 
 
 
 

Figure 6. The extracted features for the located main points in Fig. 5. 
 

iv. CMAR IN HAND GEOMETRY 
CLASSIFICATION 

     We now will make an overview of how CMAR 
algorithm works. For more detail CMAR algorithm 
discussed at [11] and [15]. 
       CMAR is a Classification Association Rule Mining 
(CARM) algorithm developed by Wenmin Li, Jiawei Han 

and Jian Pei (Li et al. 2001). CMAR operates using a two 
stage approach to generate a classifier [15]: 

1. Generating the complete set of CARs according to 
a user supplied:  
a. Support threshold to determine frequent item 

sets, and  
b. Confidence threshold to confirm CRs.  

2. Prune this set to produce a classifier.  
 

CMAR algorithm uses FP-growth method to generate a 
set of CARs which are then stored in an efficient data 
structure called CR-tree. CARs are inserted in the CR-tree 
[15] if:  

 
1. CAR has Chi-Squared value above a user specified 

critical threshold. 
2. The CR tree does not contain a rule that have a 

higher rank. 
  

     Given two CARs, R1 and R2, R1 is said having higher 
rank than R2 [11] if: 
 

1- If confidence(R1)  > confidence(R2).  
2- If confidence(R1)  == confidence(R2) && 

support(R1) > support(R2). 
3- If confidence( R1) == confidence(R2) && 

support(R1) == support(R2) but R1 has fewer 
attribute values in its left hand side than R2 does. 
 

After the production of the CR-tree the set of CARS are 
pruned based on the cover principle meaning that each 
record is covered by N CAR. We used LUCS-KDD 
implementation of CMAR in which the threshold for Chi-
Squared test is 3.8415 and N = 3. 

To test the resulting classifier given a record r in the 
test set collect all rules that satisfy r, and  
1. If consequents of all rules are all identical classify record 
according to the consequents 
2. Else group rules according to classifier and determine the 
combined effect of the rules in each group. The classifier 
associated with the "strongest group" is then selected.  

 
The strength of a group is calculated using a Weighted 

Chi Squared (WCS) measure [11]. 
 

v. EXPERIMENTAL RESULTS 
     The aim of our work is to develop a simple and 
effective recognition system to identify individuals using 
their hand’s geometry. We proposed a new technique using 
the CMAR to build the classifier to classify individuals 
using their hand features. 
     Our database contains a set of different hand images. 
This database has been built off-line using a desk scanner 
[10]. It contains 400 samples taken from 40 different users.  
     The database is then pre-processed in order to prepare 
the images for the feature extraction phase. This process is 
composed by three main stages: binarization, contour and 
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main points extraction (finger tips and valleys between 
fingers), and then we extracted a minimal set of features, 12 
values uniquely identify each person’s hand. These 
extracted features are later used in the recognition process. 
These features included the length of fingers, the width of 
fingers, and the width of the palm. These features are 
archived along with the hand images in the database. 

  We utilized LUCS-KDD implementation of CMAR to 
build the classifier which consists of CARs stored in an 
efficient data structure referred to as CR-tree. 
     Given a query hand, our system applies the 
preprocessing stage to this input query hand. Then, the 
feature vector for this query hand is extracted. This 
extracted feature vector is presented as an input to the 
CMAR classifier which collects all rules that satisfy the 
feature vector, and if consequents of all rules are all 
identical then the feature vector is classified according to the 
consequents else rules are grouped according to the class 
(consequent of the rule) and the combined effect of the rules 
in each group is determined, the class associated with the 
"strongest group" is then selected. 
      Original LUCS-KDD implementation of CMAR takes 
all dataset as input (training data and test date) and uses a 
50:50 training/test set split. We modified LUCS-KDD 
implementation of CMAR to take 8 samples for training and 
2 samples for test. The support threshold and confidence 
threshold are 1 and 50 respectively. 
      Our system performance is measured using 
identification rate, and the results are shown at Table1. 
 
TABLE I.  Identification rate values for some experiments using different 
number of persons. 

 
      We compared our identification results with the 
identification results in [1]. In [1], during the enrollment 
stage, seven images for each person were used for training 
and three images different from training images were used 
for testing. For the intruders, two images for each person 
were used for validation. For hand geometry identification, 
the application is carried out for 20 authorized users and 
considerable identification rate is obtained. Their proposed 
model achieved 93.3% in testing (test stage is realized for 
authorized users). Comparing to our identification results, 
our identification results is considered better Also, our 
dataset is larger than their dataset, i.e. the number of 
enrolled subject. 
  

vi. CONCLUSION 
In this paper, we presented a biometric system using hand 
geometry. A new approach using CMAR is presented to 

build the identification system’s classifier. Our system 
automatically extracts a minimal set of features which 
uniquely identify each single person’s hand. During 
archiving, the features are extracted and stored at the 
database along with the images. During identification, the 
hands that have features closer to a query hand are found 
and presented to the user. Experimental results on a 
database consists of 400 hand images from 40 individuals 
are encouraging. We have shown experimental results for 
images of different qualities. We use the identification rate 
to measure the system performance. The experimental 
results prove that the proposed system is robust, and a good 
identification result has been achieved. We compared the 
performance of our proposed identification system with the 
system introduced in [1], our proposed system outperforms 
that identification systems in terms of identification rate. 
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Abstract--- The past decade is described by an unexpected 

development of the Web both in the quantity of Web sites and 

in the quantity of the accessing users. This enlargement 

generated huge quantities of data related to the user interaction 

with the Web sites, recorded in Web log files. In addition, the 

Web sites holders uttered the requirement to recognize their 

visitors in an effective way so as to provide them web sites 

with satisfaction. The Web Usage Mining (WUM) is 

developed in recent years in order to discover knowledge from 

databases. WUM consists of three phases: the preprocessing of 

raw data, the discovery of schemas and the analysis of results. 

A WUM technique gathers usage behavior from the Web 

usage data.  Large amount of web usage data makes difficulty 

in analyzing those data. When applied to large quantity of 

data, the existing techniques of data mining, usually, results in 

unsatisfactory outcome by means of behaviors of the Web 

sites' users. This paper focuses on analyzing the various web 

usage mining techniques. This analysis will help the 

researchers to develop a better technique for web usage 

mining. 

Keywords--- Web Usage Mining, World Wide Web, Pattern 

Discovery, Data Cleaning 

1. INTRODUCTION 

Web Usage Mining is a component of Web Mining, which of 

course is a part of Data Mining technique. Since Data Mining 

includes the idea of mining significant and precious data from 

huge quantity of data, Web Usage mining includes extraction 

of the access patterns of the users in the web site. This 

gathered data can then be utilized in a various ways like 

improvement of the application, checking of fraudulent 

elements etc. 

Web Usage Mining [16, 17] is usually referred as an element 

of the Business Intelligence in a business instead of technical 

characteristic. It is utilized for predicting business plans by 

means of the well-organized usage of Web Applications. It is 

also essential for the Customer Relationship Management 

(CRM) as it can guarantee customer fulfillment till the 

interaction among the customer and the organization is 

disturbed. 

The main difficulty with Web Mining in general and Web 

Usage Mining in particular is the kind of data involved in 

processing. With the increase of Internet usage in this present 

world, the Web sites increased largely and a bundle of 

transactions and usages are happening by the seconds. Away 

from the quantity of the data, the data is not entirely ordered. 

It is organized in semi-structured manner so that it requires 

more preprocessing and parsing before the gathering of the 

necessary data from the entire data. 

Web Data 

In Web Usage Mining [18], data can be gathered from server 

logs, browser logs, proxy logs, or obtained from an 

organization's database. These data collections vary by means 

of the place of the data source, the types of data available, the 

regional culture from where the data was gathered, and 

techniques of implementation. 

There are various kinds of data that can be utilized in Web 

Mining. 

i. Content 

ii. Structure 

iii. Usage 

Data Sources 

The data sources utilized in Web Usage Mining may include 

web data repositories such as: 

 Web Server Logs – These are logs which contain the pattern 

of page requests. The World Wide Web Consortium preserves 

a regular arrangement for web server log files, but other 

informal designs are also subsist. Latest entries are 

characteristically affixed to the ending of the file. 

Information regarding the request which includes client IP 

address, request date/time, page requested, HTTP code, bytes 

served, user agent, and referrer are normally included. This 

information can be gathered into a single file, or split into 

separate logs like access log, error log, or referrer log. On the 
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other hand, server logs usually do not gather user-specific 

data. These files are typically not available to regular Internet 

users. It can be accessible only by webmaster or other 

administrative individuals. A numerical examination of the 

server log may be utilized to gather traffic behavior by time of 

day, day of week, referrer, or user agent.  

Proxy Server Logs - A Web proxy is a caching method which 

happens among client browsers and Web servers. It assists to 

decrease the load time of Web pages and also the network 

traffic at both the ends (server and client). A proxy server log 

includes the HTTP requests which are performed by various 

clients. This may serve as a data source to discover the usage 

pattern of a group of unspecified users, sharing same proxy 

server.  

Browser Logs – Different browsers such as Mozilla, Internet 

Explorer etc. can be altered or different JavaScript and Java 

applets can be utilized to gather client side information. This 

execution of client-side data gathering needs user assistance, 

either in executing the working of JavaScript and Java applets, 

or to willingly utilize the altered browser. Client-side 

gathering scores over server-side gatherings as it decreases 

both the bot and session detection difficulties. 

Web log mining usually involves the following phases: 

• Preprocessing 

• Pattern Discovery 

• Pattern Analysis 

This paper focuses on analysis about the various existing 

techniques with the phases described above. 

2. Related Works 

Web usage mining and statistical examinations are two 

methods to estimate practice of Web site. With the help of 

Web usage mining techniques, graph mining envelops 

complex Web browsing patterns like parallel browsing. With 

the help of statistical examination techniques, examining page 

browsing time suggests valuable data about Web site, usage 

and its users. Heydari et al.[1], suggested a graph-based Web 

usage mining technique which merges Web usage mining and 

statistical examination taking into account of client side data. 

Conversely, it merges graph based Web usage mining and 

browsing time examination by considering client side data. It 

assists the web site owners to predict the user session 

accurately and enhance the website. It is determined to predict 

the Web usage patterns with more accuracy. 

Web usage mining is a technique of data mining in order to 

mine the information of the Web server log file. It can 

determine the browsing behaviors of user and some type of 

correlations among the web pages. Web usage mining offers 

the assistance for the Web site design, suggesting 

personalization server and other business making decision, etc. 

Web mining utilizes the data mining called the artificial 

intelligence and the chart expertise and so on to the Web data 

and outlines the users visiting characteristics, and then obtains 

the users browsing patterns. Han et al., [2] performed a study 

on Web Mining Algorithm based on Usage Mining and  it also 

constructs the design attitude of the electronic business 

website application technique. This technique is 

uncomplicated, efficient and effortless to understand and  

appropriate to the Web usage mining requirement of building 

a low budget website. 

Web usage mining takes advantage of data mining methods to 

extract valuable data from usage behavior of World Wide Web 

(WWW) users. The required characteristics is captured by 

Web servers and stored in Web usage data logs. The initial 

stage of Web usage mining is the pre processing stage. In the 

preprocessing stage, initially, irrelevant data is cleared from 

the logs. This preprocessing stage is an important process in 

Web usage mining. The outcome of data preprocessing is 

appropriate to the further processing like transaction 

identification, path examination, association rule mining, 

sequential pattern mining, etc. Inbarani et al., [3] proposed 

rough set based feature selection for Web log Mining. Feature 

extraction is a preprocessing phase in web usage mining, and 

it is highly efficient in decreasing the high dimensions to low 

dimensions by means of removing the irrelevant data, 

escalating the learning accuracy and enhancing 

comprehensiveness.  

Web usage mining has grown to be fashionable in different 

business fields associated with Web site improvement. In Web 

usage mining, frequently interested navigational behavior are 

gathered by means of Web page addresses from the Web 

server visit logs, and the patterns are used in various 

applications including recommendation. The semantic data of 

the Web page text is usually not integrated in Web usage 

mining. Salin et al., [4] proposed a structure for semantic 

information for web usage mining based recommendation.  

The repeated browsing paths are gathered by means of 

ontology instances as a substitute of Web page addresses and 

the outcome is utilized for creating Web page suggestions to 

the user. Additionally, an evaluation mechanism is 

implemented in order to test the accomplishment of the 

prediction. Experimental outcome suggests that highly precise 

79 http://sites.google.com/site/ijcsis/ 
ISSN 1947-5500 



                                                                                      (IJCSIS) International Journal of Computer Science and Information Security,  

Vol. 9, No. 10, October 2011 

 

prediction can be resulted by considering semantic data in the 

Web usage mining. 

In Web Usage Mining, web session clustering involves a 

major role to categorize web users in accordance with the user 

browsing behavior and similarity measure. Web session 

clustering in accordance with swarm assists in various 

manners to handle the web resources efficiently link web 

personalization, layout alteration, website alteration and web 

server performance. Hussain et al., [5] proposed a hierarchical 

cluster based preprocessing methodology for Web Usage 

Mining. This structural design will envelop the data 

preprocessing phase to organize the web log data and translate 

the uncompromising web log data into mathematical 

information. A session vector is generated, in order that 

suitable resemblance and swarm optimization could be utilized 

to group the web log information. The hierarchical cluster 

based technique will improve the conventional web session 

methods for more structured data about the user sessions.  

 Mining the information of the Web server log files, determine 

the session behavior of user and several types of correlations 

among the Web pages. Web usage mining offers the assistance 

for the Web site creation, given that personalization server and 

additional business building judgment. There are various 

session regarding navigations are stored in Web server log 

files, page attribute of which is Boolean quantity. Fang et al., 

[6] suggested a double algorithm of Web Usage Mining based 

on sequence number for the purpose of improving the 

effectiveness of existing  technique and decrease the executing 

time of database scan. This is highly suitable for gathering 

user browsing behaviors. This technique modifies the session 

pattern of user into binary, and then utilizes up and down 

search approach to double generate candidate frequent 

itemsets. This technique calculates support by sequence 

number dimension with the purpose of scanning session 

pattern of user, which varies from existing double search 

mining technique. The evaluation represents that the proposed 

system is faster and more accurate than existing algorithms. 

Huge quantity of information are collected repeatedly by Web 

servers and stored in access log files. Examination of server 

access log can afford considerable and helpful data. Web 

Usage Mining is the technique of utilizing data mining process 

to the identification of usage patterns from Web data. It 

analyses the secondary data obtained from the behavior of the 

users during some phase of Web sessions. Web usage mining 

composes of three stages such as preprocessing, pattern 

discovery, and pattern examination. Etminani et al., [7] 

proposed a web usage mining technique for discovery of the 

users' navigational patterns using Kohonen’s Self Organizing 

Map (SOM). Author suggests the usage of SOM to pre-

processed Web logs using the web log collected from 

http://www.um.ac.ir/ and gathers the frequent patterns.  

The web usage mining [19] makes use of data mining 

approaches to find out interesting usage patterns from the 

available web data. Web personalization utilizes web usage 

mining approaches for the development of customization. 

Customization concerns about knowledge acquisition through 

the analysis of user's navigational activities. A user when goes 

online more likely to obtain the links which is appropriate for 

his necessities or usage in the website he browses. The 

subsequent business requirement in the online industry will be 

personalizing/customizing the web page satisfying for each 

individuals need. The personalization of the web page will 

engage clustering of several web pages having general usage 

pattern. As the size of the cluster goes on mounting because of 

the increase in users or development of interest of users it will 

become inevitable requirement for optimizing the clusters. 

Alphy Anna et al., [8] develops a cluster optimizing 

methodology in accordance with ants nestmate recognition 

capability and is used for removing the data redundancies that 

possibly will take place after the clustering done by the web 

usage mining techniques. For purpose of clustering an ART1-

neural network based technique is used. “AntNestmate 

approach for cluster optimization” is presented to personalize 

web page clusters of target users.  

Internet has turn out to be an essential tool for everyone, Web 

usage mining  [20] in the same way becomes a hotspot, which 

uses huge amounts of data in the Web server log and further 

significant data sets for mining analysis and achieves valuable 

knowledge model about usage of important Web site. Several 

researches have to be done with the positive association rules 

in Web usage mining, however negative association rules is 

more significant, as a result Yang Bin et al., [9] have applied 

negative association rules to Web usage mining. Experimental 

results have revealed that the negative association rules have a 

significant role on access pattern to Web visitors to resolve the 

troubles in which positive association rules are referred to. 

Web usage mining (WUM) is a kind of Web mining, which 

utilizes data mining techniques to obtain helpful information 

from navigation pattern of Web users. The data must be 

preprocessed to enhance the effectiveness and simplify the 

mining process. Therefore it is significant to define before 

applying data mining techniques to determine user access 

patterns from Web log. The major use of data preprocessing is 

to prune noisy and unrelated data, and to lessen data volume 

for the pattern discovery stage. Aye et al., [10] chiefly 

concentrates on data preprocessing stage of the initial phase of 
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Web usage mining with activities like field extraction and data 

cleaning techniques. Field extraction techniques carry out the 

process of separating fields from the single line of the log file. 

Data cleaning technique removes inconsistent or unwanted 

items in the analyzed data. 

The Internet is one of the rapidly growing fields of 

intelligence collection. When the users browse the website, the 

users leave a lot of records of their actions. This enormous 

amount of data can be a valuable source of knowledge. 

Sophisticated mining processes are required for this 

knowledge to extract, recognize and to utilize effectively. Web 

Usage Mining (WUM) systems are purposely designed to 

perform this task by examining the data representing usage 

data about a specific Web site. WUM can represent user 

behavior and, consequently, to predict their future navigation. 

Online prediction is the one of the major Web Usage Mining 

applications. On the other hand, the accuracy of the prediction 

and classification in the existing structural design of predicting 

users' future needs cannot still satisfy users particularly in 

large Web sites. In order to offer online prediction effectively, 

Jalali et al., [11] advance structural design for online 

prediction in Web Usage Mining system and developed an 

innovative method based on LCS algorithm for classifying 

user navigation patterns for predicting users' future needs. 

Web Usage Mining is one of the significant approaches for 

web recommendations, but the majority of its examinations 

are restricted in using web server log, and its applications are 

limited in serving a specific web site. In this approach, Yu 

Zhang et al., [12] recommended a novel WWW-oriented web 

recommendation system based on mining the enterprise proxy 

log. The author initially evaluates the difference among the 

web server log and the enterprise proxy log, and then an 

incremental data cleaning approach is developed according to 

these differences. In data mining phase, this technique 

presented a clustering algorithm with hierarchical URL 

similarity. Experimental observation reveals that this system 

can implement the technology of Web Usage Mining 

effectively in this new field. 

Data mining concentrates on the techniques of non-trivial 

extraction of inherent, previously unidentified, and potentially 

helpful information from extremely huge amount of data. Web 

mining is merely an application of data mining techniques to 

Web data. Web Usage Mining (WUM) is a significant class in 

Web mining. Web usage mining is an essential and rapid 

developing field of Web mining where numerous researches 

have been done previously. Jianxi Zhang et al., [13] enhanced 

the fuzzy clustering approach to discover groups which share 

common interests and behaviors by examining the data 

collected in Web servers. 

Web usage mining is one of the major applications of data 

mining techniques to logs of large Web data repositories with 

the aim of generating results used in some aspects, such as 

Web site design, user’s classification, designing adaptive Web 

sites and Web site personalization. Data preprocessing is a 

vital phase in Web usage mining. The outcome of data 

preprocessing are significant to the next phases, like 

transaction identification, path examination, association rules 

mining, sequential patterns mining, etc. Zhang Huiying et al., 

[14] used “USIA” algorithm was developed and its merits and 

demerits were examined, USIA is experimentally proved that 

not only its effectiveness is better and moreover it can 

recognize user and session accurately. 

Web personalization systems are distinctive applications of 

Web usage mining. The Web personalization method is 

structured based on an online element and an off-line element. 

The off-line element is focused at constructing the knowledge 

base by examining past user profiles that is then utilized in the 

online element. Common Web personalization systems 

generally use offline data preprocessing and the mining 

procedure is not time-limited. On the other hand, this method 

is not a right choice in real-time dynamic environments. 

Consequently, there is a requirement for high-performance 

online Web usage mining approaches to offer solutions to 

these troubles. Chao et al., [15] developed a comprehensive 

online data preprocessing process with the use of STPN. This 

approach developed the structural design for online Web 

usage mining in the data stream atmosphere and also 

developed an online Web usage mining system with the use of 

STPN that offers Web personalized online services.  

3. PROBLEMS AND DIRECTIONS 

Web usage mining helps in the prediction of interesting web 

pages in the website. Design assistance can be gathered from 

these data so as to increase its users. At the same time, the 

gathered data need to be consistent enough to predict the 

accurate data.  

Several researchers proposed their ideas to enhance the web 

usage mining. The exiting works can be extended in order to 

satisfy the requirements in the following ways: 

Initially, preprocessing can be improving by considering the 

addition information to remove the irrelevant web log records. 

This can be carried out by means of using the information 

such as browsing time, number of visits, etc.  
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Next, the focus is on grouping the browsing patterns. This will 

assists in better prediction. Therefore, the clustering algorithm 

used should be appropriate so as to perform better prediction. 

Also, in determining the user behaviors, the repeated sessions 

can be eliminated so as to avoid redundancy. 

4. CONCLUSION 

Web mining is the gathering of remarkable and helpful 

information and implicit data from the behavior of uses based 

on WWW, Web servers record and gathered data about user 

interactions every time demands for web pages are received. 

Examination of those Web access logs can assist in 

recognizing the user behavior and the web structure. When 

viewing from business and applications viewpoint, 

information gathered from the Web usage patterns can be 

directly utilized for efficiently manage activities 

corresponding to e-business, e-services, e-education, on-line 

communities, etc. Accurate Web usage data could assist to 

draw the attention of new customers, maintain present 

customers, enhances cross marketing/sales, effectiveness of 

promotional campaigns, track leaving customers and identifies 

the efficient logical structure for their Web space. User 

profiles could be constructed by merging users’ navigation 

paths with other data characteristics like page viewing time, 

hyperlink structure, and page content. Conversely, as the size 

and complexity of the data escalated, the statistics suggested 

by conventional Web log examination techniques may prove 

insufficient and highly intelligent mining methods will be 

required. This paper discusses some of the existing web usage 

mining techniques and assist the researchers to develop a 

better strategy for web usage mining.  
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Abstract 

Image Transforms have the ability to compress images into forms that are much more conducive for the purpose of image recognition. 

Palm Print Recognition is an area where the usage of such techniques would be extremely conducive due to the prominence of important 

recognition characteristics such as ridges and lines. Our paper applies the Discrete Cosine Transform, the Eigen Vector Transform, the 

Haar Transform, the Slant Transform, the Hartley Transform, the Kekre Transform and the Walsh Transform on a two sets of 4000 Palm 

Print images and checks the accuracy of obtaining the correct match between both the sets. On obtaining Fractional Coefficients, it was 

found that for the D.C.T., Haar, Walsh and Eigen Transform the accuracy was over 94%. The Slant, Hartley and Kekre transform 

required a different processing of fractional coefficients and resulted with maximum accuracies of 88%, 94% and 89% respectively. 

Keywords: Palm Print, Walsh, Haar, DCT, Hartley, Slant, Kekre, Eigen Vector, Image Transform 

I.  INTRODUCTION 

Palm Print Recognition is slowly increasing in use as 
one highly effective technique in the field of Biometrics. 
One can attribute this to the fact that most Palm Print 
Recognition techniques have been obtained from tried and 
tested Fingerprint analysis methods [2]. The techniques 
generally involve testing on certain intrinsic patterns that 
are seen on the surface of the palm. 

The palm prints are obtained using special Palm Print 
Capture Devices. The friction ridge impressions [3] 
obtained from these palm prints are then subjected to a 
number of tests related to identifying principal line, ridge, 
minutiae point, singular point and texture analysis 
[2][4][5][6]. The image obtained from the Capture devices 
however, is one that contains the entire hand and thus, 
software cropping methods are implemented in order to 
extract only the region of the hand that contains the palm 
print. This region, located on the hand’s inner surface is 
called the Region of Interest (R.O.I.) [10][11][12][13]. 
Figure 1 shows us just how a Region of Interest is obtained 
from a friction ridge impression. 

 

     

Fig.1 A on the left is a 2D-PalmPrint image from the Capture Device. B is 

the ROI image extricated from A and used for processing [3]. 

II.  LITERATURE REVIEW 

Palm Print Recognition like most Biometrics techniques 
constitutes the application of high performance algorithms 
over large databases of pre-existing images. Thus, it 
involves ensuring high accuracy over extremely large 
databanks and ensuring no dips in accuracy at the same 
time. Often, images with bad quality seem to ruin the 
accuracy of tests. Recognition techniques should also be 
robust enough to withstand such aberrations. As of now, 
literature based techniques involves the usage of obtaining 
the raw palm print data and subjecting it to transformations 
in order to transform it into a form that can be more easily 
used for recognition. This means that the data is to be 
arranged into feature vectors and then comparing called 
coding based techniques which are similar to those 
implemented in this paper. Other techniques include using 
line features in the palm print and appearance based 
techniques such as Linear Discriminant Analysis (L.D.A.) 
which are quicker but much less accurate techniques. 

Transforms are coding models which are used on a wide 
scale in video/image processing. They are the discrete 
counterparts of continuous Fourier-related transforms. 
Every pixel in an image has a high amount of correlation 
that it shares with its neighbouring pixels. Thus, one can 
find out a great deal about a pixel’s value if one checks this 
inherent correlation between a pixel and its surrounding 
pixels. By doing so, we can even correctly obtain the value 
of a pixel [1].  A transform is a paradigm that on application 
to such an image de-correlates the data. It does so by 
obtaining the correlation seen between a pixel and its 
neighbours and then concentrating the entropy of those 
pixels into one densely packed block of data. In most 
transformation techniques, we see that the data is found to 
be compressed into one or more particular corners. These 
areas that have a greater concentration of entropy can then 
be cropped out. Such cropped out portions are termed as 
fractional coefficients. It is seen that performing pattern 
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recognition on these cropped out images provides us with a 
much greater accuracy than with the entire image. 
Fractional Coefficients are generally obtained as given in 
Figure 2. 

 

 

Figure 2. The coloured regions correspond to the fractional coefficients 

cropped from the original image, seen in black. 

There are a number of such transforms that have been 
researched that provide us with these results. Some of them 
can be applied to Palm Print Recognition. In our paper, we 
apply a few of these transforms and check their accuracy for 
palm print recognition. The transforms we are using include 
the Discrete Cosine Transform, the P.C.A. Eigen Vector 
Transform, the Haar Transform, the Slant Transform, the 
Hartley Transform, the Kekre Transform and the Walsh 
Transform. 

III.  IMPLEMENTATION 

Before we get to the actual implementation of the 
algorithm, let us see some pre-processing activities. Firstly, 
the database used consists of 8000 greyscale images of 
128x128 resolution which contain the ROI of the palmprints 
of the right hand of 400 people. It was obtained from the 
Hong Kong Polytechnic University 2D_3D Database [7]. 
Here, each subject had ten palm prints taken initially. After 
an average time of one month, the same subject had to come 
and provide the palm prints again. Our testing set involved 
the first set of 4000 images from which query images were 
extracted and the second involved the next 4000. All these 
processing mechanisms were carried out in MATLAB 
R2010a. The total size of data structures and variables used 
totalled more than 1.07 GB. 

One key technique that helped a great deal was the 
application of histogram equalization on the images in order 
to make the ridges and lines seem more prominent as seen 
in Figure 3. These characteristics are highly important as 
they form the backbone of most Palm Print Recognition 
technique parameters. In our findings, we have implicitly 
applied histogram equalization on all images. Without it, 
accuracy was found to be as low as 74% at average with 
most transforms. On the application of histogram 
equalization, it was found to increase to 94% in certain 
cases. 

 

Figure 3. Histogram Equalized Image 

IV.  ALGORITHM 

For our analysis, we carried out a set of operations on 
the databank mentioned above. The exact nature of these 
operations has been stated below in the form of an 
algorithm: 

Step 1: Obtain the Query Image and perform Histogram 
Equalization on it. 

Step 2: Apply the required Transformation on it. 

Now, this image is to be compared against a training set 
of 4000 images. These images constitute the images in the 
database that were taken a month later. 

Step 1: Obtain the Image Matrix for all images in the 
training set and perform Histogram Equalization on it. 

Step 2: Apply the required Transform on each Image. 

Step 3: Calculate the mean square error between each 
Image in the Training set and the query image. If partial 
energy coefficients are used, calculate the error between 
only that part of the images which falls inside the fractional 
coefficient. The image with the minimum mean square error 
is the closest match. 

V.  TRANSFORMS 

Before providing the results of our study, first let us 
obtain a brief understanding of the plethora of transforms 
that are going to be applied in our study.  

A.  Discrete Cosine Transform 

A discrete cosine Transform (DCT) is an extension of 
the fast Fourier Transform that works only in the real 
domain. It represents a sequence of finitely arranged data 
points in terms of cosine functions oscillating at different 
frequencies. It is of great use in compression and is often 
used to provide boundary functions for differential 
equations and are hence, used greatly in science and 
engineering. The DCT is found to be symmetric, orthogonal 
and separable [1]. 

B.  Haar Transform 

The Haar transform is the oldest and possibly the 
simplest wavelet basis. [9] [8]. Like the Fourier Analysis 
basis, it consists of square shaped functions which 
represents functions in the orthonormal function basis. A 
Haar Wavelet used both high-pass filtering and low-pass 
filtering and works by incorporating image decomposition 
on first he image rows and then the image columns. In 
essence, the Haar transform is one which when applied to 
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256 
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an image provides us with a representation of the frequency 
as well as the location of an image’s pixels. It can thus be 
considered integral to the creation of the Discrete Wavelet 
Transforms. 

C.  Eigen Transform 

The Eigen transform is a newer transform that is usually 
used as an integral component of Principal Component 
Analysis (P.C.A.). The Eigen Transform is unique as in it 
provides essentially a measure of roughness calculated from 
a pixels surrounding a particular pixel. The magnitude 
specified which each such measure provides us with details 
related to the frequency of the information [18][14]. All this 
helps us to obtain a clearer picture of the texture contained 
in an image. The Eigen transform is generally given by 
Equation 1: 

 (   )   √
 

   
       

   

   
 ( ) 

D.  Walsh Transform  

The Walsh Transform is a square matrix with 
dimensions in the power of 2. The entries of the matrix are 
either +1 or -1. The Walsh matrix has the property that the 
dot product of and two distinct rows or columns is zero.  A 
Walsh Transform is derived from a Hadamard matrix of a 
corresponding order by first applying reversal permutation 
and then Gray Code permutation. The Walsh matrix is thus 
a version of the Hadamard transform that can be used much 
more efficiently in signal processing operations [19]. 

E.  Hartley Transform  

The Discrete Hartley Transform was first proposed by 

Robert Bracewell in 1983. It is an alternative to the Fourier 

Transform that is faster and has the ability to transform an 

image in the real domain into a transformed image that too 

stays in the real domain. Thus, it remedies the Fourier 

Transforms problem of converting real data into real and 

complex variants of it. A Hartley matrix is also its own 

inverse. For the Hartley Matrix we had to use a different 

method to calculate the fractional coefficients. This is 

because it polarizes the entropy of the image in all four 

corners instead of the one corner as seen with most 

transforms [15][16][17]. 

F.  Kekre Transform 

The Kekre Transform is the generic version of Kekre’s 

LUV color space matrix. Unlike other matrix transforms, 

the Kekre transform does not require the matrix’s order to 

be a power of 2. In the Kekre matrix, it is seen that all upper 

diagonal and diagonal elements are one while the lower 

diagonal elements below the sub diagonal are all zero. The 

diagonal elements are of the form –N+ (x-1) where N is the 

order of the matrix and x is the row coordinate [19]. The 

Kekre Transform essentially works as a high contrast 

matrix. Thus, results with the Kekre Transform are 

generally not as high as others. It too serves merely for 

experimental purposes. 

G.  Slant Transform  

The Slant Transform is an orthonormal basis set of basis 

vectors specially designed for an efficient representation of 

those images that have uniform or approximately constant 

changing gray level coherence over a considerable distance 

of area. The Slant Transform basis can be considered to be a 

sawtooth waveform that changes uniformly with distance 

and represents a gradual increase of brightness. It satisfies 

the main aim of a transform to compact the image energy 

into as few of the transform components as possible. We 

have applied the Fast Slant Transform Algorithm to obtain 

it [20]. Like the Kekre, Hartley and Hadamard transforms, it 

too does not provide a good accuracy with the use of 

conventional fractional coefficient techniques [2]. For it, we 

have removed the fractional coefficient from the centre. 

VI.  RESULTS 

The results obtained for each transform with respect to 

their fractional coefficients are given in Table 1. Certain 

Transforms required a different calculation of fractional 

coefficients in order to optimize their accuracy. These 

transforms are given in Table 2 with their corresponding 

fractional coefficients. 
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TABLE 1: COMPARISON TABLE OF ACCURACIES OBTAINED WITH DIFFERENT TRANSFORMS AT DIFFERENT FRACTIONAL COEFFICIENT RESOLUTIONS 

 
Accuracy 

Resolution D.C.T. Eigen Haar Walsh 

Transformed Image 

    
256x256 92 92 92 92 

128x128 91.675 91.8 91.7 92 

64x64 93.3 93 93.425 93.525 

40x40 94.05 93.65 93.675 94 

32x32 94.3 94.075 93.925 94.175 

28x28 94.225 94.2 94.05 94.3 

26x26 94.275 94.35 94.1 94.35 

25x25 94.375 94.4 94.025 94.25 

22x22 94.4 94.325 93.95 94.025 

20x20 94.45 94.425 94.025 93.95 

19x19 94.4 94.575 93.7 93.85 

18x18 94.425 94.5 93.6 93.8 

16x16 94.25 94.375 93.375 93.675 
From the above values, it is seen that for the 

purpose of Palm Print Recognition, all the above transforms 

viz. the Discrete Cosine Transform, the Eigen Vector 

Transform, the Haar Transform and the Walsh Transform 

are highly conducive and provide us with accuracy close to 

94%. The highest accuracy is found in the case of the Eigen 

Vector transform with 94.575%. One factor of note is that 

all these maximum accuracies are obtained in a resolution 

range of 19x19 to 26x26 corresponding to fractional 

coefficients of 0.55% to 1.03%. Thus, in these cases, the 

processing required for operation is greatly decreased to a 

fraction of the original whilst providing an increase in 

accuracy. Let us see a comparison of the values in Table 1 

with the help of the graph in Figure 4. 

 

Figure 4: A Comparison Graph of Accuracy Values for the D.C.T., Eigen, Haar and Walsh Transforms. 
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TABLE 2: ACCURACY COMPARISON FOR IMPROVISED FRACTIONAL COEFFICIENTS OF THE HARTLEY, KEKRE AND SLANT TRANSFORM 

Hartley Kekre Slant 

   

Resolution 
Obtained 

From 
Accuracy Resolution 

Obtained 

From 
Accuracy Resolution 

Obtained 

From 
Accuracy 

30x30 Matrices 

of order 

N/2 

obtained 

from 

Each 

Corner 

92.675 56x56 

Selected 

From the 

Centre 

72.25 128x128 Traditional 76.25 

32x32 94 96x96 84.625 70x70 

Selected 

From the 

Centre 

83.075 

62x62 93.025 127x127 88.975 80x80 81.575 

128x128 92.5 128x128 89.3 128x128 88.4 

 

Barring that of the Hartley matrix, in the above 

cases the accuracy of each transform is found to be much 

lower than that seen for the transforms tabulated in Table 1. 

This can be said because of the fact that these transforms do 

not polarize the energy values of the image pixels into any 

particular area of the image. The Hartley Transform requires 

all four corners to be considered, only then does it give us a 

good accuracy. The Kekre Transform as stated before works 

better as a high contrast matrix. When a Kekre contrasted 

matrix is subjected to a Discrete Cosine Transformation, it 

yields an accuracy of over 95%.  

Thus, it can be termed as an intermediate transform, of 

more use in pre-processing than the actual recognition 

algorithm. The Slant Transform distributes the entropy 

across the entire image. This is highly cumbersome when it 

comes to calculating the mean square error. In all the above 

three algorithms, it is seen that obtaining the fractional 

coefficients requires some improvisation. With regular 

fractional coefficients, the above transforms yielded 

accuracies in the range of 70-75% with resolutions of 

128x128. 

VII. CONCLUSION 

Thus, we can infer from our results that the D.C.T., Haar, 

Walsh and Eigen Vector Transforms yield credible 

accuracies of over 94% at fractional coefficients that lead to 

them providing a decrease in processing power roughly 

equal to 99% of that for the entire image. If the same 

method for obtaining fractional coefficients is used then for 

the Hartley, Kekre and Slant Transforms, we see a sharp 

decrease in accuracy. To amend this, improvisation is 

required as to obtaining the partial energy matrices. On 

doing so, we find the accuracy of the Hartley Matrix to 

increase to 94% that stands in league with the former four 

transforms. However, the accuracy in the case of the Slant 

and Kekre Transforms are still found to be less, providing 

maximum accuracy near 89%. 
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Abstract— A mobile ad hoc network (MANET) is a collection of 

wireless mobile nodes dynamically shaping a provisional network 

devoid of the use of any existing network infrastructure or centralized 

management. In MANETs, security is the major challenge due to the 

dynamic topology which is because of the mobility of the nodes. In 

this paper, we propose to design and develop a secure methodology 

incorporated with the routing mechanism without having any 

compromise on the performance metrics viz., throughput, and packet 

delivery fraction.   Not only just improving the throughput and packet 

delivery fraction it will also reduce the end-to-end delay and MAC 

overhead along with reduced packet loss. We name it as Secured-

Dynamic Source Routing (SDSR) protocol. It adopts several features 

of the already existing protocol named Dynamic Source Routing 

(DSR). The simulation results prove that our proposed protocol 

SDSR outperforms DSR in all performance aspects.   

I.  INTRODUCTION   

The alluring infrastructure-less phenomenon of mobile ad 
hoc networks (MANETs) has received more attention in the 
research society. With the success of solving the most 
fundamental but vital issues in all network layers, persons 
understand there is commercial value in MANETs. The most of 
the applications that draw attention for utilizing in current 
wired networks (e.g., video conferencing, on-line live movies, 
and instant messenger with camera enabled) would attract 
interest for MANETs. Though, MANETs present distinctive 
advanced challenges, including the design of protocols for 
mobility management, effective routing, data transportation, 
security, power managing, and quality-of-service (QoS). Once 
these issues are resolved, the use of MANETs will be 
attainable. Nowadays applications heavily demand the 
fulfilment of their Quality of Service (QoS) requirements, 
which in this distributed and particular environment can be 
difficult to solve. This scenario requires specific proposals 
adapted to the new problem statements [3, 5, 12]. Trying to 
solve all these problems and coming out with a single solution 
would be too complex. To offer bandwidth-guaranteed QoS, 
the available end-to-end bandwidth along a route from the 
source to the destination must be known. The end-to-end 
throughput is a concave parameter [15], which is determined 
by the bottleneck bandwidth of the intermediate hosts in the 

route. A survey of several routing protocols and their 
performance comparisons have been reported in [4]. Hence in 
this paper, we focus on providing security along with QoS in 
MANETs. 

   In order to design good protocols for MANETs, it is 
important to understand the fundamental properties of these 
networks. 

   Dynamicity: Every node in the mobile ad hoc network 
will change its position on its own. Hence prediction of the 
topology is difficult, and the network status is not clear and it is 
vague. 

   Noncentralization: There is no existence of centralized 
control in mobile ad hoc network and, hence assigning 
resources to MANET in advance is not possible. 

   Radio properties: The medium is wireless, hence results 
in fading, multipath effects, time variation, etc. With these 
complications, Hard QoS is not easy to achieve.     

II. RELATED WORKS  

First, In [9] Zhao et al have reviewed the existing 
approaches of available bandwidth estimation. They presented 
the efforts and challenges in estimation of bandwidth. Also, 
they proposed a model for finding available bandwidth with 
improved accuracy of sensing based bandwidth estimation as 
well as prediction of available bandwidth. 

   In [17] Gui et al have defined routing optimality with the 
usage of different metrics like path length, energy consumption 
and energy aware load balancing within the hosts. Along with 
they have proposed a methodology for self-healing and 
optimizing routing (SHORT) technique for MANET. SHORT 
increases performance with regard to bandwidth and latency. 
They classified SHORT into two categories such as Path-
Aware SHORT and Energy-Aware SHORT. 

    The QAMNet [14] approach extends existing ODMRP 
routing by introducing traffic prioritization, distributed 
resource probing and admission control mechanisms to provide 
QoS multicasting. For available bandwidth estimation, it used 
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the same method given in SWAN [7] where the threshold rate 
for real-time flows is computed and the available bandwidth 
estimated as the deference between the threshold rate of real-
time traffic and the current rate of real-time traffic. It is very 
difficult to estimate the threshold rate accurately because the 
threshold rate may change dynamically depending on traffic 
pattern [7]. The value of threshold rate should be chosen in a 
sensible way: Choosing a value that is too high results in a poor 
performance of real-time flows, and choosing a value that is 
too low results in the denial of real-time flows for which the 
available resource would have sufficed.  

   The localization methods are also distinguished by their 
form of computation, “centralized” or “decentralized”. For 
example, MDS-MAP [6] is a centralized localization that 
calculates the relative positions of all the nodes based on 
connectivity information by Multidimensional Scaling (MDS). 
Similarly, DWMDS (Dynamic Weighted MDS) [11] uses 
movement constraints in addition to the connectivity 
information, and estimates the trajectories of mobile nodes. 
TRACKIE [13] first estimates mobile nodes that were likely to 
move between landmarks straight. Based on their estimated 
trajectories, it estimates the trajectories of the other nodes. 
Since these centralized algorithms use all the information about 
connectivity between nodes and compute the trajectories off-
line, the estimation accuracy is usually better than 
decentralized methods. 

   In decentralized methods, the position of each node is 
computed by the node itself or cooperation with the other 
nodes. For example, APIT [16] assumes a set of triangles 
formed by landmarks, checks whether a node is located inside 
or outside of each triangle, and estimates its location. 
Amorphous [8] and REP [2] assume that location information 
is sent through multi-hop relay from landmarks, and each node 
estimates its positions based on hop counts from landmarks. In 
particular, REP first detects holes in an isotropic sensor 
network, and then estimates the distance between nodes 
accurately considering the holes. In MCL [15], each mobile 
node manages its Area of Presence (AoP) and refines its AoP 
whenever it encounters a landmark. In UPL [1], each mobile 
node estimates its AoP accurately based on AoP received from 
its neighboring nodes and obstacle information.  

III. PROPOSED WORK 

In order to implement QoS, we propose to develop a 
protocol which guarantees QoS along with secure dynamic 
source routing.  In all the available existing protocols with 
regard to security, QoS requirements were compromised.  We 
aim to develop a security enriched protocol which does not 
compromise with QoS requirements. For achieving the above 
goal we design a framework which uses estimation of 
‘bandwidth’, estimation of ‘residual energy’, ‘threshold value’.  

A. Bandwidth Estimation  

The bandwidth can be estimated as follows 
Packet Delivery Time (Ød) = Ør - Øs 

Where Ør is Packet Received Time,  
            Øs is Packet Sent Time 

Bandwidth= DS / Ød  � (1) 

Where  DS  is Data Size. 
 
Bandwidth is the ratio between Size of the Data and Actual 
time taken to deliver the packet. 

 
In following two cases Bandwidth gets reduced. 

• When there is more channel contention i.e., 
Channel sensing busy due to more Request To 
Send (RTS) / Clear To Send (CTS) , collisions 
and higher backoffs.  

• When there are more channel errors i.e., error bits 
in RTS/DATA which causes RTS/DATA 
retransmission. 

B. Residual Energy  

The Residual Energy [10] is calculated as follows: 

REnode = IE node – CE node � 2  

Where IEnode is the Initial Energy of the node and CEnode 
is the Consumed Energy of the node. The residual energy of a 
node is the difference between initial energy and consumed 
energy. 

C. SDSR Routing 

'Secured Dynamic Source Routing' (SDSR) is a routing 
protocol for MANETs. Our protocol SDSR uses distinct 
routing methodology. In which all the routing information is 
retained (updated again and again) at nodes. SDSR has only 
two foremost phases. They are Route Discovery and Route 
Maintenance. To identify source routes need collecting the 
address of each node from the source node to destination node 
in the course of route discovery. When the route discovery 
process is initiated, the two state-of-the art estimations such as 
bandwidth and residual energy will be calculated using (1) and 
(2). For making the reliable path, we have fixed the optimum 
bandwidth value to be 0.5 mbps. This optimum value will be 
suitable for the higher end applications like video-
conferencing.  The collected path information is cached by 
nodes which processes the route discovery packets. The path 
will be identified if the bandwidth is greater than or equal to 
0.5 mbps so as to have more reliable path which assures QoS. 
The identified paths are used to route the packets. To achieve 
secured source routing, the routed packets will have the address 
of each node the packet will pass through. This may cause high 
overhead for longer paths in large scale mobile ad hoc network. 
To eliminate source routing, our SDSR protocol creates a 
stream id option which allows packets to be delivered based on 
a hop-by-hop basis. 

Route Reply would only be produced when the message 
has reached the projected destination node. To send back the 
Route Reply, the destination node should have a route to the 
source node. The route would be used when the route is in the 
Destination Node's route cache. Or else, the node will turn 
round the route based on the route record in the Route Reply 
message header.  
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The Route Maintenance Phase will be started when there is 
an occurrence of incurable communication or when an Intruder 
node was identified using IDM.  During above situation   the 
Route Error packets are started at a node. The mistaken hop 
will be deleted from the node's route cache; all routes having 
the hop are terminated at that point. Once more, the Route 
Discovery Phase is started to find the most viable route. 

D. Intruder Detection Methodology (IDM) 

   After calculating the path in which packets are to be 
routed, the source node will forward certain number packets to 
the next hop (node). The number of packets thus sent to the 
first hop will be set as threshold value.  Thus obtained 
threshold value will be verified at every node in the path before 
despatching the packets.  And if any of the node in the path has 
got different value other than that of threshold value then they 
are treated as Intruder and the path is rediscovered with the 
new threshold value and discarding the intruder node. Once 
again the above process is repeated till such time it reaches the 
destination node.  

   When the non-availability of a route to the next node, the 
node instantly updates the succession count and broadcasts the 
knowledge to its neighbors. When a node gets routing 
knowledge then it verifies in its routing table. If it does not 
have such entry into the routing table then updates the routing 
table with routing information it has obtained. If the node finds 
that it has already had an entry into its routing table then it 
compares the succession count of the received information with 
the routing table entry and updates the information. If it has 
succession count that is less than that of the received one then it 
rejects the information with the least succession count. Suppose 
both the succession counts are one and the same then the node 
keeps the information that has the shortest route or the least 
number of hops to that destination.  

IV.  PERFORMANCE METRICS 

Average end-to-end delay: The end-to-end-delay is 
averaged over all surviving data packets from the sources to the 
destinations. 

Average Packet Delivery Ratio: It is the ratio of the number 
of packets received successfully and the total number of 
packets sent.  

Throughput: It is the number of packets received 
successfully. 

Drop: It is the number of packets dropped.  

V. RESULTS AND DISCUSSIONS 

 Figure 1 gives the throughput of both the protocols when 
the pause time is increased. As we can see from the figure, the 
throughput is more in the case of SDSR than DSR. Figure 2 
presents the packet delivery ratio of both the protocols. Since 
the packet drop is less and the throughput is more, SDSR 
achieves good delivery ratio, compared to DSR.  From Figure 
3, we can ensure that the packets dropped are less for SDSR 
when compared to DSR. From Figure 4, we can see that the 

average end-to-end delay of the proposed SDSR protocol is 
less when compared to the DSR protocol. 

 
Fig.1. Pausetime Vs Throughput 

 

 
Fig.2. Pausetime Vs Packet Delivery Ratio 

 

 
Fig.3. Pausetime Vs Packets Dropped 

 

 
                                          Fig.4. Pausetime Vs End-to-End Delay 
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VI. CONCLUSION AND FUTURE WORKS 

In this paper we designed and developed a dynamic 
source routing named Secured Dynamic Source Routing 
(SDSR) protocol which meets the requirements of QoS such 
as improved throughput with better packet delivery ratio and 
reduced end-to-end delay and reduced no of drop in packets. 
Additionally, we provide a secure route maintenance 
mechanism by involving threshold in terms of packets. Further 
we provided security in terms of Advanced Encryption 
Standard (AES) algorithm using add-round key for data 
security while transmission of data.  The results graph using 
the performance metrics outperformed when compared with 
Dynamic Source Routing (DSR) protocol. The framework 
used in this research would be further incorporated with other 
distance vector protocols.  
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Abstract 

Modern technologies are becoming ever more 

integrated with each other. Mobile phones are 

becoming increasing intelligent, and handsets are 

growing ever more like computers in functionality. 

We are entering a new era - the age of smart 

houses, global advanced networks which 

encompass a wide range of devices, all of them 

exchanging data with each other. Such trends 

clearly open new horizons to malicious users, and 

the potential threats are self evident. 

In this paper, we study and discuss one of the most 

famous mobile operating systems „Symbian‟; its 

vulnerabilities and recommended protection 

technologies.  

Keywords: Information Security, Cyber Threats, 

Mobile Threats, Symbian Operating System.  

1. Introduction 

 Nowadays, there is a huge variety of cyber threats 

that can be quite dangerous not only for big 

companies but also for an ordinary user, who can 

be a potential victim for cybercriminals when using 

unsafe system for entering confidential data, such 

as login, password, credit card numbers, etc.  

Modern technologies are becoming ever more 

integrated with each other. Mobile phones are 

becoming increasing intelligent, and handsets are 

growing ever more like computers in functionality. 

And smart devices, such as PDAs, on-board car 

computers, and new generation household 

appliances are now equipped with communications 

functions. We are entering a new era - the age of 

smart houses, global networks which encompass a 

wide range of devices, all of them exchanging data 

with each other via - as cyberpunk authors say - air 

saturated with bits and bytes. Such trends clearly 

open new horizons to malicious users, and the 

potential threats are self evident. 

Our paper is organized as follows: Section 2 

demonstrates the mobile operating system 

„Symbian‟ vulnerabilities. Section3 proposes 

Symbians‟ Trojan Types. Section 4 recommends 

some possible protection techniques. Conclusions 

have been made in Section 5. 

2. Symbian Vulnerabilities 

The term 'vulnerability' is often mentioned in 

connection with computer security, in many 

different contexts. It is associated with some 

violation of a security policy. This may be due to 

weak security rules, or it may be that there is a 

problem within the software itself. In theory, all 

types of computer/mobile systems have 

vulnerabilities [1-5]. 

Symbian OS was originally developed by Symbian 

Ltd.[4]. It designed for smartphones and currently 

maintained by Nokia. The Symbian platform is the 

successor to Symbian OS and Nokia Series 60; 

unlike Symbian OS, which needed an 

additional user interface system, Symbian includes 

a user interface component based on S60 5th 

Edition. The latest version, Symbian^3, was 

officially released in Q4 2010, first used in 

the Nokia N8. 

Devices based on Symbian accounted for 29.2% of 

worldwidesmartphone market share in 2011 

Q1.[5] Some estimates indicate that the cumulative 

number of mobile devices shipped with the 

Symbian OS up to the end of Q2 2010 is 385 

million [6]. 

On February 11, 2011, Nokia announced a 

partnership with Microsoft which would see it 

adoptWindows Phone 7 for smartphones, reducing 

the number of devices running Symbian over the 

coming two years.[12]  

Symbian OS was subject to a variety of viruses, the 

best known of which is Cabir. Usually these send 

themselves from phone to phone by Bluetooth. So 

far, none have taken advantage of any flaws in 

Symbian OS – instead, they have all asked the user 

whether they would like to install the software, 

with somewhat prominent warnings that it can't be 

trusted. 

This short history started in June 2004, when a 

group of professional virus writers known as 29A 

created the first virus for smartphones. The virus 

(IJCSIS) International Journal of Computer Science and Information Security, 
Vol. 9, No. 10, October 2011

94 http://sites.google.com/site/ijcsis/ 
ISSN 1947-5500 

mailto:gharibi@jazanu.edu.sa
http://en.wikipedia.org/wiki/Symbian#cite_note-3
http://en.wikipedia.org/wiki/Smartphone
http://en.wikipedia.org/wiki/Nokia
http://en.wikipedia.org/wiki/S60_(software_platform)
http://en.wikipedia.org/wiki/User_interface
http://en.wikipedia.org/wiki/Nokia_N8
http://en.wikipedia.org/wiki/Smartphone
http://en.wikipedia.org/wiki/Symbian#cite_note-4
http://en.wikipedia.org/wiki/Symbian#cite_note-5
http://en.wikipedia.org/wiki/Microsoft
http://en.wikipedia.org/wiki/Windows_Phone_7
http://en.wikipedia.org/wiki/Symbian#cite_note-11
http://en.wikipedia.org/wiki/Caribe_(computer_worm)


 

 

called itself 'Caribe'. It was written for the Symbian 

operating system, and spread via Bluetooth. 

Kaspersky Lab classified the virus as 

Worm.SymbOS.Cabir. 

Although a lot of media hype surrounded 

Worm.SymbOS.Cabir, it was actually a proof of 

concept virus, designed purely to demonstrate that 

malicious code could be created for Symbian. 

Authors of proof of concept code assert that they 

are motivated by curiosity and the desire to 

improve the security of whichever system their 

creation targets; they are therefore usually not 

interested either in spreading their code, or in using 

it maliciously. The first sample of Cabir was sent to 

antivirus companies at the request of its author. The 

source code of the worm was, however, published 

on the Internet, and this led to a large number of 

modifications being created. And because of this 

Cabir started too slowly but steadily infect 

telephones around the world. 

A month after Cabir appeared, antivirus companies 

were startled by another technological innovation: 

Virus.WinCE.Duts. It occupies a double place of 

honour in virus collections - the first known virus 

for the Windows CE (Windows Mobile) platform, 

and also the first file infector for smartphones. Duts 

infects executable files in the device's root 

directory, but before doing this, requests 

permission from the user. 

A month after Duts was born, 

Backdoor.WinCE.Brador made its appearance. As 

its name shows, this program was the first 

backdoor for mobile platforms. The malicious 

program opens a port on the victim device, opening 

the PDA or smartphone to access by a remote 

malicious user. Brador waits for the remote user to 

establish a connection with the compromised 

device.  

With Brador, the activity of some of the most 

experienced in the field of mobile security - the 

authors of proof of concept viruses, who use 

radically new techniques in their viruses - comes 

almost to a standstill. Trojan.SymbOS.Mosquit, 

which appeared shortly after Brador, was presented 

as Mosquitos, a legitimate game for Symbian, but 

the code of the game had been altered. The 

modified version of the game sends SMS messages 

to telephone numbers coded into the body of the 

program. Consequently, it is classified as a Trojan 

as it sends messages without the knowledge or 

consent of the user - clear Trojan behaviour. 

In November 2004, after a three month break, a 

new Symbian Trojan was placed on some internet 

forums dedicated to mobiles. 

Trojan.SymbOS.Skuller, which appeared to be a 

program offering new wallpaper and icons for 

Symbian was an SIS file - installer for Symbian 

platform. Launching and installing this program on 

the system led to the standard application icons 

(AIF files) being replaced by a single icon, a skull 

and crossbones. At the same time, the program 

would overwrite the original applications which 

would cease to function. 

Trojan.SymbOS.Skuller  demonstrated two 

unpleasant things about Symbian architecture to the 

world. Firstly, system applications can be 

overwritten. Secondly, Symbian lacks stability 

when presented with corrupted or non-standard 

system files - and there are no checks designed to 

compensate for this 'vulnerability'. 

This 'vulnerability' was quickly exploited by those 

who write viruses to demonstrate their 

programming skills. Skuller was the first program 

in what is currently the biggest class of malicious 

programs for mobile phones. The program's 

functionality is extremely primitive, and created 

simply to exploit the peculiarity of Symbian 

mentioned above. If we compare this to PC viruses, 

in terms of damage caused and technical 

sophistication, viruses from this class are analogous 

to DOS file viruses which executed the command 

'format c:\' . 

The second Trojan of this class - 

Trojan.SymbOS.Locknut - appeared two months 

later. This program exploits the trust shown by the 

Symbian developers (the fact that Symbian does 

not check file integrity) in a more focused way. 

Once launched, the virus creates a folder called 

'gavno' (an unfortunate name from a Russian 

speaker's point of view) in /system/apps. The folder 

contains files called 'gavno.app', 'gavno.rsc' and 

'gavno_caption.rsc'. These files simply contain text, 

rather than the structure and code which would 

normally be found in these file formats. The .app 

extension makes the operating system believe that 

the file is executable. The system will freeze when 

trying to launch the application after reboot, 

making it impossible to turn on the smartphone. 

3. Symbians’ Trojan Types 

Trojans exploiting the Symbian 'vulnerability' 

differ from each other only in the approach which 

is used to exploit the 'vulnerability'.  

a) Trojan.SymbOS.Dampig overwrites system 

applications with corrupted ones  

b) Trojan.SymbOS.Drever prevents some 

antivirus applications from starting 

automatically  

c) Trojan.SymbOS.Fontal replaces system font 

files with others. Although the replacement 

files are valid, they do not correspond to the 

relevant language version of the font files of 
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the operating system, and the result is that 

the telephone cannot be restarted  

d) Trojan.SymbOS.Hoblle replaces the system 

application File Explorer with a damaged 

one  

e) Trojan.SymbOS.Appdiasbaler and 

Trojan.SymbOS.Doombot are functionally 

identical to Trojan.SymbOS.Dampig (the 

second of these installs 

Worm.SymbOS.Comwar)  

f) Trojan.SymbOS.Blankfont is practically 

identical to Trojan.SymbOS.Fontal  

The stream of uniform Trojans was broken only by 

Worm.SymbOS.Lascon in January 2005. This 

worm is a distant relative of Worm.SymbOS.Cabir. 

It differs from its predecessor in that it can infect 

SIS files. And in March 2005 

Worm.SymbOS.Comwar brought new functionality 

to the mobile malware arena - this was the first 

malicious program with the ability to propagate via 

MMS. 

4. Possible Protection Techniques 

Mobile has security vulnerabilities like computer 

and network. There is no particular locking system 

or guarding system that is able to ensure 100 

percent security. Conversely, there are various 

types of security locks or guards that are suitable 

for different situations. We can make use of the 

combination of available and up to date 

technologies to fight the serious attacks. Yet there 

is no guaranty that this option will provide 100 

percent security, nevertheless, this methodology 

certainly maximizes the mobile security and it is 

often possible to stop a threat. Few techniques are 

documented here which are also suggested by Wi-

Fi Planet, 2007; TechRepublic, 2008; and 

TechGuru, 2010. 

 Enable SIM, device and access lock from 

mobile settings. Enable the periodic lockdown 

feature. Enable the memory access code. 

 Think deeply before accessing any internet site 

and installing any application. 

 Spend little bit more time to check the 

application through Google or any search 

engine before downloading or installing 

unknown files. 

 Disable WLAN and Bluetooth when you are 

out door and when you are not using it. 

 Find a phone with the service option to 

remotely kill it when it is irretrievably lost. 

 Never let others access your phone. Be careful 

while accepting calls or messages from 

unknown numbers. 

 Enable WPA2 encryption for WLAN 

connection and pass code request feature for 

Bluetooth connection. 

 If you noticed that your phone has connected 

to GPRS, UMTS, and HSDPA, disable those 

instantly. 

 Keep regular backup. 

 Install antivirus software. 

 Do not simply save sensitive information on 

the phone unless absolutely essential. 

5. Trends and forecasts 

It is difficult to forecast the evolution of mobile 

viruses with any accuracy. This area is constantly 

in a state of instability. The number of factors 

which could potentially provoke serious 

information security threats is increasing more 

quickly than the environment - both technological 

and social - is adapting and evolving to meet these 

potential threats. 

The following factors will lead to an increase in the 

number of malicious programs and to an increase in 

threats for smartphones overall: 

 The percentage of smartphones in use is 

growing. The more popular the technology, the 

more profitable an attack will be. 

 Given the above, the number of people who 

will have a vested interested in conducting an 

attack, and the ability to do so, will also 

increase. 

 Smartphones are becoming more and more 

powerful and multifunctional, and beginning to 

squeeze PDAs out of the market. This will 

offer both viruses and virus writers more 

functionalities to exploit. 

 An increase in device functionality naturally 

leads to an increase in the amount of 

information which is potentially interesting to 

a remote malicious user that isstored on the 

device. In contrast to standard mobile phones, 

which usually have little more than an address 

book stored on them, a smartphone memory 

can contain any files which would normally be 

stored on a computer hard disk. Programs 

which give access to password protected online 

services such as ICQ can also be used on 

smartphones, which places confidential data at 

risk. 
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However, these negative factors are currently 

balanced out by factors which hinder the 

appearance of the threats mentioned above: the 

percentage of smartphones remains low, and no 

single operating system is currently showing 

dominance on the mobile device market. This 

currently acts as a brake on any potential global 

epidemic - in order to infect the majority of 

smartphones (and thus cause an epidemic) a virus 

would have to be multiplatform. Even then the 

majority of mobile network users would be secure 

as they would be using devices with standard (not 

smartphone) functionality. 

Mobile devices will be under serious threat when 

the negative factors start to outweigh the positive. 

And this seems to be inevitable. According to data 

from the analytical group SmartMarketing, the 

market share of Symbian on the Russian PDA and 

smartphone market has been steadily increasing 

over the last 2 to 3 years. By the middle of 2005 it 

had a market share equal to that of Windows 

Mobile, giving rise to the possibility that the former 

may be squeezed out of the market. 

Currently, there is no threat of a global epidemic 

caused by mobile malware. However, the threat 

may become real a couple of years down the line - 

this is approximately how long it will take for the 

number of smartphones, experienced virus writers 

and platform standardization to reach critical mass. 

Nevertheless, this does not reduce the potential 

threat - it's clear that the majority of virus writers 

are highly focussed on the mobile arena. This 

means that viruses for mobile devices will 

invariably continue to evolve, incorporating/ 

inventing new technologies and malicious payloads 

which will gradually become more and more 

widespread. The number of Trojans for Symbian 

which exploit the system's weak points will also 

continue to grow, although the majority of them are 

likely to be primitive (similar in functionality to 

Fontal and Appdisabler). 

The overall movement of virus writers into the 

mobile arena is an equal stream of viruses 

analogous to those which are already known with 

the very rare inclusion of technological novelties 

and this trend seems likely to continue for the next 

6 months at minimum. An additional stimulus for 

viruses writers will be the possibility of financial 

gain, and this will come when smartphones are 

widely used to conduct financial operations and for 

interaction with e-payment systems. 

 

6. Conclusions 

Smart mobile devices are still in their infancy, and 

consequently very vulnerable, both from a 

technical and a sociological point of view. On the 

one hand, their technical stability will improve only 

under arms race conditions, with a ceaseless stream 

of attacks and constant counter measures from the 

other side. This baptism of fire has only just begun 

for PDAs and smartphones, and consequently 

security for such devices is, as yet, almost totally 

undeveloped. 
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Abstract-For the write-intensive operations and predictable 

behavior of queries, the traditional database system have 

optimize performance considerations. With the growing data in 

database and unpredictable nature of queries, write optimize 

system are proven to be poorly designed. Recently, the interest in 

architectures that optimize read performance by using Vertically 

Partitioned  data representation has been renewed. In this paper, 

we identify the components affecting the performance of  

Horizontal and Vertical Partition, with the analysis. Our study 

focusing on tables with different data characteristics and 

complex queries. We show that  carefully designed Vertical 

Partition may outperform carefully designed Horizontal 

Partition, sometimes by an  order of magnitude. 

 

General Terms: Algorithms, Performance, Design 

 

Keywords: Vertical Partition, Selectivity, Compression, Horizontal 

Partition 

  

I. INTRODUCTION 

Storing relational tables vertically on disk has been of keen 

interest as observed in data warehouse research community. 

The main reason lies in minimizing time required for disk 

reads for tremendously growing data warehouse. Vertical 

Partition (VP) possesses better cache management with less 

storage overhead. For queries retrieving more columns, VP 

demands stitching of the columns back together, offset the I/O 

benefits, potentially causing a longer response time than the 

same query on the Horizontal Partition (HP). HP stores tuples 

on physical blocks with slot array, specifies the offset of the 

tuple on the page [15]. HP approach is superior for queries, 

retrieve more columns and on transactional databases. For 

queries, retrieves less columns (DSS systems)  HP approach 

may result in more I/O bandwidth, poor cache behavior and 

poor compressible ratio [6].  

 

Current up-gradation of database technology has improved HP 

compression ratio by storing the tuples densely in the block, 

with poor updatable ratio and improved I/O bandwidth than 

VP. To achieve degree of HP compression close to entropy of 

table, skewed dataset and  advance compression techniques 

opened the  research path for response time of queries and HP 

performance for DSS systems [16]. 

 

Previous research shown results relevant to this paper are: 

 HP is superior than VP, at less selectivity when query 

retrieves more columns with no chaining and the 

system is CPU constrained. 

 Selectivity factor and number of retrieved  columns is 

the measure of  processing time of VP than HP.  

 VP  may be sensitive to the amount of processing 

needed to decompress a column. 

Compression ratio may be improved for non-uniform 

distribution [13].  Research community mainly focused on 

single predicate  with less selectivity, applied  to the first 

column of the table, and the same is retrieved by the query 

[12]. We believe that the relative performance of VP and HP  

is affected by (a) Number of Predicates (b) Predicates 

application on columns and Selectivity (c) Resultant Columns. 

Our approach mainly focusing on  factors, affecting response 

time of  HP and VP i.e. (a) Additional Predicate (b) Data 

Distribution (c) Join Operation. 

 

For various applications, it has been observed that VP has 

several advantages over HP. We discuss related, existing and 

recent compression techniques of HP and VP in Section 2.  

Many factors affects the performance of HP and VP. Section 3 

provides the comparative study of performance measure with 

query characteristics. Our approach's  implementation detail 

and analysis of the result is presented in Section 4. Finally, we 

conclude with a short discussion of our work in Section 5. 

  

II. RELATED WORK 

In this section, some existing compression techniques used in 

VP and HP have been discussed briefly along with the latest 

methodologies. 

 

A. Vertical Storage 

The VP and HP comparison is presented with C-Store and Star 

Schema Benchmark [12]. VP is implemented using 

commercial relational database systems by making each 

column its own table. The idea presented had to pay more 

performance penalty, since every column must have its own 

row-id.  To prove the superiority of HP over VP, analysis has 

done by implementing HP in C-store (VP database).  

Compression, late materialization and block iteration were the 

base of measure for the performance of VP over HP.   
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With the given workload, compression  and  late 

materialization improves performance by a factor of two and 

three respectively [12]. We believe these results are largely 

orthogonal to ours, since we heavily compress both the HP 

and VP and our workload does not lend itself to late 

materialization of tuples. “Comparison of Row Stores and 

Column Stores in a Common Framework”  mainly  focused on 

super-tuple and column abstraction. Slotted page format in HP 

results in  less compression  ratio than VP [10]. Super-tuples 

may  improve the compression ratio by storing rows with one 

header with no slot-array. Column abstraction avoids storing 

repeated attributes multiple times by adding information to the 

header. Comparison is made over varying number of columns 

with uniformly distributed data for VP and HP, while 

retrieving all columns from table.   

 

The VP concept has implemented in Decomposition storage 

model (DSM), with storage design  of  (tuple id, attribute 

values) for each column (MonetDB) [9]. C-Store data model 

contains overlapping projections of tables. L2 cache behaviour 

may improved by PAX architecture,  focused on storing tuples 

column-wise on each slot [7], with penalty of I/O bandwidth. 

Data Morphing improves on PAX to give even better cache 

performance by dynamically adapting attribute groupings on 

the page [11]. 

 

B. Database Compression Techniques 

Compression techniques in database is mostly based on slotted 

page  HP.  Compression ratio may be improved up to 8-12 by 

using processing intensive techniques [13].  VP compression 

ratio is examined by “Superscalar RAM-CPU Cache 

Compression”  and “Integrating Compression and Execution 

in Column-Oriented Database Systems”  [21, 3].  Zukowski 

presented an algorithm for compression optimization the 

usability of modern processor with less I/O bandwidth. Effect 

of run lengths on degree of compression and dictionary 

encoding proven to be best compression scheme for VP [3]. 

 

III.  PERFORMANCE MEASURING FACTORS 

Our contribution to  existing approach is based on  the major 

factors affecting the performance of HP and VP (a)Data 

Distribution (b)Cardinality (c)Number of columns 

(d)Compression Technique and (e) Query nature.  

 

A. Data Characteristics 
The search time, and performance of two relational tables 

varies with number of attributes, data type of each attribute 

along with the compression ratio, column cardinality and 

selectivity. 

 

B. Compression Techniques 

Dictionary based coding   
The  repeated occurrences are replaced by a codeword that 

points to the index of the dictionary that contains the pattern. 

Both code words and uncompressed instructions are part of 

compressed program. Performance penalty occurs for (a) 

Dictionary cache line is bigger than processors L1 data cache  

(b) Index size is larger than value and  (c) Un-encoded column 

size  is smaller than the size of the encoded column plus the 

size of the dictionary [3]. 

 

Delta coding  
The data is stored, as the difference between successive 

samples (or characters). The first value in the delta encoded 

file is the same as the first value in the original data. All the 

following values in the encoded file are equal to the difference 

(delta) between the corresponding value in the input file, and 

the previous value in the input file. For uniform values in the 

database, delta encoding for data compression is beneficial. 

Delta coding may be performed on both column level and 

tuple level. For unsorted sequence and size-of(encoded) is 

larger than size-of(un-encoded), delta encoding is less 

beneficial [3].  

 

Run Length Encoding (RLE)  

The sequences of the same data values within a file is replaced 

by a count number and a single value. RLE compression 

works best for sorted sequence, long runs. RLE is more 

beneficial for VP [3]. 

 

C. Query Parameters and Table Generation  

To study the effect of queries with table characteristics, 

queries were tested with varying number of predicates and 

selectivity factor. Factors affecting the execution plan and cost 

are (a)Schema definition (b) Selectivity factor (c) Number of 

columns referenced (d) Number of predicates. The execution 

time   of a query change with column characteristics and I/O 

bandwidth. For each characteristic of column, the query 

generator randomly selects the columns used to produce a set 

of “equivalent” queries with the cost analysis [12]. 

Performance measure with compression is implemented by: 

 Generation of uncompressed HP version of each 

table with primary key on left most column. 

 Sorted on columns frequently used in query. 

 Replica is generated on VP.  

 

IV. IMPLEMENTATION DETAIL 

To study the effect of VP and HP, the experiments are done 

against TPC-H standard Star-Schema on MonetDB. 

We mainly concentrated on the fact table i.e. Sales, contains 

approximately 10L records. We focused on five columns for 

selectivity i.e. prod_id, cust_id, time_id, channel_id, promo_id 

with selectivity varying from 0.1 to 50%.  

SELECT p.product_name,ch.channel_class, 

c.cust_city, t.calendar_quarter_desc, 

   SUM(s.amount_sold) sales_amount 

FROM sales s, times t, customers c, channels ch, 

products p, promotions pr 

WHERE s.time_id = t.time_id 

AND s.prod_id=p.prod_id 

AND   s.cust_id = c.cust_id 

AND   s.channel_id = ch.channel_id 
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AND s.promo_id=pr.promo_id 

AND   c.cust_state_province = 'CA' 

AND   ch.channel_desc in ('Internet','Catalog') 

AND   t.calendar_quarter_desc IN ('1999-Q1','1999-

Q2') 

GROUP BY ch.channel_class,p.product_name 

c.cust_city, t.calendar_quarter_desc; 

 

Table 1:  Generalized  Star-Schema Query  

 

 

A. Read-Optimized Blocks (Pages) 

The HP and VP, dense pack the table on the blocks to achieve 

less I/O bandwidth. With varying page size HP keeps tuples 

together, while the VP stores each column in a different file.  

The different entries on the page are not aligned to byte or 

word boundaries in order to achieve better compression. Each 

page begins with the page header, contains number of entries 

on the page, followed by data and compression dictionary. 

The size of the compression dictionary is stored at the very 

end of the page, with the dictionary growing backwards from 

the end of the page towards the front. For the HP, the 

dictionaries for the dictionary-compressed columns are stored 

sequentially at the end of the page. 

 

B. Query Engine, Scanners and I/O 

The query scanner scans the files differently for HP and VP. 

Materialization of results are done after reading the data and 

applying predicates to it, with minimum passes  in HP than 

VP, which requires reading multiple files for each column 

referenced by query. Predicates are applied on a per-column 

basis, columns are processed by order of their selectivity, most 

selective (with the fewest qualifying tuples) to least selective 

(the most qualifying tuples). Placing the most selective 

predicate first allows the scanner to read more of the current 

file before having to switch to another file, since the output 

buffer fills up more slowly. 

 

C. Experimental Setup 

All results were run on a machine running RHEL 5 on a 2.4 

GHz Intel processor and 1GB of RAM. HP and VP are 

affected by the amount of I/O and processing bandwidth 

available in the system; for each combination of output 

selectivity and number of columns accessed.  

 

Effect of selectivity 

Selecting fewer tuples with very selective filter and index has 

no effect on I/O performance, system time remains the same. 

The HP remains the same, since it has to examine each tuple 

in the relation to evaluate the predicate. For the VP evaluating 

the predicate requires more time. With decrease in selectivity 

VP and HP performance ratio is less. However as selectivity 

increases towards 100%, each column scan contribute in CPU 

cost. The VP  is faster than HP when more columns are 

returned with the selectivity factor from 0.1% to 25%. Further 

with same configuration compressed HP will speed up by 4 in 

VP (Figure 1).  
  

Predicate 

 

Selectivity(

%) 

No Of 

Rows 

HP(time 

in sec) 

VP(time 

in sec) 

Prod_id Compresse

d(50) 

1000000 

3 14 
Cust_id 25 1000000 

45 10 
Time_id 10 10,0000

0 40 20 
Promo_i

d 

1 1000000 

35 20 
Channel

_id 

0.1 1000000 

30 30 
 

 

 
 

Figure 1: Time measurement for HP and VP with varying selectivity and 

Compression 
 

Effect of compression  
For skew data distribution and large cardinality in HP, run-

length and  dictionary compression techniques are  more 

beneficial. The size of VP tuple is approximately same as size 

of HP tuple. HP compression is a critical component in 

determining its performance relative to that of the VP. 

Compression is more beneficial for columns having high 

cardinality. For compression, some VP proponents have 

argued that, since VP compress better than HP, storing the 

data with multiple projections and sort orders are feasible and 

can provide even better speedups [18].  

 

Effect of Joins  
We examined join operations for query presented in table 1, 

with varying predicates over HP and VP, to analyze the 

interaction of resultant tuple with join (e.g. more instruction 

cache misses due to switching between scanning and 

reconstructing tuples and performing the join). 

Compression improves the performance by decreasing I/O 

bandwidth and increasing scan time, as the columns selection 

ratio grows. Unlike compression, cost of join operation has 

increased with increased list of selected columns. The HP 

outperforms the VP as number of accessed columns is more. 

The join component of the time is always roughly equivalent 

between the HP and VP (Figure 2). Thus, the paradigm with 

the smaller scan time will also have the smaller join time, and 
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the join time is greatly affected by the number of joined tuples 

materialized, number of passes are required, the type of join 

operation.  
 

 

Join 

Operations 

VP (time 

in sec) 

HP (time 

in sec) 

Hash Join 27 30 

Merge 

Join 

38 35 

Nested 
Loop Join 

30 34 

 

 
 

Figure 2:  Performance of Join Operation in HP and VP  

 

Analysis 
Our analysis focuses tuple-at-a-time paradigm.  The cost for 

each tuple evaluation is the minimum of CPU processing and 

Disk bandwidth. Performance of the database depends on size 

of input (SOI).  For any query, 

 

Total Disk Rate (TDR) = SOI1/TOS+ … +SOI n/TOS 

 

For more columns, HP outperforms the VP. CPU cost 

measured by search and operations time on the query. 

Thus it is, 

Cost (CPU) = Cost (Operations)||Cost(Scan) 

Rate of an operator  

OP=time/no. of CPU instructions  

V. CONCLUSION 

We summaries the following points: 

A. The selectivity of predicate can substantially change 

the relative performance of HP and VP. 

B. HP  performs better compared to VP, when most of 

the columns are required by the query. 

C. Adding predicates increases VP run times. 

D. Joins do not change the relative performance of HP 

and VP. 

 

VP outperforms a HP when I/O is a dominating factor in 

query plan and for less columns selection. For HP with 

compression, I/O becomes less of a factor and CPU time is 

more of a factor in VP  for queries with more predicates, 

lower selectivity and more columns referenced. HP on slotted 

pages will most likely never beat VP for read-optimized 

workloads. 
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Relational query languages  provide a high 
level "declarative" interface to access data stored 
in relational databases. Over time, SQL [1,4] has emerged 
as the standard for relational query languages. Two key 
elements of the component of the evaluation of a system 
for querying SQL databases are the query optimizer and 
execution engine queries. The query execution engine 
implements a set of physical operators. An operator takes 
as input one or more data streams and produces 
an output data stream. Examples of operators are physical 
(external) sorting, sequential analysis, index analysis, 
nested loop join and sort-merge join. We refer to operators 
such as physical operators since they are not 
necessarily related one by one with the relational operators. 
The easiest way to think of physical operators is like pieces 
of code that are used as building blocks to enable the 
execution of SQL queries. An abstract representation of 
such a performance is a physical operator tree, as shown in 
Figure 2. The edges in an operator tree represent the 
flow of data between the physical operators. 

 

 

 

 

We use the terms physical operator tree and execution 
plan (or simply plan) interchangeably. The execution 
engine is responsible for implementing the plan resulting 
generate responses to the request. Therefore, the 
Capabilities   of the query execution engine to determine 
the structure of the operator trees that are 
practicable. We refer the reader to [5] for an overview of 
the technical evaluation of the query. The query 

optimizer is responsible for producing the input for the 
execution engine. It takes a parsed representation of an 
SQL query as input and is responsible for 
producing an efficient execution plan for the given SQL 
query in the space of possible execution plans. The task 
of an optimizer is nontrivial since for a given SQL query, 
there may be many operator trees possible: 

• The algebraic representation of the data query can be 
transformed into many other logically equivalent algebraic 
representations: for example, 

        Join (Join (P, Q), R) = Join (Join (Q, R), P) 

• For a given algebra representation, there can be many 
operator trees that the operator algebraic expression to 
perform, for example, in general, there are 
several algorithms supported them in a system database. In 
addition, the current or the response time for the 
implementation of these plans is very 
different. Therefore, a choice of execution by the 
optimization program is crucial. For instance, query 
optimizations are regarded as difficult search. To solve this 
problem, we need: 

• A space of plans (search space). 

• A cost estimation technique so that a cost may be 
assigned to each plan in the search space. Intuitively, this is 
an estimation of the resources needed for the execution of 
the plan. 

• An enumeration algorithm that can search through the 
execution space A desirable optimizer is one where 
the search space includes plans to lower costs, the costing 
technique is correct and the enumeration algorithm eff- 
icient. Each of these tasks is nontrivial and that is 
why building a good optimizer is a huge undertaking. 

 

   Query Analyzer 

Query Optimizer 

Code Generator 
/Interpreter 

Query Processor 

   Figure 3: Query traverses through DBMS 

Index Nested Loop 
(P,z=R,z) 

Merge_Join 
(Pz=Qz) 

Index Scan R 

Merge_Join 
(Pz=Qz) 

Merge_Join 
(Pz=Qz) 

  Table Scan P  Table Scan Q 

Figure 2: Physical Operator Tree 
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management, disk-cpu overlap, sequential vs. random I/O, 
etc. The most important input parameters to a formula are 
the size of the buffer pool used by the corresponding step, 
the sizes of relations or indices accessed, and possibly 
various distributions of values in these relations. While the 
first one is determined by the DBMS for each query, the 
other two are estimated by the Size- allocation Estimator. 

Size- Allocation Estimator: This module specifies 
how the sizes (and possibly frequency distributions of 
attribute values) of database relations and indices as well as 
(sub) query results are estimated. As mentioned above, 
these estimates are needed by the Cost Model. The specific 
estimation approach adopted in this module also determines 
the form of statistics that need to be maintained in the 
catalogs of each database, if any [6] 

 

3. Advanced Types of Optimization 
In this section, we attempt to provide a concise sight of 
advanced types of optimization that researchers have 
proposed over the past few years. The descriptions are 
based on examples only; further details may be found in the 
references provided. Furthermore, there are several issues 
that are not discussed at all due to lack of space, although 
much interesting work has been done on them, e.g., nested 
query optimization, rule-based query optimization, query 
optimizer generators ,object-oriented query optimization, 
optimization with materialized views, heterogeneous query 
optimization, recursive query optimization, aggregate query 
optimization, optimization with expensive selection 
predicates, and query optimizer validation. Before 
presenting specific technique consider the following simple 
relation EMP (empid ,salary, job, department, dno) , 
DEPT(dno, budget,) 

 

Semantic Query Optimization  
Semantic query optimization is a form of optimization 
mostly related to the Rewriter module. The basic idea lies 
in using integrity constraints defined in the database to 
rewrite a given query into semantically equivalent ones [7]. 
These can then be optimized by the Planner as regular 
queries and the most efficient plan among all can be used to 
answer the original query. As a simple example, using a 
hypothetical SQL-like syntax, consider the following 
integrity constraint: 

assert sal-constraint on emp: 

salary>200K where job = “Assistant professor" 

In addition consider the following query: 

select empid, subject 

from emp, dept 

where emp.dno = dept.dno and job = “Assistant professor". 

Using the above integrity constraint, the query can be 
rewritten into a semantically equivalent one to include a 
selection on sal: 

select empid, subject 

from emp, dept 

where emp.dno = dept.dno and job = “Assistant professor" 
and salary>200K. 

Having the extra selection could help extremely in 
discovery a fast plan to answer the query if the only index 
in the database is a B+-tree on emp.sal. On the other hand, 
it would certainly be a waste if no such index exists. For 
such reasons, all proposals for semantic query optimization 
present various heuristics or rules on which rewritings have 
the potential of being beneficial and should be applied and 
which not. 

 

Global Query Optimization 

So far, we have focused our attention to optimizing 
individual queries. Quite often, however, multiple queries 
become available for optimization at the same time, e.g., 
queries with unions, queries from multiple concurrent 
users, queries embedded in a single program, or queries in a 
deductive system. Instead of optimizing each query 
separately, one may be able to obtain a global plan that, 
although possibly suboptimal for each individual query, is 
optimal for the execution of all of them as a group. Several 
techniques have been proposed for global query 
optimization [8]. 

As a simple example of the problem of global optimization 
consider the following two queries: 

select empid, subject 

from emp, dept 

where emp.dno = dept.dno and job = “Assistant professor ", 

select empid 

from emp, dept 

where emp.dno = dept.dno and budget > 1M 

Depending on the sizes of the emp and dept relations and 
the selectivity’s of the selections, it may well be that 
computing the entire join once and then applying separately 
the two selections to obtain the results of the two queries is 
more efficient than doing the join twice, each time taking 
into account the corresponding selection. Developing 
Planner modules that would examine all the available 
global plans and identify the optimal one is the goal of 
global/multiple query optimizers. 

 

Parametric Query Optimization 
As mentioned earlier, embedded queries are typically 
optimized once at compile time and are executed multiple 
times at run time. Because of this temporal separation 
between optimization and execution, the values of various 
parameters that are used during optimization may be very 
different during execution. This may make the chosen plan 
invalid (e.g., if indices used in the plan are no longer 
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available) or simply not optimal (e.g., if the number of 
available buffer pages or operator selectivity’s have 
changed, or if new indices have become available). To 
address this issue, 31several techniques [9,10,11] have been 
proposed that use various search strategies (e.g., 
randomized algorithms [10] or the strategy of Volcano 
[11]) to optimize queries as much as possible at compile 
time taking into account all possible values that interesting 
parameters may have at run time. These techniques use the 
actual parameter values at run time, and simply pick the 
plan that was found optimal for them with little or no 
overhead. Of a drastically different flavor is the technique 
of Rdb/VMS [12], where by dynamically monitoring how 
the probability distribution of plan costs changes, plan 
switching may actually occur during query execution. 

 

Conclusion  
To a large extent, the success of a DBMS lies in the quality, 
functionality, and sophistication of its query optimizer, 
since that determines much of the system's performance. In 
this paper, we have given a bird's eye view of query 
optimization. We have presented an abstraction of the 
architecture of a query optimizer and focused on the 
techniques currently used by most commercial systems for 
its various modules. In addition, we have provided a 
glimpse of advanced issues in query optimization, whose 
solutions have not yet found their way into practical 
systems, but could certainly do so in the future. 
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Abstract—The development of web, data stores from disparate 
sources has contributed to the growth of very large data sources 
and distributed systems. Large amounts of data are stored in 
distributed databases, since it is difficult to store these data in 
single place on account of communication, efficiency and 
security. Researches on mining association rules in distributed 
databases have more relevance in today’s world. Recently, as the 
need to mine patterns across distributed databases has grown, 
Distributed Association Rule Mining algorithms have gained 
importance.  Research was conducted on mining association rules 
in the distributed database system and classical Apriori 
algorithm was extended based on transactional database system. 
The Association Rule mining and extraction of data in distributed 
sources combined with the obstacles involved in creating and 
maintaining central repositories motivates the need for effective 
distributed information extraction and mining techniques. We 
present a new distributed association rule mining algorithm for 
distributed databases (NIADD). Theoretical analysis reveals a 
minimal error probability than a sequential algorithm. Unlike 
existing algorithms, NIADD requires neither knowledge of a 
global schema nor that the distribution of data in the databases.

Keywords- Distributed Data Mining, Distributed Association 
Rules

I. INTRODUCTION 

The essence of KDD is Acquisition of knowledge. 
Organizations have a need for data mining, since Data mining 
is the process of non-trivial extraction of implicit, previously 
unknown and potentially useful information from historical 
data. Mining association rules is one of the most important 
aspects in data mining. Association rules Mining (ARM) can 
predict occurrences of related. Many applications use Data 
Mining for rankings of products or data based decisions. The 
main task of every ARM algorithm is to discover the sets of 
items that frequently appear together (Frequent item sets). 
Many organizations are geographically distributed and 
merging data from locations into a centralized site has its own 
cost and time implications. 

Parallel processing is important in the world of 
database computing. Databases often grow to enormous sizes 
and are accessed by more and more users. This volume strains 
the ability of single-processors systems. Many organizations 
are turning to parallel processing technologies for performance, 
scalability, and reliability. Much progress has also been made 
in parallelized algorithms. The algorithms have been effective 
in reducing the number of database scans required for the task. 
Many algorithms were proposed which take advantage of the 

speed in network or the memory or parallel computers. Parallel 
computers are costly. The alternative is distributed algorithms, 
which can run on lesser costing clusters of PCs. Algorithms 
suitable for such systems include the CD and FDM algorithms 
[2, 3], both parallelized versions of Apriori. CD and FDM 
algorithms did not scale well on the increase of the clustered 
PC’s [4].

II. DISTRIBUTED DATABASES

There are many reasons for organizations to implement a 
Distributed Database system. A distributed database (DDB) is a 
collection of multiple, logically interrelated databases 
distributed over a computer network. The distribution of 
databases on a network achieves the advantages of 
performance, reliability, availability and modularity that are 
inherent in distributed systems. Many organizations which use 
relational database management system (RDBMS) have 
multiple databases. Organizations have their own reasons for 
using more than a single database in a distributed architecture 
as in Figure 1. Distributed databases are used in scenarios 
where each database is associated with particular business 
functions like manufacturing. Databases may also be 
implemented based on geographical boundaries like 
headquarters and branch offices. 

The users accessing these databases access the same data in 
different ways. The relationship between multiple databases is 
part of a well-planned architecture, in which distributed 
databases are designed and implemented. A distributed 
database system helps organizations serve their objectives like 
Availability, Data collection, extraction and Maintenance. 
Oracle an RDBMS has inter database connectivity with 
SQL*Net. Oracle also supports Distributed Databases by 
Advanced replication or multi-master replication. Advanced 
replication is used to deliver high availability. Advanced 
replication involves numerous databases. Oracle’s parallel 
query option (PQO) is a technology that divides complicated or 
long-running queries into many small queries which are 
executed independently. 

Figure 1  Distributed Database system
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III. BENEFITS OF DISTRIBUTED DATABASES

    The separation of the various system components, 
especially the separation of application servers from database 
servers, yields tremendous benefits in terms of cost, 
management, and performance. A machine's optimal 
configuration is a function of its workload. Machines that 
house web servers, for example, need to service a high volume 
of small transactions, whereas a database server with a data 
warehouse has to service a relatively low volume of large 
transactions (i.e., complex queries). A distributed architecture 
is less drastic than an environment in which databases and 
applications are maintained on the same machine. Location 
transparency implies neither applications nor users need to be 
concerned with the logistics of where data actually resides. 
Distributed databases allow various locations to share their 
data. The components of the distributed architecture are 
completely independent of one another, which mean that every 
site can be maintained independently.  Oracle Database’s 
Database links makes Distributed Databases to be linked 
together. 

For Example

CREATE PUBLIC DATABASE LINK LOC1.ORG.COM 
USING hq.ORG.COM. 

An example of a Distributed query would be 

SELECT emplyeename, Department 
from EmployeeTable E,  DepartmentTable@hq.ORG.COM D 
WHERE E.empno = D.empno

IV. PROBLEM DEFINITION

Association Rule mining is an important data mining tool 
used in many applications. Association rule mining finds 
interesting associations and/or correlation relationships among 
large sets of data. Association rules show attributes value 
conditions that occur frequently together in a given dataset. A 
typical and widely-used example of association rule mining is 
market basket analysis. For example, data collected in 
supermarkets having large number of transactions.  Answering 
a question like set of items purchased often is not so easy. 
Association rules provide information of this type in the form 
of “if-then” statements. The rules computed from the data are 
based on probability. Association rules are one of the most 
common techniques of data mining for local-pattern discovery 
in unsupervised learning systems [5]. A random sample of the 
database is used to predict all the frequent item sets, which are 
then validated in a single database scan. Because this approach 
is probabilistic not only the frequent item sets are counted in 
the scan but also the negative border (an itemset is in the 
negative border if it is not frequent but all its “neighbors” in the 
candidate itemset are frequent) is considered. When the scan 
reveals item sets in the negative border are frequent, a second 
scan is performed to discover whether any superset of these 
item sets is also frequent. The number of scans increases the 
time complexity and more so in Distributed Databases. The 
purpose of this paper is to introduce a new Mining Algorithm 
for Distributed Databases. A large number of parameters affect 
the performance of distributed queries.Relations involved in a 

distributed query may be fragmented and/or replicated. With 
many sites to access, query response time may become very 
high. 

V. PREVIOUS WORK

Researchers and practitioners have been interested in 
distributed database systems since 1970s. At that time, the 
main focus was on supporting distributed data management for 
large corporations and organizations that kept their data at 
different locations.  Distributed data processing is both feasible 
and needed. Almost all major database system vendors offer 
products to support distributed data processing (e.g.,IBM, 
Informix, Microsoft, Oracle, Sybase). Since its introduction in 
1993 [5], the ARM problem has been studied intensively. 
Many algorithms, representing several different approaches, 
were suggested. Some algorithms, such as Apriori, Partition, 
DHP, DIC, and FP-growth [6, 7, 8,  9, 10], are bottom-up, 
starting from item sets of size and working up. Others, like 
Pincer-Search [11], use a hybrid approach, trying to guess large 
item sets at an early stage. Most algorithms, including those 
cited above, adhere to the original problem definition, while 
others search for different kinds of rules [9, 12, 13]. Algorithms 
for the Distributed ARM can be viewed as parallelizations of 
sequential ARM algorithms. The CD, FDM, and DDM [2, 3, 
14] algorithms parallelize Apriori [6], and PDM [15] 
parallelizes DHP [16]. The parallel algorithms use the 
architecture of the parallel machine, where shared memory is 
used  [17]. 

VI.APRIORI ALGORITHM FOR FINDING FREQUENT
ITEM SETS

The Apriori algorithm for finding frequent item sets and is 
explained.  Let k-item set be an item set which consists of k 
items, then Frequent itemset Fk is an itemset with sufficient 
support and a large itemset is denoted by Lk .  Let ck be a set of 
candidate k-item sets. The Apriori property is, if an item X is 
joined with item Y, then  

Support(X U Y) = min(Support(X), Support(Y))

The first iteration is to find L1, all single items with 
Support > threshold. The second iteration would be to find L2 
using L1. The iterations would continue until no more frequent 
k item sets can be found. Each iteration i consist of two phases:

Candidate generation - Construct a candidate set of large 
item sets

Counting and selection - Count the number of occurrences 
of each candidate item set  and Determine large item sets based on 
predetermined support

Set Lk is defined as the set containing the frequent k item 
sets which satisfy 

Support > threshold.
Lk*L k is defined as:

Lk*L k   = {X U Y, where X, Y belong to L k  and | 
X ∩Y| = k-1}.
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VII. DISTRIBUTED ALGORITHMS IN ASSOCIATION
RULES

A. PARALLEL PROCESSING FOR DATABASES

Three issues drive the use of parallel processing in database 
environments namely speed of performance, scalability and 
availability. Increase in Database size increases the complexity 
of queries. Organizations need to effectively scale their 
systems to match the Database growth. With the increasing 
use of the Internet, companies need to accommodate users 24 
hours a day.  Most parallel or distributed association rule 
algorithms parallelize either the data or the candidates. Other 
dimensions in differentiating the parallel association rule 
algorithms are the load-balancing approach used and the 
architecture. The data parallelism algorithms require that 
memory at each processor be large enough to store all 
candidates at each scan.  The task parallel algorithms adapt to 
the amount of available memory at each site, since all 
partitions of the candidates may not be of the same size. The 
only restriction is that the total size of all candidates be small 
enough to fit into the total size of memory in all processors 
combined.

B. FDM ALGORITHM

The FDM (Fast Distributed Algorithm for Data Mining) 
algorithm, proposed in (Cheung et al. 1996) has the following 
distinguishing characteristics:

Candidate set generation is Apriori-like. 

After the candidate sets are generated, different types of 
reduction techniques are applied, namely a local reduction and 
a global reduction, to eliminate some candidates in each site.

The FDM algorithm is shown below.

Input:
DBi //database partition at each site Si
Output:
L //set of all globally large itemsets
Algorithm:
Iteratively execute the following program fragment 
(for the kth iteration) distributively at each site Si. 

The algorithm terminates when either L(k) = ∅, or 

the set of candidate sets

CG(k) = ∅.

if k = 1 then
Ti(1) = get_local_count(DBi, ∅, 1)

else {
CG(k) = ∪n

i=1 CGi(k) = ∪n
i=1 Apriori_gen(GLi(k-1))
Ti(k) = get_local_count(DBi, CG(k), i) }

for each X ∈ Ti(k) do

if X.supi ≥ s × Di then
for j = 1 to n do
if polling_site(X) = Sj then
insert 〈X, X.supi〉 into LLi,j(k)
for j = 1 to n do
send LLi,j(k) to site Sj
for j = 1 to n do {
receive LLj,i(k)

for each X ∈ LLj,i(k) do {

if X ∉ LPi(k) then
insert X into LPi(k)
update X.large_sites } }

for each X ∈ LPi(k) do
send_polling_request(X);
reply_polling_request(Ti(k))

for each X ∈ LPi(k) do {
receive X.supj from sites Sj

where Sj ∉ X.large_sites

X.sup = Σn
i=1 X.supi

if X.sup ≥ s × D then
insert X into Gi(k) }

1. broadcast Gi(k)

receive Gj(k) from all other sites Sj, (j ≠ i)

L(k) = ∪n
i=1 Gi(k)
divide L(k) into GLi(k), (I = 1,…,n)

1. return L(k).

VIII. NIADD ALGORITHM

Parallel processing involves taking a large task, dividing it 
into several smaller tasks, and then working on each of those 
smaller tasks simultaneously. The goal of this divide-and-
conquer approach is to complete the larger task in less time 
than it would have taken to do it in one large chunk.  In 
parallel computing, Computer hardware is designed to work 
with multiple processors and provides a means of 
communication between those processors. Application 
software has to break large tasks into multiple smaller tasks 
and perform in parallel. NIADD is algorithm striving to get 
the maximum advantage of using the RDBMS like parallel 
processing.
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A. NIADD CHARECTERISTICS

The NIADD (New Improved Algorithm for Distributed 
Databases) algorithm has the following distinguishing 
characteristics.  Candidate set generation is Apriori-like, 
but frequent item sets generated with Minimum support 
reduces the set of candidates commonly. The Algorithm 
uses the power of Oracle and its Memory Architectures to 
attain speed. An oracle query is executed with the 
support% as a parameter for reduction of candidates. 

B. NIADD ALORITHM

Let D be a transactional database with T transactions 
at Locations L1, L2, ..., Ln. The databases are { D1, D2, …. 
Di }. Let T1, T2, …. Ti be the Transactions at each 
Location.  Let Fk be the set of Common Frequent item sets. 
Let Min Support be Defined as a percentage and the 
Criteria to Filter Transactions where  T1..n ≥ Min Support. 
The main goal of a distributed association rules mining 
algorithm is finding the globally frequent item sets F. The 
NIADD Algorithm is defined as 

for each D1..n do  //where 1..n = Di

        for each T1..n � Di do
if Ti(support)  ≥ Min Support then

Select  Ti into Fk

                end if
        end for 

                 end for

IX. CHALLENGES

Mining Distributed Databases has to address the problem of 
large-scale data mining. It has to speed up and scale up data 
mining algorithms. 

Challenges:
– Multiple scans of transaction database

– Huge number of candidates

– Tedious workload of support counting for 
candidates

Possible Solutions:

– Reduce passes of transaction database scans

– Shrink number of candidates

– Facilitate support counting of candidates

The itemsets can be reduced by reducing the number of 
transactions to be scanned by Transaction reduction. Any 
transaction which does not contain frequent k-itemsets cannot 
contain any frequent (k + 1) - itemsets. The transaction can be 
filtered from further scans. Partitioning techniques which 
require two database scans to mine the frequent itemsets can 
be used. The First Phase subdivides the transactions of D into 
n non-overlapping partitions. If the minimum support 

threshold for transactions in D is min sup, then the minimum 
itemset support count for a partition is min sup x the number 
of transactions in that partition. For each partition, all frequent 
itemsets within the partition are found. These are referred to as 
local frequent itemsets. The procedure employs a special data 
structure which, for each itemset, records the TID's of the 
transactions containing the items in the itemset. This allows it 
to find all of the local frequent k-itemsets, for k = 1:2, in just 
one scan of the database. In the second Phase, a second scan of 
D is conducted in which the actual support of each candidate 
is assessed in order to determine the global frequent itemsets. 

X. PERFORMANCE AND RESULTS

NIADD Finds sequences of transactions associated over a 
support factor. The goal of pattern analysis is to find 
sequences of itemsets. A transaction sequence can contain an 
itemset sequence if each itemset is contained in one 
transaction. i.e.  If the ith itemset in the itemset sequence is 
contained in transaction j in the transaction sequence, then the 
(i + 1)th itemset in the itemset sequence is contained in a 
transaction numbered greater than j. The support of an itemset 
sequence is the percentage of transaction sequences that 
contain it. The data set used for testing the performance the 
NIADD algorithm was generated by setting the maximum 
number locations as Three. The algorithms were implemented 
in Oracle 10g and the support factor was varied between 0.5% 
and 5%. Figure 1 shows the performance of the algorithms 
depending on the number Transactions and Distributed 
Databases count. To decrease the execution time, filters (Min 
Support Percentage) were increased. It was found there was a 
noticeable improvement in the performance of the algorithms 
with increments in the support factor.

SELECT 
EmpId , EmpName, EmpBasic

  FROM emp@loc1.db 
  Union
EmpId , EmpName, EmpBasic
  FROM emp@loc2.db 
  Union
EmpId , EmpName, EmpBasic
                   FROM emp@loc3.db
   Where EmpBasic > 3000

A. ANALYSIS AND OBSERVATIONS

1. The time taken to retrieve a row from a Very Large 
Database is less than 1 second.

2. The time taken increases with the number of rows 
3. The time taken on multiple item attributes is 

unimaginable.
      4.   The information retrieval is directly proportional to the 
number of Transactions in the database.
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B. SOLUTION

Goal is to identify Frequent Item sets in Distributed Databases
1. Determining What to Select 

o The Attributes of an Item is translated to
Columns of the Transactions. 

2. Selecting frequent Item sets.

C. EXPERIMENTAL REULTS OF NIADD

Experiments were conducted to compare response times 
obtained with FDM and NIADD on the Distributed Databases. 
It was noticed; increase in the Min Support decreased the 
computation time.

TABLE 1: FREQUENT ITEMSET RETRIEVAL TIME OF FDM AND 

NIADD BASED  DISTRIBUTED DATABASES

TABLE 2: FREQUENT ITEMSET RETRIEVAL TIME OF FDM AND 

NIADD BASED SUPPORT FACTOR

Figure 2 - Response times obtained with FDM and NIADD based 
on Number of Databases

Figure 3 -  Response times obtained with FDM and NIADD based 
on Min Support %

The data set used for testing the performance of the 
two algorithms, NIADD and FDM, was generated according to 
(Agrawal and Shrikant 1994), by setting the number of items N 
= 100, and the increasing the support factor. To test the 
described algorithms, 1 to 3 Databases were used. The 
algorithms were implemented in Oracle 10g. To study the 
algorithms the support factor was varied between 0.5% and 
5%. A first result, obtained by testing the two algorithms on 
data sets with 1000 to 5000 transactions and, as mentioned 
before, using between 1 and 3 Databases with a support factor 
of a maximum of 5%.  The performance of the algorithm 
depends on the support factor % and the number of 
transactions. For a data set with 4500 transactions that was 
distributed on three Databases, an execution time of just 8.92 
seconds for the NIADD algorithm and 7.6  seconds for the 
FDM algorithm. The data set with 1000 transactions was 
distributed on 2 sites the execution time for the NIADD 
algorithm was 68 second and for the FDM algorithm 60 
seconds, while the same data set distributed on 3 sites the 
execution time has raised to 88 seconds for the NIADD 
algorithm and to 80 seconds for the FDM algorithm. The FDM 
performance increased since it used the respective processors at 
locations of the databases.  It is noticeable that the performance 
of the algorithms increases with the support factor, but the 
FDM algorithm presents a better performance than the NIADD 
algorithm. From the experiments made, resulted a good 
scalability for the NIADD and FDM algorithms, relative to 
different support factors for a large data set. The distributed 
mining algorithms can be used on distributed databases, as well 
as for mining large databases by partitioning them between 
sites and processing them in a distributed manner. The high 
flexibility, the scalability, the small cost/performance ratio and 
the connectivity of a distributed system make them an ideal 
platform for data mining.

XI. CONCLUSION

Finding all frequent item sets in a database in real-world 
applications, is a problem since the transactions in the database 
can be very large scaling up to 10 terabytes of data. Frequent 
item sets increases exponentially based on the number of 
different items. Experimental results show, mining algorithms

SL.No. No. of 
Databases

FDM in 
Secs NIADD in Secs

2 1 7.6 8.92

3 2 12.1 13.6

4 3 16.2 17.6

SL.No. Support % FDM in 
Secs NIADD in Secs

1 0.5 7.6 8.92

2 1 3.838 4.46892

3 2 0.97869 1.1217

4 3 0.16800845 0.18807

5 5 0.01764089 0.019
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do not perform evenly when implemented in Oracle, 
demarcating space for performance improvements. The 
algorithms determine all candidates in Distributed Database 
architecture. For any frequent item in an item set, candidates 
that are immediate supersets of the item need to be determined. 
In this paper a new improved algorithm, NIADD is presented. 
The new algorithm is compared with FDM. The results indicate 
that the NIADD algorithm is well suited and effective for 
finding frequent item sets with less execution time. Also, 
increasing the support factor proportionately increases the 
performance of the algorithm. These results show the fact that 
the increase in Min Support is done relative to the Transaction 
values in the Database’s dataset. The NIADD can be used on 
distributed databases, as well as for mining large volumes of 
data based on the Memory of the main site. This leaves scope 
for improvement of the NIADD by using multiple-processor’s 
memory like the FDM.
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Abstract—The Data mining methods have a plenty of applications 
in various fields of engineering. The present application area is 
the Port operations and management. Conventionally port 
performance was assessed by the ship turnaround time, a marker 
of cargo handling efficiency.  It is a time used up at port for 
transshipment of cargo and servicing. During the transshipment 
and servicing, delays were inevitable and occur predominantly; 
The major delay happening at port was due to the non-
availability of trucks for evacuation of cargo from port wharf to 
the warehouses. Hence, modeling the delay occurrences in port 
operations had to be done, so as to control the ship’s turnaround 
time at the port to prevent additional demurrage charges. The 
objective of this paper was to study the variety of delays caused 
during the port processes and to model it using Data mining 
techniques. 

Keywordst; Data mining techniques, Transshipment delays, 
Shunt trucks, Artificial neural network, Nonlinear  analysis. 

I.  INTRODUCTION  

The growing volume of Port related transhipment data raises 
many challenges, one is to extract, store, organize, and use the 
relevant knowledge generated from those data sets. The data 
content with differing time periods could be deployed for 
various engineering applications. The innovations that occur in 
computing infrastructure and the emergence of data mining 
tools have an impact on decision making related port shipment 
operations. The growing demand for data mining has led to the 
development of many algorithms that extract knowledge and 
features such as missing data values, correlation, trend and 
pattern, etc. from a large scale databases. Data mining 
techniques play a crucial role in several fields of engineering 
applications. They help the managers in formatting the data 
collected over an issue and collecting the potential information 
out of the data through preprocessing and warehousing tools. 
The conventional MLR models were replaced by Nonlinear 
and ANN models to do the prediction of future variable values 
related to the complex systems, even with the minimum data 
because of their accuracy and reliability in results. This paper 
focus on the application of data mining techniques in 

processing the Non-containerized ships related transhipment 
delays and model it using various models such as MLR, NLR 
and ANN.  A ship’s service time, which affects quantum of 
the consignments imported and exported in a particular time 
period, was much influenced by berth planning and allocation. 
Also, it affects the Ship turnaround time, since the vessels’ 
length of stay at port was decided by it. The delay caused by 
shunt trucks at port gates was one of the crucial issues faced 
by the Port authorities. The cargo evacuation period was 
influenced by shunt trucks turnaround time. The turnaround 
time of a truck was estimated as the time taken to evacuate the 
cargo completely from the port’s quay or wharf to the 
company warehouses located in the port outer area.  Port 
terminals trying to minimise the truck turnaround time, so as 
to reduce the inland transportation cost of cargo evacuation. 
The delay component was significant, varying and high in 
developing countries compared to the efficient ports of 
developed countries.  

The export or import of commodity was done by the 
procedures of port system given in the Figure 1. The major 
factors affecting the ship servicing delay were lengthy port 
operational procedures in importing or exporting the cargo, 
ship related delays (not related to port) and port related delays 
and delays due to carriers. Hence, it was necessary to analyse 
the causes behind delays and to formulate strategies to 
minimise it.  

 

 
 

Figure 1 Operations in Non-containerised cargo  
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  The list of procedures related to truck shunt operations to 
evacuate the cargo is given below; 

 
Procedures involved in transshipment operations 
• Prepare transit clearance 
• Inland transportation  
• Transport waiting for pickup &loading   
• Wait at port entry 
• Wait at berth 
• Terminal handling activities 

II. PAST LITERATURE 

Ravikumar [1] compared the various data masking 
techniques such as encryption, shuffling, scrubling, etc and its 
wide applications in various industries to secure data from 
hacking and discussed the advantages of Random 
Replacement as one of the standard method for data masking 
with the highest order of security. Mohammad behrouzian [2] 
discussed the advantages, limitations and applications of data 
mining in various industries and the banking industry, 
especially in the customer relationship management.  
According to Krishnamurthy [3] data mining  is an interface 
among the broad disciplines like statistics, computer science 
and artificial intelligence, machine learning and data base 
management,etc., Kusiak [4] introduced the concepts of 
machine learning and data mining and presented the case 
studies of  its applications in industrial, medical, and 
pharmaceutical domains. 
     Chang Qian Gua [5] discussed the gate capacity of 
container terminals and built a multiserver queuing model to 
quantify and optimize the truck delays. Wenjuan Zhao and 
Anne V. Good child [6] quantified the benefits of truck 
information that can significantly improve crane productivity 
and reduce truck delay for those terminals operating with 
intensive container stacking. Unctad report [7] suggests 
various port efficiency parameters to rank the berth 
productivity. The parameters used were, average ship berth 
output, delays at berth, duration of waiting for berth and turn-
round time. Nathan Huynh [8] developed a methodology for 
examining the sources of delay of dray trucks at container 
terminals and offered specialized solutions using decision 
trees, a data mining technique.  U. Bugaric [9] developed a 
simulation model to optimize the capacity of the Bulk cargo 
river terminals by reducing transshipment delay, without 
investing on capital costs.  Mohammed ali [10] simulated the 
critical conditions, when ships were delayed at offshore and 
containers were shifted to port by barges; Kasypi mokhtar [11] 
built a regression model for vessel turnaround time 
considering the Transshipment delays and number of gangs 
employed per shift, etc.  Simeon Djankov [12] segregated the 
pre-shipment activities such as inspection and technical 
clearance; inland carriage and handling; terminal handling, 
including storage, Customs and technical control. And, he 
conducted an opinion survey to estimate the delay caused in 
document clearance, fees payment and approval processes.                          
F. Soriguera, D. Espinet, F. Robuste [13] optimized the 
internal transport cycle using an algorithm, by investigating 

the sub systems such as landside transport, storage of 
containers in a marine container terminal. Brian M. Lewis, 
Alan L. Erera, and Chelsea C. White [14] designed                   
a markov process based decision model to help stakeholders 
quantify the productivity impacts of temporary closures of a 
terminal. He demonstrated the uses of decision trees to gain 
insight into their operations instead of exhaustive data 
analysis. Rajeev namboothiri [15] studied the fleet operations 
management of drayage trucks in a port. Truck congestion at 
ports may lead to serious inefficiencies in drayage operations. 
H.Murat Celik [16] developed three different ANN models for 
freight distribution of short term inter-regional commodity 
flows among 48 continental states of US, utilizing 1993 
commodity survey data. Peter B. Marlow [17] proposed a new 
concept of agile ports, to measure the port performance by 
including quantitative and qualitative parameters. Rahim F. 
Benekohal, Yoassry M. El-Zohairy, and Stanley Wang [18] 
evaluated the effectiveness of an automated bypass system in 
minimizing the traffic congestion with the use of automatic 
vehicle identification and Low speed weight in motion around 
a weigh station in Illinois to facilitate preclearance for trucks 
at the weigh station. Jose L. Tongzon [19] built a port 
performance model to predict efficiency of transshipment 
operations. This present research focus on Bulk ports handling 
Non-containerized cargo ships. The transshipment delay data 
was used for building a predictive model for the future ship 
delays. 

 

III.  DATA COLLECTION &  ANALYSIS 

The noncontainerised cargo ship data were collected for the 
past five years from 2004 to 2009 from various sources 
including India seaports [20, 21&22] for a study port. The data 
comprised of number of ship cranes, number of trucks 
required to evacuate, crane productivity, truck travel time,  
idle time, gang idle time, truck shunt  time, truck trip distance, 

TABLE I 
SUMMARY   OF TRANSHIPMENT DELAY DATA 

Variable Mean S.D Min. Max. 

X1 
102 55 34 504 

X2 
0.88 0.36 0.26 1.74 

X3 
0.03 0.04 0.00 0.08 

X4 
0.28 0.12 0.05 0.72 

X5 
27.00 25.00 5.00 80.00 

X6 
2.35 1.44 0.33     5.78 

X7 0.04 0.03 0.01 0.18 

X8 0.038 0.026 0.01 0.18 

Y 0.18 0.09 0.00 0.35 
 

Where,  
Y = Transshipment delay of Non-containerized cargo. 
 X1=Number of evacuation trucks,X2=Truck travel time,X3=Gang nonworking 
time,X4=Truck shunting duration,X5=Trip distance ,X6=Berth Time at 
berths,X7=Waiting time at berth,X8= other miscellaneous delays . 
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delay caused at berth and the gross delay, ship waiting time for 
berth outside the channel, time spent on berth (berthing time) 
and ship turnaround time. The summary of ship delay data and 
the methodology of the study were presented in Table 1 & 
Figure 2. 

A. preprocessing,Correlation and Trend 

The collected data was preprocessed using data transformation 
algorithm and the missing values in the database were filled 
and the descriptive statistics was estimated. The average crane 
working time was 5.93 hours per day and mean gang idle time 
was 0.03 days. The mean berthing time was 2.3 days and the 
mean ship turnaround time was 2.71 days. A multivariate 
analysis was done to estimate the correlation among dependent 
and independent variables. The correlation matrix showing the 
correlation among the variables was presented in Table II. The 
average Crane efficiency at the study port was 19616 Tonnes 
per day; average ship waiting time at berth was 0.04 day and 
the mean crane productivity was 7.67 Tonnes per hour. The 
average number of trucks required for evacuation was 104; the 
mean truck travel time was 0.88 hour mean delay caused to the 
ship at the port was 0.18 day. 
        To study the relationship between the independent 
variables and dependant variable, correlation analysis was 
carried out and the results were presented in Table II.  The 
independent variable, transshipment delay is highly correlated 
with Delay caused at storage area and by gang /workforce and 
further it was correlated with the ship berthing time at port. 
Also, it was significantly correlated to the number of 
evacuation trucks, travel time of truck and trip distance, etc. 

   

IV.   DATA COLLECTION &  ANALYSIS 

Using the historical data on Transhipment delay collected, an 
ANN model was built, to study the relationship between 
Transhipment delay and other influencing parameters. Also, a 
MLR model and a multivariate nonlinear regression model 
were built for the above data and statistical performance  
and prediction accuracy of models were compared and the 
outcomes were presented. 
 
 

A  Artificial neural network modeling  
      An artificial neural network was an emulation of biological 
neural system which could learn and calibrate itself. It was 
developed with a systematic step-by-step procedure to 
optimize a criterion, the learning rule. The input data and 
output training was fundamental for these networks to get an 
optimized output. The neural network was good at studying 
patterns among the input data and learns. The prediction 
accuracy increases with the number of learning cycles and 
iterations.  The estimation of Gross transhipment delay caused 
to the commodity ship tends to vary with type of cargo, 
season, shipment size and other miscellaneous factors, the 
most popular and accurate prediction technique;        
MATLAB’s Back propagation neural network (BPNN) 
module was utilized to predict the Transhipment delay faced 
by non-containerised ships from the past data. Figure 3 present 
the hidden layer and architecture of BPNN. The ANN based   
model was built and training was done using three years’ of 
past data and for testing & production, the two years data were 
used.   The inputs, fleet strength of evacuation trucks, truck 
travel time, delay due to gang -workforce, idle time, shunting 
time, trip distance, berth time, delay at storage area were given 
as batch files and the script programming was used to run 
neural network model with adequate hidden neurons and the 

output, transshipment delay was generated and compared with 
the MLR and Nonlinear regression model outputs. 
The ANN sample statistics (training, testing and production) 
were given in Table III. The Table IV presents the ANN 

 
 

 Figure 2 Methodology of the study 

TABLE II 
CORRELATION VALUES BETWEEN VARIABLES  

  

 
X1 X2 X3 X4 X5 

X1 1.00 -0.98 -0.35 -0.50 -0.18 

X2 -0.98 1.00 0.37 0.53 0.17 

X3 -0.35 0.37 1.00 0.25 0.11 

X4 -0.50 0.53 0.25 1.00 0.08 

X5 -0.18 0.17 0.11 0.08 1.00 

X6 0.07 -0.05 -0.03 -0.52 0.01 

X7 0.13 -0.11 -0.05 -0.06 -0.02 

X8 0.00 -0.02 -0.03 -0.01 0.03 

Y -0.21 0.22 0.54 -0.04 0.15 

  
X6 X7 X8 Y 

X1 
 

0.07 0.13 0.00 -0.21 

X2 
 

-0.05 -0.11 -0.02 0.22 

X3 
 

-0.03 -0.05 -0.03 0.54 

X4 
 

-0.52 -0.06 -0.01 -0.04 

X5 
 

0.01 -0.02 0.03 0.15 

X6 
 

1.00 0.17 -0.37 0.02 

X7 
 

0.17 1.00 -0.34 -0.19 

X8 
 

-0.37 -0.34 1.00 0.48 

Y 

 
0.50 0.20 0.60 1.00 
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output statistics. The error in prediction was significantly low 
(0.006 to 0.015). The correlation coefficient was 0.93.  
 

 

 

 

B. Multiple linear regression Models   

        The multiple linear regression analysis was used to build 
a model between independent and dependant variables to 
estimate the Gross transshipment delay caused to the 
noncontainerized ship at Port (including delay at berth and 
other delays due to gang, crane and other parameters). From 
the multivariate correlation analysis, the correlations between 
the variables were found. The variables with a significant 
relationship have been chosen for MLR model building. The 
variables selected for model building were given below:   

 
Multiple linear regression models for Gross transshipment 
delay of Noncontainerised cargo ships; 
 
Y= 0 .108+ 3.47*10-05*X 1+ 4.953*10-02*X 2+0.942*X3-1.988*10-

02*X4+1.662*10-04*X 5+4.397*10-04*X 6+2.462*10-02*X 7+1.006*X8                         (1) 
 
Where, X1=Number of evacuation trucks;X2=Truck travel time; 
X3=Gang nonworking time;X4=Truck shunting duration;X5=Trip 
distance;X6=Berth Time at berths;X7=Waiting time at berth; 
X8= other miscellaneous delays; Y=Transhipment delay. 
 
C. Multivariate Nonlinear regression analysis: 
         Multivariate Nonlinear regression analysis was 
performed to build a model between independent and 
dependant variables to estimate the Gross transshipment delay 
caused to the noncontainerized category of ships. The effect of 
dynamics of independent variables over the dependant 
variables was brought in by the nonlinear analysis. The 
estimated MNLR model was given in eq.(2). 
Nonlinear regression model: 
 
 Y = [(-9.435E-02)-(1.806E-02)*(1/SQRT(truck_Tt))+(4.51231E-03) 
*(1/SQRT(truck_Tt))^2+(12.41806)*(V)-(0.949)*( U)*(V)+(7.95E-02)*(V)^2 
+(0.127)*(W)+(4.675489E-02)*( U)*(W)-(25.03726)*(V)*(W)+(1.599472E-02) 
*( W)^2+(4.856763E-02)*( X)-(0.0139986)*(U))*( X )+(1.352323)*(V)*( X) 
-(1.153036E-02)*( W)*(X)-(2.087984E-03)*( X)^2)] / [(1+(6.954577)*( U)*(V) 
+(0.3523445)*( U))*( W)-(120.3657)*(V)*(W)-(8.882952E-02)*( U))*( X ) 
+(10.20601)*(V)*( X)+(7.149175E-03)*( W)*(X))]                                       (2) 
  
Where,Y = Gross transshipment delay; U = 1/√ (truck trip time); 
 V = (Gang idle period)2 ;W = 1/√(truck shunting time); X = Log (craneff_ton); 

V    RESULTS  &  DISCUSSIONS 

The actual service time values (observed) were plotted against 
artificial neural network model and MLR, MNLR forecasted 
outputs for Non-containerised cargo and presented in Figure 4. 

 
         A sensitivity analysis was carried out to study the 
influence of port characteristics on Delays using the proposed 
models. The gross delay was directly proportional to the crane 
efficiency and truck shunting time. As the crane efficiency 
increase from 2000 T to 12000 T the delay might increase 
from 0.20 days to 0.366 days.The delay become optimised for 
the range of 55 to 75 shunting trucks. Also,the crane efficiency 
varies with the shunt trucks efficiency in transhipment. The 
effect got influenced by level of service or  congestion levels 
of roads. The gross delay got affected due to port berth 
delays.It could be reduced by minimising the ship berth time 

 
Figure 4  Observed ,MLR & MNLR ANN forecasted values  

TABLE IV 
 

ANN MODEL PREDICTION STATISTICS 

ANN output parameters Value 

R squared: 0.87 

r squared: 0.87 

Mean squared error: 0.001 

Mean absolute error: 0.01 

Correlation coefficient : 0.93 

 
Table V 

Performance of MLR &  Multivariate nonlinear 
regression analysis  

Output parameters 
MLR 
analysis 

MNLR 
analysis 

RMS Error 8.40E-03 7.87E-02 

R-Squared 0.90 0.35 

Coefficient of Variation 3.90E-02 3.93E-03 
Press R-Squared 0.89 0.34 

 

 
Figure 3 Hidden layer & Architecture of BPNN 

 TABLE III 
 

ANN  SAMPLE STATISTICS (NUMBER &  PERCENTAGE) 

Cargo Sample
s for 

Traini
ng No.  

Samples 
for 

Testing 
No.  

Samples 
for 

Prodn 
No. 

Total 
No.  

Non-
containerised 
 

1243 
(38.6 
%) 

638 
(19.9%) 

1339 
(41.6%) 

3221 
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at wharf. From the sensitivity  analysis, it was concluded 
that,even if a port  well equipped port  with state of the art 
infrastructure,may face transhipment delay, due to  its 
operational deficiencies such as issues related to work shifts, 
labours discipline, insufficienct shunt trucks and cranes. 
 

 
Figure 5  Sensitivity analysis outputs 

VI  CONCLUSION 

From the outputs of ANN, MNLR and MLR analysis, it was 
concluded that the prediction accuracy of the ANN model was 
established from the R2 (0.87) and Correlation co-efficient 
(0.93). This paper discussed the application of datamining 
techniques in predictive analysis of future delays to be faced 
by Non-containerised cargo at Port berths. Further, it has a 
scope of various issues connected with cargo transhipment in 
the port sector. 
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ABSTRACT 
Software  systems  are  mainly  changed  due  to 
changing requirements and  technology which often 
lead  to  modification  of  software  systems.  In  this 
paper  dynamic  approach  through  feedback 
mechanism  is  used  to  enhance  the  quality  of  the 
software in software houses.  It involves the continual 
process of updating and enhancing given software by 
releasing  new versions.  These  releases  provide  the 
customer with improved and error-free versions. To 
enhance  quality  VEMP  (view,  evaluate,  maintain, 
performance)  mechanism  applied  on  the  results 
gathered through feedback mechanism.  By using this 
approach it improves overall software quality, reduce 
software costs, release on time and deliver software 
with fewer defects and get higher performance. 

Keywords: Software quality, Customer Feedback, 
User  Satisfaction,  Software  Quality  Assurance, 
Dynamic Updation, Software Houses.

1.0 INTRODUCTION
   The quality of a software is a major challenge in 
software  system  and  is  widely  accepted  as  its 
conformance  to  customer  requirements  (Levin  and 
Yadid,  2003;  Vitharana  and  Mone,  2010 ).  Studies 
indicate  that  90%  of  all  software  development  is 
maintenance  and  more  than  50%  of  the  total 
maintenance cost of software depends on rework i.e. 
in  changing  the  software  (Gupta  et  al.,  2010). 
Software  systems  have  recently  propagated  greatly 
and become a pervasive occurrence both in the life of 
individuals and in culture at large. Accompanying the 
expansion  growth  of  software  use,  it’s  essential  to 
ensure  the  high  quality  of  software.  Sufficient 
software testing, authentication and error elimination 
are  the  most  important  techniques  for  improving 
software quality.

The  main  objective  of  this  research  is  to  produce 
realistic  software  systems  that  have  collective  and 
cost effective worth using an efficient development of 
software process to improve software quality (Martin, 
2005). The quality of software could be explained by 
various aspects  such as  consistency, maintainability 
of  the  system.  Dynamic  approach  to  be  use  for 
software  to  enhance  the  quality,  to  improve  the 
efficiency  of  programming,  to  reduce  the  cost  of 
maintenance and promote the development of system 
software (Avaya et al., 2007). Software developments 
are playing a significant role in human lives during 
the past years, due to the strict and vital demand of 
technology to make lives  easier  (Raz  et  al., 2004). 
However,  in  the  released  software  have  missing 
functionality  or  errors  due  to  the  restriction  of 
development  technology,  time-to-market  demands 
and limited development resources.  (Wagner,  2006; 
Klaus, 2010).
The  cost  of  software  problems  or  errors  is  a 
significant problem to global industry, not only to the 
producers of the software but also to their customers 
and end users of the software. Defects in production 
software can severely disrupt business operations by 
causing  downtime,  customer  complaints,  or  errors 
(Wagner 2006). 

1.1 RESEARCH OBJECTIVE

Software  manufacturing  is  the  methodological 
approach toward the expansion and preservation of 
the software. It had a significant impact on future of 
the discipline by focusing its efforts on enhancing the 
software  quality.  The  primary  objective  of  this 
research  is  the  construction  of  programs  that  meet 
stipulation and evidently perfect,  developed with in 
scheduled time and agreed budget. The purpose to do 
this  research  is  to  discover  the  requirements 
according  to  the  changing  needs  of  user’s 
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environment that help to improve quality of system. 
By using dynamic approach we can upgrade a system 
according  to  the  need  of  the  user  to  enhance  and 
improve  software  quality  and  make  them  more 
reliable.  The online feedback mechanism is used to 
take responses of users.  

1.2  SOFTWARE  QUALITY  THROUGH 
DYNAMIC UPDATION
Dynamic updation is a type of software development 
that  upgrades  a  running  system  without  disruption 
(Gorakavi, 2009; Orso et al., 2002). Software system 
are  continually  varying  and  developing  in  order  to 
eradicate  faults,  enhance  the  performance  or 
consistency  and  append  better  functionality  to 
acquire  better  quality  of  the  working  system. 
Typically  software  updation  process  consists  of 
stopping  the  system to  be  updated,  performing the 
updation of the code and feathers and restarting the 
system (Taylor and Ford 2006; Chen,  et al., 2006). 
This situation is worst  and take a time to maintain 
quality of the software   (Chen and Dagnat  2011).
A  essential  aspect  of  quality  is  that  it’s  not 
complimentary  and  it  constantly  entail  efforts 
characteristically  in  reviewing,  testing,  examination 
etc.  which  outlay  extra  but  on  the  other  hand  it 
forever  append  some  assessment  to  the  customer 
(Chen and Dagna,  2011). A general view of quality is 
the totality of features and characteristics of a product 
or service to satisfy specified or implied needs.
In  this  research  the  quality  of  software  products 
enhanced  during   process  for  continuously 
development  which  involves  the  management 
control,  coordination,  and  feedback  from  various 
contemporaneous processes during the software life 
cycle  development  and  its  implementation  process 
for fault exposure, to the elimination and anticipation 
and the quality expansion process (Lai  et al., 2011; 
Levin  and Yadid, 2003) . The excellence of software 
is  believed  to  be  elevated  higher  if  it  meets  the 
standards and procedures according to the needs of 
the users required for the product. Software intensive 
companies experience re-appearing problems as well 
as problems due to lack of knowledge about certain 
technology,  methods  and  no proper  communication 
with the customers (Dingsoyr and  Conradi, 2000). A 
way  to  reduce  such  problems  is  to  make  better 
feedback  structures  for  a  company i.e.  try  to  learn 
from  past  successes  and  mistakes  to  improve  the 
development process.

1.3 SOFTWARE QUALITY
Quality is a perception that requires a comprehensive 
and concise meaning and consequently it’s difficult to 
measure accurately, evaluate among various services, 
business, and possessions (Wysocki, 2006). The high 

quality of the software is defined as software having 
no mistake and deficiencies.  It’s  extremely hard to 
demonstrate  that  the  software  doesn't  contain  any 
errors. Consequently the good quality of software is 
not  including  any  mistake  and  insufficiency.  It’s 
generally  accepted  that  the  development  of  high-
quality  software  is  an  important  challenge  to  the 
industry (Klaus, 2010). Quality is progressively more 
perceived as a considerable characteristic of software, 
Software  possession,  expansion,  preservation  and 
process  organizations  tackle  with  these  swing  are 
universal,  not  any sufficiently  operation to contract 
through it.  (Abran  et  al., 2004;  Chen  and  Dagnat, 
2011).

1.4 ROLE OF SOFTWARE HOUSES TO GAIN 
SOFTWARE QUALITY
Software  houses  are  captivating  steps  towards  the 
accomplishment  of  quality  organization  system 
(QOS) and attaining certifications to  global  quality 
principles  (Akinola,  2011).   The  quality  of  the 
software  is  a  positional  motivation  to  enhance  the 
company's  representation,  attract  innovation  of 
employee and assist to remain the staff turnover low 
(Hellens, 2007). The software houses handled various 
Software  Projects  and  the  duration  of  each  project 
varied from time to time depending on the scope and 
user  requirement  elicitation.  Majority  of  the  firms 
complained  that  customer  don’t  identify  what  they 
desire  until  they  see  it  and  thus  effecting  project 
duration. Mostly the users know what they want but 
they  cannot  explain  their  requirements  effectively 
(Olalekan et al., 2011). The modifications have to be 
tracked,  investigated  and  submissive  to  make  sure 
elevated  quality  in  the  outcome  (Khokharet  et  al., 
2010). A qualified software house usually consists of 
at least three enthusiastic subordinate terms (Haiwen 
et  al., 1999):  business  analysts  who  describe  the 
business  requirements  of  the  marketplace,  software 
expensive  /  programmers  who  generate  the 
technological requirement and develop the software, 
software  testers  who are  accountable  for  the  entire 
procedure of quality administration. 
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Figure: Quality Cost and 
Conformance Level

2.0 APPLICATION METHODOLOGY
Dynamic  software  updating  (DSU)  is  a  method  in 
which  a  running  program  can  be  updated  with 
innovative convention and data without interrupting 
its execution which must provide continuous service 
to fix bugs and add new features (Stoyle et al., 2007). 
Dynamic  software  updating  is  also  useful  for 
avoiding the need to stop and start  a  system every 
time it must be patched. 

2.1 Feedback mechanism in Software Houses
In  this  research  the  basic  purpose  is  to  eliminate 
problems and difficulties  of  the business  customers 
because of the varying demand of the users need to 
maintain the he quality of the system. For his purpose 
a  dynamic  updation  process  through  feedback 
mechanic  is  used  to  get  the  latest  demands  of  the 
users  and  find  bugs  occur  during  the  working 
(Contributor,  2006).  Problems occur due to  lack of 
knowledge  about  certain  technology,  methods  and 
improper  communication  with  the  customers 
(Dingsoyr  and  Conradi  2000).  Feedback  is  a 
significant ingredient to measure the performance of 
system (Akinola, 2011; Avaya et al., 2007). Feedback 
is  taken  from customer  through online  mechanism, 
interviews, survey, meetings to the user who handle 
the  system.  After  making  changes  new  version  is 
released with additional features that fulfil the current 
requirements of the users.  A collective feedback is 
taken of the whole software projects.

Figure : Change Control Process, (Source: 

Pressman, 2001)

2.2 BETA VERSION:
A  beta  version  is  launched  by  a  corporation  to 
releases their software or manufactured goods on a 
trial basis to acquire user’s opinion and to investigate 
faults or mistake that might require to be improved. 
Furthermore,  it  gives  awareness  to  enhance 
consciousness to potential customers by giving them 
an opportunity to “first try before you buy”. A beta 
version  is  offered  to  the  organization  to  check  the 
needs and find errors in the previous version while 
adding new features that help to maintain the system 
quality and enhanced functionality. 
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Figure: Defect rate Software Product Release

2.3 QUALITY INDICATORS
Quality  benefits  of  software  product  lines  can  be 
measured in  two ways.  The first  is  how well  each 
product  matches  the  needs  of  each  customer.  The 
mass customization capabilities of software product 
lines  directly  address  to  measure  quality  (Hevner, 
1997).  The  second  is  the  rate  of  defects  found  in 
project, which can also be significantly improved by 
software  product  (Martin,  2005).  The  satisfied 
customers provide a continuing revenue stream and 
provide  positive  recommendations  (Huan  et  al., 
2008).The suggested indicators are:
     •   Quality in feedback mechanism
     •   Testing process well defined
     •   Experienced feed backing staff 
The  process  quality  and  the  indicator  values  are 
judged on a five-point scale from ‘very low’ to ‘very 
high’ the  judgement  relative  to  the  norm  for  the 
developed  environment  (Neil  and   Fenton,  2007; 
Akinola, 2011) . To set up the indicators, an expert 
judge its ‘strength’ as an indicator of the underlying 
quality attributes. 
3.0 DISCUSSION 
Software evolves  to  fix bugs and add features,  but 
stopping  and  restarting  existing  programs  to  take 
advantage of these changes can be inconvenient and 
costly. Dynamic software updating (DSU) addresses 
these problems by updating programs while they run 
(Chen and Dagnat, 2011). The challenge is to develop 
Dynamic  software  updating  infrastructure  that  is 
flexible,  safe  and  efficient.  Dynamic  software 
updating enable updates  that  are likely to  occur in 
practice and updated programs should be as reliable 
and efficient.
Feedback  is  an  integral  part  of  the  improving  a 
process  in  the  software  industry.  Through  our 
personalized fast  quality  feedback we succeeded in 
increasing  motivation  and  confidence.  (George, 
2003).  To  enhance  quality  VEMP (view,  evaluate, 
maintain,  perform)  mechanism  is  applied  on  the 
results  gathered  through  feedback.   By  using  this 

approach it improves overall software quality, reduce 
software costs, release on time and deliver software 
with fewer defects and get higher performance. The 
quality  of  software  is  the  variation  of  software 
excellence at its release time and consequent efforts 
to  manage the  software  throughout  their  functional 
life (Momoh  and Ruhe, 2005).  The protection refers 
to the actions that edit the software after release in 
the  direction  to  get  better  performance  and  other 
quality features, to be adapted the product in changed 
situations (Wagner, 2006).  Lacking of maintenance, 
software is  in hazard of  rapidly flattering obsolete. 
The ultimate goal of these techniques and methods 
are  to  help  software  developers  to  produce  quality 
softwares in an economic and timely fashion.

CONCLUSION:
The consequences  of  the  research  demonstrate  that 
dynamic  technique  through  feedback  mechanism 
successfully  applied  to  improve  excellence  of  the 
software  by  means  of  slight  operating  cost,  less 
execution time and  program volume during project 
development and maintenance. 
Firstly,  the  fault  reported  in  the  preceding  version 
eradicated.  Secondly,  software  developers  find  out 
the requirements from user’s anticipation, evaluation, 
complaints and then combine them what they have 
learnt  with  their  strength  during  the  research  and 
development. Thirdly, the new features are added and 
remove  bugs  that  are  detected  in  the  preceding 
version to get a more reliable system.
The  respondent  errors  and  suggestions  help  to 
acquired requirements from different point of view, 
which  help  better  understanding  of  system. 
Enhancements in software processes would improve 
software  quality;  reduce  expenditure  and  in  time 
release. The common goals are to deliver the project 
in time and within finances. 
After  congregating  requirements  as  well  as 
information’s  regarding  developed  system  a 
possibility revise determination would be done. The 
proposed work premeditated by taking the inclusive 
study of the accessible system. It is a system in which 
electronic data processing methods are used to make 
it error free. New techniques and procedures resolve 
the  problems  of  projected  system.  The  proposed 
research is relatively comprehensive and it covers all 
features in detailed.
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Abstract Over the years chat system which is an application or 

tool used for communicating between two or more persons 

over a network, has been faced with issues of security, data 

integrity and confidentiality of information/data, the 

attacks include social engineering or poisoned URL 

(universal resource locator). An effective attack using a 

poisoned URL may affect lots of users within a short 

period of time, since each user is regarded as a trusted 

user, other are plain text attack which makes 

communication vulnerable to eavesdropping, instant 

messaging client software often requires users to expose 

open user datagram protocol ports increasing the threat 

posed. The purpose of this research is to develop a secured 

chat system environment using Digital Signature, the 

digital signature is used to establish a secure 

communication channel, providing an improved secured 

technique for authentication of chat communication. 

 

Keywords-Secure Chat System, RSA, Public modulus, public 

exponent, Private exponent, Private modulus, digital Signing, 

Verification, Communication Instant Messengers (IM) 
 

  

I. INTRODUCTION 

Chat system is a real-time direct text-based instant messaging 

communication system between two or more people using 

personal computers or other devices, running the same 

application simultaneously over the internet or other types of 

networks. Chat is most commonly used for social interaction, 

for example, people might use chat to discuss topics of shared 

interest or to meet other people with similar interests, 

businesses and educational institutions are increasingly using 

chat as well for example, some companies hold large online 

chat meetings to tell employees about new business 

developments, small workgroups within a company may use 

chat to coordinate their work [1]. In education, teachers use 

chat to help students practice language skills and to provide 

mentoring to students. More advanced instant messaging 

software clients also allow enhanced modes of 

communication, such as live voice or video calling. Online 

chat and instant messaging differs from other technologies 

such as e-mail, due to the perceived synchronicity of the 

communications by the users.  

Instant messengers are faced with several security problems 

which affects the integrity, confidentiality of the data 

communicated, which are Denial of service attack, identity 

issues, privacy issues, transfer of malware through file 

transfer, as a worm propagator vector, poisoned URL, social 

engineering attack etc.   

Several techniques have been employed to the transport layers 

(communication channel) which include TLSSSL (8). The 

vulnerability in the transport layer security protocol allows 

man-in-the-middle attackers to surreptitiously introduce text at 

the beginning of an SSL session, says Marsh Ray (), recent 

research has shown that those techniques have been diagnosed 

to have salient flaws, Related to Instant Messenger (IM) 

security, a modified Diffie-Hellman protocol suitable to 

instant messaging has been designed by Kikuchi et al. [2], 

primarily intended to secure message confidentiality against 

IM servers. It does not ensure authentication and also has 

problems similar to the IMSecure3 solutions. Most chat 

systems have no form of security of the communicated data. 

This research provides a tool for securing data in chat system. 

The secured chat system is designed to provide security, 

confidentiality, and integrity of communication between 
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parties involved by using the underlining technologies of 

Rivest-Shamir-Adelman (RSA) algorithm digital signature 

technique as its method of authentication and verification of 

users’ .The digital signature uniquely identifies the signer of 

the document or message.  

 

OPERATION OF INSTANT MESSENGERS 

To conduct a conversation using instant messaging, the users 

must first install a compatible instant messaging program on 

his/her computer. On successful installation, the users are 

presented with a customized window from which both users 

will exchange other named information for effective 

communication. The delivery of information to the user is 

dependent on the availability of the user on online. Typically, 

IM software requires a central server which relays messages 

between clients. The client software allows users to maintain a 

list of contacts that he wants to communicate with, 

information transferred is via text-based communications and 

communication with other clients is by double clicking on the 

clients’ detail in the contact list. The message contains the IP 

address of the server, the username, password and IP address 

of  the client.When the ISP connects with the specific server, it 

delivers the information from the clients end of the IM 

software. The server takes the information and logs the user on 

to the messenger service, the servers locate others on the 

user’s contact list if they are logged on to the messenger 

server. The connection between the PC, ISP and the 

messenger server stays open until the IM is closed, as 

illustrated in fig. 1. 

 

 
Fig 1: A windows Chat System 

 

OVERVIEW OF EXISITNG INSTANT MESSENGERS 

All Instant Messengers (IM) are categorized into five 

types: 

Single-Protocols IMs: The five most popular IMs, based on 

total users, fall under the category of single-protocol IMs. In 

these clients connect their users often to only one or two 

networks of IM users, limiting contact to only those respective 

networks of IM users. E.g. ICQ Messenger, Skype, Yahoo IM, 

Windows Live Messenger, Google-Talk (Gtalk), hence single-

protocol IM clients offer limited access[7]. 

 

Multi-Protocol IMs: While single-protocol IM clients offer 

limited access, the possibilities are endless with multi-protocol 

IMs. Multi-protocol IM clients allow users to connect all your 

IM accounts with one single chat client. The end result is a 

more efficient IM experience with multi-protocol IMs than 

using several IM clients at once. E.g; Adium, 

Digsby,AOL(American Online) IM, ebuddy, nimbuzz, 

Miranda IM, Pidgin, Yahoo IM, Windows Live Messenger. 

[7]. 

 

Web-Based Protocol IMs : When you cannot download an IM 

client web messengers are a great web-based alternative for 

keeping in touch with other users, unlike other multi-protocol 

IM clients, web messengers require nothing more than a 

screen name to your favorite IM and a web browser. Examples 

are; meebo, AIM Express Web Messenger, IM+ Web 

Messenger. [7]. 

 

Enterprise Protocol IMs: Instant messaging is a brilliant way 

to keep in touch with other users, IM is finding new-found 

application as a commerce-building tool in today’s workplace. 

In addition to opening lines of communication between 

departments and associates throughout a company, instant 

messaging has helped in streamlining customer service. E.g. 

24im, AIM-Pro, Big Ant, Bitwise Professional, Brosix. [7]. 

 

Portable Protocol IMs: While users cannot always download 

IMs to computers at work or school because of administrative 

control, they can utilize portable apps for IM by downloading 

and installing them to a USB drive; once installed, the portable 

apps can be run from the USB drive connecting users to all 

their favorite IM contacts. Examples of this protocol are; 

Pidgin Portable, Miranda Portable, pixaMSN, TerraIM, 

MiniAIM. [7]. 

SECURITY THREATS OF INSTANT MESSENGERS 

Denial of Service (DoS)- DoS attacks can be launched in 

many different ways. Some may simply crash the messaging 

client repeatedly. Attackers may use the client to process CPU 

and/or memory intensive work that will lead to an 

unresponsive or crashed system. Flooding with unwanted 

messages is particularly easy when users choose to receive 

messages from everyone. In this case, attackers may also send 

spam messages such as advertisements. 

 

Impersonation- Attackers may impersonate valid users in at 

least two different ways. If a user’s password is captured, 

attackers can use automated scripts to impersonate the victim 

to users in his/her contact list [3]. Alternatively, attackers can 

seize client-to-server connections (e.g. by spoofing sequence 

numbers). 
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IM as a Worm Propagation Vector- Here we use a broad 

definition of worms [4]. Worms can easily propagate through 

instant messaging networks using the file transfer feature. 

Generally, users are unsuspecting when receiving a file from a 

known contact. Worms successfully use this behavior by 

impersonating the sender. This is becoming a serious problem, 

as common anti-virus tools do not generally monitor IM 

traffic. 

 

DNS Spoofing to Setup Rogue IM Server- Trojans like 

QHosts-125 can be used to modify the TCP/IP settings in a 

victim’s system to point to a different DNS server. Malicious 

hackers can set up an IM server and use DNS spoofing so that 

victims’ systems connect to the rogue server instead of a 

legitimate one. IM clients presently have no way to verify 

whether they are talking to legitimate servers. Servers verify a 

client’s identity by checking the user name and password hash. 

This server-side only authentication mechanism can be 

targeted for IM man-in-the-middle attacks where a rogue 

server may pose as a legitimate server [5]. Account-related 

information collection, eavesdropping, impersonation and 

many other attacks are possible if this attack is successful. 

 

Plaintext Registry and Message Archiving.-There are many 

security related settings in IM clients. Knowledgeable users 

can set privacy and security settings for their needs. IM clients 

save these settings in the Windows registry. Any technically 

inclined Windows user can read registry values and users with 

administrative power can modify those as well. Some security 

related IM settings saved in the registry are: encrypted 

password, user name, whether to scan incoming files for 

viruses and the anti-virus software path, whether permission is 

required to be added in someone’s contact list, who may 

contact the user (only from contacts or everyone), whether to 

share files with others, shared directory path, and whether to 

ask for a password when changing security related settings. 

MSN Messenger even stores a user’s contact list, block list 

and allow list in the registry[6] in a human-readable format. 

Attackers can use Trojan horses to modify or collect these 

settings with little effort. Modifying the registry may help the 

intruder bypass some security options like add contact 

authorization, file transfer permission etc. By collecting user 

names and password hashes, attackers can take control of user 

accounts. Also, the plaintext password can be extracted from 

the encrypted password stored in the registry using tools such 

as Elcomsoft’s Advanced Instant Messengers Password 

Recovery [6] 

 

IMPLEMENTATION OF THE SECURED CHAT SYSTEM 

The secured chat system is a two-tier architecture, which 

offers an improvement to existing chat system which have 

problems of data security, denial of service attacks by 

providing a cheaper but secured authentication technique for 

chat systems. . An existing chat system model was combined 

with the digital signature; the system uses RSA digital 

signature scheme as its method of authentication. The digital 

signature is formed by appending to a message a set of 

existing private key system generated and verifiable by only 

that user who has formed a non-repudiated connection with 

the sender. The receiver and the sender are presented with 

several components for the establishment of a secured 

connection illustrated in fig 3. 

 

MATHEMATICAL MODEL FOR THE DIGITAL 

SIGNATURE AUTHENTICATION OF THE SYSTEM  

The users on enrolment are made to create an account which is 

stored in an array-linked list hash table database located at the 

server end of the system; the registration is completed when a 

user provides a username and generates the private key 

modulus and exponent generated from equation 1, 2, 3 

                                                                          (1) 

                                                              (2)                                              

Where p is the set  and  

                                                (3)                                                              

The modulus and exponent is used to perform the signature 

operation shown in equation 4 at the request for private 

communication by a client  

                                                               (4)                                                                                

The receiver must also establish a private connection by 

generating his private and public keys respectively. The 

message sent by the user is encrypted using the senders private 

key and is only decrypted using the senders public key, thus 

for the original message to reach the receiver, the receiver and 

the sender must have established a two way handshake 

protocol of their public keys and the verification of the process 

is given by the equation 5 

                                                                 (5)                                                                                                       

The keys generated are computer generated in 512 bits binary 

form and must be copied for signature/verification purposes. 

 

PHASES OF THE PROPOSED SYSTEM 

The phases of the system is illustrated in fig 2, it has three 

phases namely; 

Enrolment: the system requires that the user must enroll a 

username, IP address and create public and private exponents 

and modulus which will be used for establishing a two way 

handshake between clients 

Signature/Verification: After the enrolment phase of the 

system, the next phase is the signature/verification phase 

which involves the use of the private and the public 

keys/exponents. For two users to establish a secure 

connection, both must engage in a two way handshake 

procedure, they must exchange public key information when 
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they click to chat with a particular client while the client users 

his/her private key to certify ownership of the public key. If 

the verification process is not successful the user is made to 

reestablish the connection until successful.                                 

Communication: This phase involves the exchange of 

messages between two or more users of the chat system, it 

requires that the users must have gone through the enrolment 

and the signature/verification phase before communication can 

be established.      
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Fig 2: phases of the system 

 

OPERATION OF THE SECURED CHAT SYSTEM 

The Chat System is a Peer-to-Peer application. As shown in 

the fig 3, the Chat communication is achieved using XML-

RPC. When a client initiates a conversation, it contacts the 

Chat Server to check to see the user is still actively logged in, 

and get the IP address and port number of the peer it wishes to 

communicate with. After this information is obtained, the chat 

session between the two peers is a client-to-client conversation 

and the Chat Server is no longer involved. 

 

 

 

 

 

 

 

 

                         

 

 

 

 

 

 

 

 

 

 

 

 

Fig 3: Operation of the secured Chat System 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

ChatS

erver 

 

ChatC

lient 

 

ChatC

lient 

 

ChatC
lients 
Login 

& 
Logo

ut 
of 

ChatS
erver 

ChatClient
s get User 

List 
containing 
IP & Port 
of Users 

from 

ChatServer 

Network 
Transport  
via XML-

RPC 
over IP 

Encrypted 
Peer to 

Peer 
Communic

ations 
between 

Chat 
Clients 
without 

ChatServe
r 

interventio
n 

 

SERVER 

SIGNATURE/

VERIFICATIO

N 

ENROLME

NT 

COMMUNICATI

ON 

(IJCSIS) International Journal of Computer Science and Information Security, 
Vol. 9, No. 10, October 2011

126 http://sites.google.com/site/ijcsis/ 
ISSN 1947-5500 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 4 provides the interaction of multiple users with the Chat 

application, the exchange of public keys.  

IMPLEMNTATION OF THE SYSTEM 

The application has two broad distinctions; 

serverside and client side. The first step is to start 

the server machine, after which other users able to 

connect to chat system. The user is provided a 

window as shown in fig 5 to supply the  IP address 

of the server system and place to enter the name to 

be used in the chat window. 

 

  

Fig 5 Login Window of The Chat System 

 

 

If the server IP address is not correctly entered or 

the server machine is online it brings up an error 

message as shown in fig 6. 

 

 

 

 

 

User A logs into 

ChatServer using 

his private key 

Server contain User 

A & B in User 

List 

User A opens a 

chat window 

and clicks User 

B on the chat 

list 

User A & User B perform 
Personal Encrypted Chat 

Users say Goodbye, & may 
logout of ChatServer 

User A types the 

public key of User 

B in a window 

that appears and 

clicks ok  

User A sends a 

private encrypted 

message to User 

B  

User A generates 

private and public 

keys 

 

 

User B logs into 

ChatServer using 

his private key 

User B opens a 

chat window 

and clicks User 

A on the chat 

list 
User B types the 

public key of User 

A in a window 

that appears and 

clicks ok  

User B sends a 

private encrypted 

message to User 

A  
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Fig 6 Error Message Dialog 

The system then prompts the user to know if the 

user is using it for the first time or not as shown in 

fig 7 

 

Fig 7 Dialog Box Showing To Know If The User 

Has Used The System Before Or Not 

A“yes”  click provides another dialog box where the 

user has to generate the public modulus & exponent 

and private modulus & exponent respectively as 

shown in fig 8 

 

 

 

 

Fig 8 Key Generation    

The user requires his private key to establish a 

private chat and he enters the public key 

information of the recipient, the recipient enters his 

private key complete the secured connection, 

illustrated in fig 8-12 

 

Fig 9 Key Sign-In With Private Modulus & 

Exponent  
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Fig 10 the Chat Window 1 

 

When a user logs out it shows in the chat window 

that the user has left the chat room. 

 

Fig 11 the Chat Window 2 

 

 

Fig 12 Public Modulus & Exponent 

LIMITATIONS 

The system requires the user to copy the keys and their 

exponent because the keys are 512 bits which makes it 

inconvenient and uninteresting to use. 

CONCLUSION/RECOMMENDATION 

Due to the efficiency and convenience of Instant 

Messaging (IM) communications, instant messaging 

systems are rapidly becoming very important tools 

within corporations. Unfortunately, many of the 

current instant messaging systems are inadequately 

secured and in turn are exposing users to serious 

security threats. In this research digital signature 

was used and implemented using Rivest-Shamir-

Adelman (RSA) Algorithm was used in securing the 

chat window, and also ensuring that when a user 

needs to send a private message to another user of 

the chat system it requires that he inputs the public 

key of the other user, if he inputs the wrong keys 

the message will not be sent to the other user 

meaning that he is not familiar with him/her.  

Further work could be done on proving a more 

convenient length of keys which have effective 

security mechanisms. 
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Abstract—A brain-computer interface (BCI) basically transforms 
the brain’s electrical activity into commands that can be used to 
control devices such as robotic arms, pianos and other devices. 
With this, BCI provides a non-muscular communication channel, 
which can be used to help people with highly compromised motor 
abilities or functions. Mental imagery is the mental rehearsal of 
actions without overt execution. A study of motor imagery can 
help us to develop better neuroprosthetic systems. In this paper, 
we describe general concepts about motor imagery and other 
aspects associated with it.  Recent researches in this field, has 
employed motor imagery in normal and brain-damaged subjects 
to understand the content and structure of covert processes that 
occur before execution of action. Finally, we propose a new 
system “μMAC”, which will automate and control basic mouse 
operations using motor imagery. 
 

Keywords- Mu waves, Motor imagery, EEG, Neuroprosthesis, BCI, 
Mouse Control.  
 

I. INTRODUCTION 

Motor imagery is a one of the most studied and 
researched topic in the field of cognitive neuroscience. 
Roughly stated, motor imagery is a mental state wherein a 
subject imagines something. To be more specific, motor 
imagery is a dynamic state during which the subject mentally 
simulates a given action.  

According to Jeannerod, motor imagery is a result of 
conscious access to the contents of intent of movement [1][2]. 
Motor imagery is a cognitive state which can be experienced 
virtually by anyone without more training. It is similar to 
many real time situations that are experienced in life like 
watching others performing action with intention to imitate it, 
making moves, imagining oneself performing action and many 
more [3][4]. While preparing and imagining a particular 
movement, the mu and central beta rhythm are desynchronized 
over the contralateral primary sensorimotor area [5]. This 

phenomenon is referred as Event-related Desynchronization 
(ERD)[6]. 

The Graz-BCI developed at Graz university of technology 
by the pfurtscheller's group during nineties was the firt online 
BCI sytem that used ERD classification in signle EEG trials to 
differentiate between various types of motor execution and 
motor imagery. After these basic studies, ERD during motor 
imagery has been investigated for its usability for device 
control by various scientists. 

      
II. PHYSIOLOGICAL ASPECTS RELATED 

TO MOTOR IMAGERY 
 

Simulating a particular activity mentally leads to 
activation of motor pathways. An increase is seen in muscular 
activity during the motor imagery [7]. During this scenario, 
electromyography is limited to specifically those muscles 
which participate in simulated action [8]. Motor imagery is 
independent of ability to execute the movement and is 
dependent on central processing mechanism. 

It has been demonstrated by using various brain imaging 
methods that different distinct regions of cortex are activated 
during motor imagery i.e. MI [9]. It has been revealed in 
neural studies that imagined and actual actions share the same 
subtrates or brain areas. Various brain areas that get activated 
during motor imagery are supplementary motor area, primary 
motor cortex, the inferior parietal cortex, basal ganglia and the 
cerebellum. 

Fig 1 shows pattern of cortical activation during mental 
motor imagery in normal subjects. The main Brodmann areas 
activated during motor imagery have been outlined on 
schematic views of a left hemisphere [7]. As shown in figure, 
there is consistent involvement of pre-motor area 6, without 
involvement of primary motor cortex (M1). The AC-PC line 
defines the horizontal reference line in magnetic resonance 
imaging (MRI) scan. The vertical line passing though the AC 
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(VAC) defines a verticofrontal plane. VPC is the vertical line 
passing through the PC [10].        

The two rhythms that are strongly related with motor 
imagery are mu and central beta rhythms.  The main 
characteristic that defines the mu rhythm is that it attenuates in 
one cerebral hemisphere during preparation of contralateral 
extremity movement [5], the thought of the contralateral 
movement or tactile electrical simulation of a contralateral 
limb. As these rhythms are associated with cortical areas 
having most direct connection with the brain's normal motor 
output channels, they are quite promising for BCI research. 

Other thing which should be considered is that, the 
frequencies that are easy to be performed during ME may be 
too fast to imagine for a subject who is not used to motor 
imagery training. Due to this, most of the researchers use 
motor imagery with half of the velocity (0.5Hz) that are used 
for movement execution in simple movements [12]. 

 

  
Fig.1 Pattern of cortical activation during mental motor 

imagery in normal subjects [7]. 
 
 
 
 
 

III.  MENTAL REHEARSAL STRATEGIES FOR 
MOTOR IMAGERY 

  Basically, there are two different strategies that a subject 
may take or opt when asked to rehearse mentally a motor task 

These are -  
1. Visual Imagery  
2. Kinetic Imagery 

1. Visual Imagery:  
        In this strategy, the subject produces a visual 
representation of their moving limb(s). The subject views 
himself from third person perspective (e.g. seeing one 
running from an external point of reference). 
 This type of imagery is also referred to as external 
imagery as for a person to view movements must have a 
third person perspective. VI activates regions primarily 
concerned with visual processing and does not obey Fitt’s 
law nor is it correlated with excitability of the cortico-
spinal path as assessed by transcranial magnetic 
stimulation [11].  
2. Kinetic Imagery: 
  In this strategy, the subject rehearses or practices the 
particular movements using the kinesthetic feeling of the 
movement. Here, the subject sees himself from first 
person perspective. This type of imagery is also referred 
to as internal imagery. Each type of motor imagery has 
different properties with respect to both psychophysical 
and physiological perspectives. The motor and sensory 
regions that are activated during KI are same as those 
activated during overt movement [11]. 

Motor or kinesthetic imagery has to be differentiated 
from visual imagery because it shows different qualities: 
not the virtual environment is imagined in a third person’s 
view but introspective kinesthetic feelings of moving the 
limb in the first person’s view [10]. 

 
IV.  TRAINING MOTOR SKILL  

. 
A subject doing mental practice/task with MI is required 
to have all the declarative knowledge about the various 
component of that specific activity/task before practicing 
it [13]. So, a proper training should be given to subjects 
about the various components of an activity/task that they 
are going to rehearse or practice. 
 The non-conscious processes involved in mental task 
training are best activated by the internally driven images 
which promote the kinesthetic feeling of movement [13]. 
Mental training and execution training are two 
complementary techniques.                                                                    

According to Gandevia, motor imagery improves the 
dynamics of motor performance, for instance the 
movement trajectories [14]. The lower effect of MI 
training compared to ME training may be caused by 
lacking sensorimotor feedback which results in decreased 
progress in motor training in lesion patients [15]. 
Sufficient level of complexity of imagined motor 
task/activity ensures occurrence of lateralizing effect of 
brain activation during MI [16]. An everyday activity can 
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also be used for study of brain activations during MI in 
training. 
 This has two potential advantages [17]: 

1. Easy modulation in their complexity. 

2. Familiarity of task to subject helps him to 
generate vivid mental representation without any 
prior practice. 

Motor imagery is widely used by athletes and 
musicians of improving their performance. It can be used 
for automation and control of mouse operations on 
system. Various studies have elaborated and demonstrated 
applications of motor imagery for controlling mouse 
operations [21-24]. 

 
V.  THE PROPOSED SYSTEM 

              The systems that are proposed in these studies try 
to implement 1-D or 2-D control of mouse operations.  
     Here, we propose a system that will try to automate 
all the operations of mouse by using motor imagery. This 
includes mouse movement, left click, right click and 
double click. Following figure fig.2 shows a block 
diagram of the proposed system. Different parts of system 
are explained below: 

 
 

Fig 2 Block Diagram of proposed system 
 

Signal Acquisition Unit:  
    The proposed system works on multi-channel EEG 

signals that are generated for each motor imagery activity. 
This unit receives the EEG signals from the sensors that 
are attached to the scalp of the subject’s head. The signals 
captured by the signal acquisition unit are then passed to 
the spike sorting unit for further processing.  
  
Spike Sorting Unit: 
     The signal captured by signal acquisition system 
contains noise and other unwanted spikes. These are then 
processed by the spike sorting unit. The signal here is 
processed in three phases: 
 

a) Preprocessing:   

This phase is responsible for artifact 
removal from the acquired EEG signals. 

b) Feature Extraction: 

        This phase extracts differed desired features 
from the processed signal. 

c) Detection and classification: 

         This phase is responsible for actual spike 
detection and its clustering into different classes. 

          Signal Decoding Module: 
      This module actually decodes/detects a particular 

motor imagery signal of system’s concern which is further 
used by control module to automate the mouse operation.   

          Control Module: 
This module on receiving the decoded signal 

from signal decoding module actually replicates the 
desired mouse operation on the monitor.   
 
 Monitor: 
         This is an actual display on which mouse 
operation is replicated.   
 Finally, the user receives the video feedback in the 
form of the mouse operation. This helps in monitoring the 
performance of the system.  
 

CONCLUSION 

This paper explains the basics of motor imagery, its 
Applications and other factors related to it. It also 
proposes a system for automation and control of 
mouse operation using brain mu and beta rhythms 
that are fired during this activity. This system will 
eventually make the existing systems more 
interactive and usable for physically challenged 
people. Apart from this, the system is quite sensitive 
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to the level of excellence with which the respective 
subject rehearses the desired movement or action. 

         In the future work, we plan to implement this system to 
make the proposed system usage easier and interactive for 
physically challenged people. 
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Abstract— The Internet is one of the largest engineered 
systems ever deployed, has become a crucial technology 
for our society. It has changed the way people perform 
many of their daily activities from both a personal 
perspective and a business perspective. Unfortunately, 
there are risks involved when one uses the Internet. These 
risks coupled with advanced and evolving attack 
techniques place heavy burdens on security researchers 
and practitioners while trying to secure their networking 
infrastructures .Distributed firewalls are often deployed 
by large enterprises to filter the network traffic. Problem 
statement: In conventional firewall system is only verified 
user specified policy. But also find the inconsistencies of 
the firewalls. Approach: In our approach is to implement 
the Policy Verification, Policy Validation and 
Troubleshooting in Distributed Firewalls. Input: Our 
approach input as user specified firewall policy or 
security rule of the system, Administrator policy. Output: 
Our approach output as satisfies policy the property and 
troubleshooting the some problems in firewalls. In some 
cases the firewall cannot be work properly at the time 
system administrator or firewalls administrator to 
troubleshooting the problem.  
Keywords- Policy Verification, Policy       Validation, and 
Troubleshooting 

I.      INTRODUCTION TO FIREWALL 

A firewall is a program that keeps your 
computer safe from hackers and malicious software. 
The firewall is also computer hardware or software that 
limits access to a computer over a network or from an 
outside source. The firewall is used to create security 
check points at the boundaries of private network. [11] 
          The firewalls are placed at the entry points of the 
private network or public network.    In the case of 
companies, if when ordinary firewall is used everyone 
were given the same class policy, but distributed 
firewalls everyone using separate policy.  

The firewall is a machine or collection of 
machines between two networks, to meet the following 
criteria: 

• All traffic between the two networks must pass 
through the firewall. 

• The firewall has a mechanism to allow some 
traffic to pass while blocking other traffic. 

• The rules describing what traffic is allowed 
enforce the firewall's policy. 

• Resistance to security compromise. 
• Auditing and accounting capabilities. 
• Resource monitoring. 
• No user accounts or direct user access. 
• Strong authentication for proxies (e.g., smart 

cards rather than simple passwords).[1] 
             In this paper to present Policy Verification, 
Policy       Validation, and Troubleshooting. The figure 
1.1 represents the simple firewall diagram. 

II.     THE DISTRIBUTED FIREWALL 
                    A distributed firewall uses a different 
policy, but pushes enforcement towards the edges. [2, 
12, 13] 
 
Policy 

A “security policy” defines the security rules 
of a system. Without a defined security policy, there is 
no way to know what access is allowed or disallowed. 
The distribution of the policy can be different and 
varies with the implementation. It can be either directly 
pushed to end systems, or pulled when necessary. [2] 
 
Policy Language  
             

         Policy is enforced by each individual 
host that participates in a distributed firewall. This 
policy file is consulted before processing incoming or 
outgoing messages, to verify their compliance.  
 

III. POLICY VERIFICATION 

Policy verification is enforced by the each 
incoming packet as per the user specified policy and 
also verifies the inconsistencies. The given a firewall 
and a set of property rules, the verification is successful 
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if and only if every property rule is satisfied by the 
firewall. [5]. 

IV.         POLICY VALIDATION 

Firewall configurations should be validated it 
means checking that the configuration would enable 
the firewall to perform the security functions that we 
expect it to do and that it complies with the security 
policy of the organization. You cannot validate a 
firewall by looking at the policy alone. The policy is an 
indicator, but not the true state. The only way to ensure 
that a firewall is behaving correctly. [12] A manual 
validation is most effective when done as a team 
exercise by the security manager, firewall 
administrator, network architect, and everyone else 
who has a direct involvement in the administration and 
management of the organization's network security. 
The policy validation system is concerned there are 
two distinct kinds of failure as follows [12] 
 
Host Failure: Any of the network hosts can fail at any 
time. The host failure may be difficult to distinguish 
from a network failure, from the perspective of the rest 
of the network. Recovery, however, is somewhat 
different. 
 
Network Failure The network can fail at any time, or 
can simply not be laid out as expected. These can be 
ignored or reported to the root Manager in some way, 
as they indicate a network status that the administrator 
ought to be made aware of. [12] 

V.    TROUBLESHOOTING 
The troubleshooting a firewall is much an 

iterative problem. The failures in network programs are 
not limited to firewall issues. These failures may be 
caused by security changes. Therefore, you have to 
determine whether the failure is accompanied by a 
Windows Firewall Security Alert that indicates that a 
program is being blocked. [1] 

Failures that are related to the default firewall 
configuration appear in two ways: 

I. Client programs may not receive data from 
a server.  

II. Server programs that are running on a 
Windows XP-based computer may not respond to 
client requests. For example, the following server 
programs may not respond. 

• A Web server program, such as Internet 
Information Services (IIS)  

• Remote Desktop  
• File sharing 

Troubleshooting the firewall 
 Follow these steps to diagnose problems:  

1.  To verify that TCP/IP is functioning 
correctly, use 

 the ping command to test the loopback address         
(127.0.0.1) and the assigned IP address.  

       2. Verify the configuration in the user interface to 
determine whether the firewall has been 
unintentionally set to Off or On with No Exceptions.  
3. Use the netsh commands for Status and 
Configuration information to look for unintended 
settings that could be interfering with expected 
behavior.  
4. Determine the status of the Windows 
Firewall/Internet Connection Sharing service by 
typing the following at a command prompt:  
sc query sharedaccess 

 
Troubleshoot service startup based on the Win32 exit 
code if this service does not start.  
5. Determine the status of the Ipnat.sys firewall driver 
by typing the following at a command prompt:  

            sc query ipnat 
This command also returns the Win32 exit code from 
the last start try. If the driver is not starting, use 
troubleshooting steps that would apply to any other 
driver.  
6. If the driver and service are both running, and no 
related errors exist in the event logs, use the Restore 
Defaults option on the Advanced tab of Windows 
Firewall properties to eliminate any potential problem 
configuration. 
 7. If the issue is still not resolved, look for policy 
settings that might produce the unexpected behavior. 
To do this, type GPResult /v > gpresult.txt at the 
command correctly, use the ping command to test 
theprompt, and then examine the resulting text file for 
configured policies that are related to the firewall. 
 

I. FIGURES AND TABLES 

 
 

Figure1.1 Firewall Diagram 

VII.            RELATED WORK 
Current research Policy Verification, Policy Validation 
and Troubleshooting in distributed firewall mainly 
focus the following. 
1. Verifying and validating the security policy in the 
networks.[12]    
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2. The testing and validating firewalls regularly.[3] 
      3. Identify the vulnerability analysis.  [11] 
      4.Very strong authorization and authentication for each 

firewalls 
           

                      VIII. CONCLUSION AND FUTURE WORK 

  
Firewalls provide proper security services if they are 
correctly configured and efficiently managed. Firewall 
policies used in enterprise networks are getting more 
complex as the number of firewall rules and devices 
becomes larger. In this paper to presented policy 
verification, policy validation and finding troublesome 
problem in the firewall.  

It is an iterative process of designing a 
firewall. Our approach can be help to eliminate the 
errors in firewall policies. 
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Abstract— This paper deals mainly with the performance study and 

analysis of image retrieval techniques for retrieving unrecognized objects 

from an image using Hyper spectral camera and high-resolution image 

and retrieving unrecognized objects from an image using Hyper spectral 

camera at low light resolution. The main work identified is that efficient 

retrieval of unrecognized objects in an image will be made possible using 

spectral analysis and spatial analysis. The methods used above to retrieve 

unrecognized object from a high-resolution image are found to be more 

efficient in comparison with the other image retrieval techniques. The 

detection technique to identify objects in an image is accomplished in two 

steps: anomaly detection based on the spectral data and the classification 

phase, which relies on spatial analysis. At the classification step, the 

detection points are projected on the high-resolution images via 

registration algorithms. Then each detected point is classified using linear 

discrimination functions and decision surfaces on spatial features. The 

two detection steps possess orthogonal information: spectral and spatial. 

The identification of moving object in a camera is not possible in a low 

light environment as the object has low reflectance due to lack of lights. 

Using Hyper spectral data cubes, each object can be identified on the 

basis of object luminosity. Moving object can be identified by identifying 

the variation in frame value. The main work identified are that efficient 

retrieval of unrecognized objects in an image will be made possible using 

Hyper spectral analysis and various other methods such as Estimation of 

Reflectance, Feature and mean shift tracker, Traced feature located on 

image, Band pass filter (Background removal) etc. These methods used 

above to retrieve unrecognized object from a low light resolution are 

found to be more efficient in comparison with the other image retrieval 

techniques. The objects in an image may require that its edges should be 

smoother in order to make it detect easily by the receiver when it is send 

from one machine to another. As the image and video may be needed to 

be send from source to destination, due to huge amount of data that may 

be required for processing, retrieval and storage, because of the high 

resolution property of images, compression is a necessity. In order to 

overcome the problems associated with it, Transcoding technique is used 

by using filter arrays and lossless compression techniques.   

 
Keywords— Anomaly suspect, spectral and spatial analysis, 

linear discrimination functions, registration algorithms, filter arrays 

mean shift algorithms, spectral detection. 

. 

I. INTRODUCTION 

The process of recovering unrecognized objects in 

an image is a trivial task which finds its need in recognizing 
objects from a distant location. Since there is a need in 
retrieving unrecognized objects from a high-resolution image, 
some form of object extraction method from an image is 
necessary. Remote sensing, for example is often used for 
detection of predefined targets, such as vehicles, man-made 
objects, or other specified objects. Since the identification of 

moving object in a camera is not possible from distant 
location, to overcome this problem we can use Hyper spectral 
camera to identify the object. A new technique is thus applied 
that combines both spectral and spatial analysis for detection 
and classification of such targets[4][5]. Fusion of data from 
two sources, a hyper spectral cube and a high-resolution 
image, is used as the basis of this technique. Hyper spectral 
images supply information about the physical properties of an 
object while suffering from low spatial resolution. There is 
another problem in a Hyper spectral image, that, it does not 
identify what an object is, rather, it will detect the presence of 
an object. In the case of a high resolution image, since the 
image is such that it does not show the presence of an object, 
some sort of mechanism is thus needed. That is why, the 
fusion of the two, the Hyper spectral image and the high-
resolution image are used to successfully retrieve the 
unrecognized object from an image. The use of high-
resolution images enables high-fidelity spatial analysis in 
addition to the spectral analysis. The detection technique to 
identify objects in an image is accomplished in two steps: 
anomaly detection based on the spectral data and the 
classification phase, which relies on spatial analysis. At the 
classification step, the detection points are projected on the 
high-resolution images via registration algorithms. Then each 
detected point is classified using linear discrimination 
functions and decision surfaces on spatial features. The two 
detection steps possess orthogonal information: spectral and 
spatial. At the spectral detection step, we want very high 
probability of detection, while at the spatial step, we reduce 
the number of false alarms. The problem thus relies in the area 
of identifying a specific area in a high-resolution image to 
know the presence of objects in that area. Each region selected 
upon the user’s interest should be able to detect any presence 
of objects in that area. The process of recovering 
unrecognized objects from an image in low light is a trivial 
task which finds its need in recognizing objects from a distant 
location. Since there is a need in retrieving unrecognized 
objects from the image, some form of object extraction 
method from an image is necessary. The application of 
detecting objects from an image is as follows. Here, we focus 
on the problem of tracking objects through challenging 
conditions, such as tracking objects at low light where the 
presence of the object is difficult to identify. For example, an 
object which is fastly moving on a plane surface in an abrupt 
weather condition is normally difficult to identify. A new 
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framework that incorporates emission theory to estimate 
object reflectance and the mean shift algorithm to 
simultaneously track the object based on its reflectance 
spectra is proposed. The combination of spectral detection and 
motion prediction enables the tracker to be robust against 
abrupt motions, and facilitate fast convergence of the mean 
shift tracker. Video images are moving pictures which are 
sampled at frequent intervals usually, 25 frames per second 
and stored as sequence of frames. A problem, however, is that 
digital video data rates are very large, typically in the range of 
150 Megabits/second. Data rates of this magnitude would 
consume a lot of the bandwidth in transmission, storage and 
computing resources in the typical personal computer. Hence, 
to overcome these issues, Video Compression standards have 
been developed and intensive research is going on to derive 
effective techniques to eliminate picture redundancy, allowing 
video information to be transmitted and stored in a compact 
and efficient manner. A video image consists of a time-
ordered sequence of frames of still images as in figure 1. 
Generally, two types of image frames are defined: Intra-
frames (I-frames) and Inter-frames (P- frames). I-frames are 
treated as independent key images and P-frames are treated as 
Predicted frames. An obvious solution to video compression 
would be predictive coding of P-frames based on previous 
frames and compression is made by coding the residual error. 
Temporal redundancy removal is included in P-frame coding, 
whereas I-frame coding performs only spatial redundancy 
removal. Related to the implementation of Transcoding, the 

work is as follows. The objective of this work is to study the 
relationship between the operational domains for prediction, 
according to temporal redundancies between the sequences to 
be encoded. Based on the  motion  characteristics of the inter 
frames, the system will adaptively select the spatial or wavelet 
domain for prediction. Also the work is to develop a temporal 
predictor which exploits the motion information among 
adjacent frames using extremely low side information. The 
proposed temporal predictor has to work without the 
requirement of the transmission of complete motion vector set 
and hence much overhead would be reduced due to the 
omission of motion vectors. 
 

Spatial and Wavelet Domain: Comparison 

Image compression has become increasingly of 
interest in both data storage and data transmission from 
remote acquisition platforms (satellites or airborne) because, 
after compression, storage space and transmission time are 
reduced. So, there is a need to compress the data to be 
transmitted in order to reduce the transmission time and 
effectively retrieve the data after it has been received by the 
receiver. In video compression, each frame is an array of 
pixels that must be reduced by removing redundant 
information. Video compression is usually done with special 
integrated circuits, rather than with software, to gain 
performance. Standard video is normally about 30 frames/sec, 
but 16 frames/sec is acceptable to many viewers, so frame 
dropping provides another form of compression. When 

information is removed out of a single frame, it is called 
intraframe or spatial compression. But video contains a lot of 
redundant interframe [14] information such as the background 
around a talking head in a news clip. Interframe compression 
works by first establishing a key frame that represents all the 
frames with similar information, and then recording only the 
changes that occur in each frame. The key frame is called the 
"I" frame and the subsequent frames that contain only 
"difference" information are referred to as "P" (predictive) 
frames. A "B" (bidirectional) frame is used when new 
information begins to appear in frames and contains 
information from previous frames and forward frames. One 
thing to keep in mind is that interframe compression provides 
high levels of compression but is difficult to edit because 
frame information is dispersed. Intraframe compression 
contains more information per frame and is easier to edit. 
Freeze frames during playback also have higher resolution. 
The aim is now to determine the operational mode of video 
sequence compression according to its motion characteristics. 
The candidate operational modes are spatial domain and 
wavelet domain. The wavelet domain is extensively used for 
compression due to its excellent energy compaction. 
However, it is pointed out that motion estimation in the 
wavelet domain might be inefficient due to shift invariant 
properties of wavelet transform. Hence, it is unwise to predict 
all kinds of video sequences in the spatial domain alone or in 
the wavelet domain alone. Hence a method is introduced to 
determine the prediction mode of a video sequence adaptively 
according to its temporal redundancies. The amount of 
temporal redundancy is estimated by the inter frame 
correlation coefficients of the test video sequence. The inter 
frame correlation coefficient between frames can be 
calculated. If the inter frame correlation coefficients are 
smaller than a predefined threshold, then the sequence is 
likely to be a high motion video sequence. In this case, motion 
compensation and coding the temporal prediction residuals in 
wavelet domain would be inefficient; therefore, it is wise to 
operate on the sequence in the spatial mode. Those sequences 
that have larger inter frame correlation coefficients are 
predicted in direct spatial domain. The frames that have more 
similarities with very few motion changes are coded using 
temporal prediction in integer wavelet domain. 

 

Discrete Wavelet Transform (DWT) 

 
Hyperspectral images usually have a similar global 

structure across components.  However, different pixel 
intensities could exist among nearby spectral components or 
in the same component due to different absorption properties 
of the atmosphere or the material surface being imaged. This 
means that two kinds of correlations may be found in 
hyperspectral images: intraband correlation among nearby 
pixels in the same component, and interband correlation 
among pixels across adjacent components. Interband 
correlation should be taken into account because it allows a 
more compact representation of the image by packing the 
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energy into fewer number of bands, enabling a higher 
compression performance. There are many technologies 
which could be applied to remove correlation across the 
spectral dimension, but two of them are the main approaches 
for hyperspectral images: the KLT and the DWT Discrete 
Wavelet Transform. (DWT) is the most popular transform for 
image-based application. They have lower computational 
complexity, and they provide interesting features such as 
component and resolution scalability and progressive 
transmission. A 2-dimensional wavelet transform is applied to 
the original image in order to decompose it into a series of 
filtered sub band images. At the top left of the image is a low-
pass filtered version of the original and moving to the bottom 
right, each component contains progressively higher-
frequency information that adds the detail of the image. It is 
clear that the higher-frequency components are relatively 
sparse, i.e., many of the coefficients in these components are 
zero or insignificant. When using a wavelet transform to 
describe an image, an average of the coefficients-in this case, 
pixels-is taken. Then the detail coefficients are calculated. 
Another average is taken, and more detail coefficients are 
calculated. This process continues until the image is 
completely described or the level of detail necessary to 
represent the image is achieved. As more detail coefficients 
are described, the image becomes clearer and less blocky. 
Once the wavelet transform is complete, a picture can be 
displayed at any resolution by recursively adding and 
subtracting the detail coefficients from a lower-resolution 
version. The wavelet transform is thus an efficient way of 
decorrelating or concentrating the important information into 
a few significant coefficients. The wavelet transform is 
particularly effective for still image compression and has been 
adopted as part of the JPEG 2000 standard and for still image 
texture coding in the MPEG-4 standard[28][30][31].  
 

Motion Estimation Prediction 

 
By Motion estimation, we mean the estimation of the 

displacement of image structures from one frame to another. 
Motion estimation from a sequence of images arises in many 
application areas, principally in scene analysis and image 
coding. Motion estimation obtains the motion information by 
finding the motion field between the reference frame and the 
current frame. It exploits temporal redundancy of video 
sequence, and, as a result, the required storage or transmission 
bandwidth is reduced by a factor of four. Block matching is 
one of the most popular and time consuming methods of 
motion estimation. This method compares blocks of each 
frame with the blocks of its next frame to compute a motion 
vector for each block; therefore, the next frame can be 
generated using the current frame and the motion vectors for 
each block of the frame. Block matching algorithm is one of 
the simplest motion estimation techniques that compare one 
block of the current frame with all of the blocks of the next 
frame to decide where the matching block is located. 
Considering the number of computations that has to be done 
for each motion vector, each frame of the video is partitioned 

into search windows of size H*W pixels. Each search window 
is then divided into smaller macro blocks of size, say,  8*8 or 
16*16 pixels. To calculate the motion vectors, each block of 
the current frame must be compared to all of the blocks of the 
next frame with in the search range and the Mean Absolute 
Difference for each matching block is calculated. The block 
with the minimum value of the Mean Absolute Difference is 
the preferred matching block. The location of that block is the 
motion displacement vector for that block in current frame. 
The motion activities of the neighboring pixels for a specific 
frame are different but highly correlated since they usually 
characterize very similar motion structures. Therefore, motion 
information of the pixel, say, pi can be approximated by the 
neighboring pixels in the same frame. The initial motion 
vector of the current pixel is approximated by the motion 
activity of the upper-left neighboring pixels in the same frame. 
 

Prediction Coding 

 
An image normally requires an enormous storage. To 

transmit an image over a 28.8 Kbps modem would take almost 
4 minutes. The purpose for image compression is to reduce 
the amount of data required for representing images and 
therefore reduce the cost for storage and transmission. Image 
compression plays a key role in many important applications, 
including image database, image communications, remote 
sensing (the use of satellite imagery for weather and other 
earth-resource application). The image(s) to be compressed 
are gray scale with pixel values between 0 to 255. There are 
different techniques for compressing images. They are broadly 
classified into two classes called lossless and lossy 
compression techniques. As the name suggests in lossless 
compression techniques, no information regarding the image 
is lost. In other words, the reconstructed image from the 
compressed image is identical to the original image in every 
sense. Whereas in lossy compression, some image information 
is lost, i.e. the reconstructed image from the compressed 
image is similar to the original image but not identical to it. 
The temporal prediction residuals from adaptive prediction are 
encoded using Huffman codes. Huffman codes are used for 
data compression that will use a variable length code instead 
of a fixed length code, with fewer bits to store the common 
characters, and more bits to store the rare characters. The idea 
is that the frequently occurring symbols are assigned short 
codes and symbols with less frequency are coded using more 
bits. The Huffman code can be constructed using a tree. The 
probability of each intensity level is computed and a column 
of intensity level with descending probabilities is created. The 
intensities of this column constitute the levels of Huffman 
code tree. At each step the two tree nodes having minimal 
probabilities are connected to form an intermediate node. The 
probability assigned to this node is the sum of probabilities of 
the two branches. The procedure is repeated until all branches 
are used and the probability sum is 1.Each edge in the binary 
tree, represents either 0 or 1, and each leaf corresponds to the 
sequence of 0s and 1s traversed to reach a particular code. 
Since no prefix is shared, all legal codes are at the leaves, and 
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decoding a string means following edges, according to the 
sequence of 0s and 1s in the string, until a leaf is reached. The 
code words are constructed by traversing the tree from root to 
its leaves. At each level 0 is assigned to the top branch and 1 
to the bottom branch. This procedure is repeated until all the 
tree leaves are reached. Each leaf corresponds to a unique 
intensity level. The codeword for each intensity level consists 
of 0s and 1s that exist in the path from the root to the specific 
leaf. 

II. TECHNIQUE 

The problem laid in the past decades in identifying the 
unrecognized objects from a high-resolution image. If the 
image is created from a hyper spectral camera, the problem 
still laid in identifying what actually the object was, since the 
hyper spectral image detects only the presence of an object, 
not what an object actually is. Various derivations [2] and 
performance [3] computing methods were used in order to 
obtain the specific property of the image. But since the above 
methods does not specify what the object property was, there 
should be a method in order to specify what the object in an 
image actually was. Since the image taken from a hyper 
spectral camera suffers from low resolution, we could not 
identify what actually the particular object was, even though it 
detects the presence of an object. There is a need for image 
applications in the detection of objects from a distant location. 
Normally, the image would be such that the presence of an 
object could not be detected from it. But, from a hyper 
spectral camera, the object, if it was on that location, could be 
captured in the hyper spectral camera. Also, an image taken 
from a hyper spectral camera suffers from low resolution and 
thus does not show the exact properties of an image. Since the 
identification of moving object in a camera is not possible 
from distant location, to overcome this problem we can use 
Hyper spectral camera to identify the object. But Hyper 
spectral camera will only provide the presence of objects, but 
not what object is. Thus, the problem areas are such that there 
should be a methodology in identifying an object from a high-
resolution image. That  is, it should detect the points from a 
hyper spectral image which are the points that specify the 
particular objects in the image. The points that resembles the 
object in the hyper spectral image should be able to be used in 
retrieving the objects from the high-resolution image. since 
the objects emits various amounts of energies depending upon 
the type of objects, they should be identified by showing the 
presence of it. A variety of simple interpolation methods, such 
as Pixel Replication, Nearest Neighbour Interpolation, 
Bilinear Interpolation and Bi-cubic Interpolation have been 
widely used for CFA demosaicking. But these simple 
algorithms produce low quality images. More complicated 
algorithms like the edge-directed interpolation have generated 
better quality image than simple interpolation methods. But 
these algorithms still generate the artefacts. Some algorithms 
have been developed to improve these problems. These 
algorithms often require huge computation power, so it is 
impossible to be implemented in real time system. Secondly, 
images and videos need to be in a compressed form when they 

have to be send it from source to destination since the image 
and video data may be huge since it may be containing high 
resolution data. Thus there is a need for compressing the data 
thereby reducing its size and thereby making the data efficient 
to be transferable from source to destination. But the problems 
arise from the fact that the data when decompressed at the 
destination should be the same as that of  the original data and 
if it is not obtained as the same, then the compression of the 
data makes no use. So, the problem lays in providing efficient 
compression techniques [28][29][34]in order to retrieve the 
data as same as the original data.  

III. DATA 

The problem areas are divided into, 

1. Target detection and classification of the objects 
on a specific region. 
 

2. Calculating the frame rates and using 
compression/decompression techniques to send 
and retrieve video.  . 
 

To handle the problem of Target detection, the Hyper 
spectral analysis is used. That is, it is used to identify the 
objects and its background. The background of an object will 
be always constant. Since the object emits various amounts of 
energies, the energy analysis of the object is made. If the 
object is moving then there will be varying amount of 
emissions for the objects. That will be analysed. Since the 
background is a constant, and the objects which are moving 
emits various amounts of energies, the objects can be 
identified using energy analysis. The precision/accuracy of the 
object is the case in order to detect the target. For that, the 
hyper spectral analysis is used in order to identify the 
background of the object. Smoothening of objects in an image 
can be done by using filter arrays so that the manipulation of 
the concerned object by the receiver, when an image is 
received, can be effectively carried out. The problems related 
to identifying the object at skylight is handled by the 
following methods: The first method uses the reflection 
property of the objects. Since the reflection properties of 
various objects are different, then it means that various 
emissions are been made by different objects and by this way, 
the objects can be identified by these different energy 
emissions. The second method such as the spectral feature 
analysis is used to analyze the spectral images. This is used to 
identify the background from the object since the background 
is a constant.  The third method is mean shift tracking 
algorithm[22][23][25]. This is used to identify the presence of 
the object in different frames to know whether the object is 
moving or not. The fourth method is the tracking algorithm 
which is used to detect the background and the objects in 
order to know the presence of objects. The fifth method such 
as target representation is used to detect the object at a 
particular target. It uses methods which compares the 
threshold values to distinguish between background and the 
object in order to identify it. The threshold value will be set to 
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a value. If the value is less than the threshold, then it will be a 
background else it will be an object. Lossless JPEG 
transcoding has many other relevant applications besides 
reencoding and rotating. For example, it can be used by 
editing software to avoid a quality loss in the unedited parts of 
the image. With some additional modifications, it can also be 
used to perform other simple geometric transformations on 
JPEG compressed images[34], like cropping or mirroring. 
Usage of  the JPEG file format and the Huffman encoding, 
nothing else from the JPEG algorithm, therefore the 
compression scheme is lossless.The transmission of 
compression images is done using transcoding techniques in 
order to successively compress and transmitting the data and 
decompress them in order to obtain the original image.  

  

IV. FIGURES 

                              Object detection 
 

           

Figure 1. Original image 

 
 

 
 
                 Figure  2. Image converted to grayscale 
 

   

            

                      

 

    

         Figure  3.  Example of an image with background removed 

   
 
 

 
           Figure  4. To zoom a particular location in the image 
 
 
 

   
       
 
 
 
 
 
 
 
 
 
 
 
 
 
                 Figure  5. Example of an image smoothened 
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Tracking Objects 
      

       
              Figure 1.  Background removal from frame 

 
                                Figure 2.  Object tracing 

 
                      Figure 3.  Tracking the moving object 

 
                                         Figure 4.  Final result 

 

            
                Figure 5.  Tracking of objects in the frame 

  
             Figure 6.  Original Frame used to track object 

 

       
 

                  Figure 7.  Replicate image used to track object 

       
       
      Figure 8.  Object discrimination by size and brightness 
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            Frame Rate Calculation 
 
 
 
 

 
 
 
           Frame rate calculations (original frame rate) 
 
 

 
          
         Frame rate calculations (obtained frame rate) 

 
 
 
 
 
 
 

 
 
 
             Frame rate calculations (original frame rate) 
 
 

 
 
           Frame rate calculations (obtained frame rate) 
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V. CONCLUSIONS 

Recent advances in imaging and computer hardware 
technology have led to an explosion in the use of multispectral, 
hyper spectral, and in particular, color images/video in a 
variety of fields including agriculture, ecology, geology, 
medicine, meteorology, mining, and oceanography. As a 
result, automated processing and analysis of multichannel 
images/video have become an active area of research. The 
volume of data available from both airborne and spaceborne 
sources will increase rapidly. High resolution hyper spectral 
remote sensing systems may offer hundreds of bands of data. 
Efficient use, transmission, storage, and manipulation of such 
data will require some type of bandwidth compression. 
Current image compression standards are not specifically 
optimized to accommodate hyper spectral data. To ensure that 
the frames when send to the receiver will contain smoother 
edges for objects,  transcoding technique is applied. It uses the 
concept of replicate array with filter array in order to ensure 
that the frames are send correctly at the receiver making the 
object in each frame more identifiable. This ensures that the 
frames when send from the source will be correctly received 
at the receiver. The filter array is used because there will be a 
guarantee that the pixels arrived at the destination will contain 
adequate information. There is a chance that some of the 
pixels may be corrupt in the image that is to be send to a 
destination. So, in order to avoid corrupt pixel values to be 
send to a destination, the image thus needs to be smoothened 
out.  
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     Abstract - This paper deals mainly with the performance study and 
analysis of image retrieval techniques for retrieving unrecognized objects 
from an image using Hyper spectral camera and high-resolution image. 
The main work identified is that efficient retrieval of unrecognized 
objects in an image will be made possible using spectral analysis and 
spatial analysis. The methods used above to retrieve unrecognized object 
from a high-resolution image are found to be more efficient in 
comparison with the other image retrieval techniques. The detection 
technique to identify objects in an image is accomplished in two steps: 
anomaly detection based on the spectral data and the classification phase, 
which relies on spatial analysis. At the classification step, the detection 
points are projected on the high-resolution images via registration 
algorithms. Then each detected point is classified using linear 
discrimination functions and decision surfaces on spatial features. The 
two detection steps possess orthogonal information: spectral and spatial. 
The objects in an image may require that its edges should be smoother in 
order to make it detect easily by the receiver when it is send from one 
machine to another. In order to overcome the problems associated with 
it, Transcoding technique is used by using filter arrays.   

 
Keywords— Anomaly suspect, spectral and spatial analysis, 
linear discrimination functions, registration algorithms, filter 
arrays. 
 

I. INTRODUCTION 
he process of recovering unrecognized objects in an 
image is a trivial task which finds its need in 
recognizing objects from a distant location. Since 

there is a need in retrieving unrecognized objects from a high-
resolution image, some form of object extraction method from 
an image is necessary. Remote sensing, for example is often 
used for detection of predefined targets, such as vehicles, 
man-made objects, or other specified objects. Since the 
identification of moving object in a camera is not possible 
from distant location, to overcome this problem we can use 
Hyper spectral camera to identify the object. A new technique 
is thus applied that combines both spectral and spatial analysis 
for detection and classification of such targets. Fusion of data 
from two sources, a hyper spectral cube and a high-resolution 
image, is used as the basis of this technique. Hyper spectral 
images supply information about the physical properties of an 
object while suffering from low spatial resolution. There is 
another problem in a Hyper spectral image, that, it does not 
identify what an object is, rather, it will detect the presence of 
an object. In the case of a high resolution image, since the 
image is such that it does not show the presence of an object, 
some sort of mechanism is thus needed. That is why, the 

fusion of the two, the Hyper spectral image and the high-
resolution image are used to successfully retrieve the 
unrecognized object from an image. The use of high-
resolution images enables high-fidelity spatial analysis in 
addition to the spectral analysis. The detection technique to 
identify objects in an image is accomplished in two steps: 
anomaly detection based on the spectral data and the 
classification phase, which relies on spatial analysis. At the 
classification step, the detection points are projected on the 
high-resolution images via registration algorithms. Then each 
detected point is classified using linear discrimination 
functions and decision surfaces on spatial features. The two 
detection steps possess orthogonal information: spectral and 
spatial. At the spectral detection step, we want very high 
probability of detection, while at the spatial step, we reduce 
the number of false alarms. The problem thus relies in the area 
of identifying a specific area in a high-resolution image to 
know the presence of objects in that area. Each region selected 
upon the user’s interest should be able to detect any presence 
of objects in that area. Related to the implementation of Trans 
coding, the work is as follows. The objective of this work is to 
study the relationship between the operational domains for 
prediction, according to temporal redundancies between the 
sequences to be encoded. Based on the  motion  characteristics 
of the inter frames, the system will 
adaptively select the spatial or wavelet domain for prediction. 
Also the work is to develop a temporal predictor which 
exploits the motion information among adjacent frames using 
extremely low side information. The proposed temporal 
predictor has to work without the requirement of the 
transmission of complete motion vector set and hence much 
overhead would be reduced due to the omission of motion 
vectors. 
 
Spatial and Wavelet Domain: Comparison 
 
     Image compression has become increasingly of interest in 
both data storage and data transmission from remote 
acquisition platforms (satellites or airborne) because, after 
compression, storage space and transmission time are reduced. 
So, there is a need to compress the data to be transmitted in 
order to reduce the transmission time and effectively retrieve 
the data after it has been received by the receiver. The aim is 
now to determine the operational mode of image sequence 
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compression according to its motion characteristics. The 
candidate operational modes are spatial domain and wavelet 
domain. The wavelet domain is extensively used for 
compression due to its excellent energy compaction. 
However, it is pointed out that motion estimation in the 
wavelet domain might be inefficient due to shift invariant 
properties of wavelet transform. Hence, it is unwise to predict 
all kinds of image sequences in the spatial domain alone or in 
the wavelet domain alone. Hence a method is introduced to 
determine the prediction mode of an image sequence 
adaptively according to its temporal redundancies. The 
amount of temporal redundancy is estimated by the inter 
frame correlation coefficients of the test image sequence. The 
inter frame correlation coefficient between frames can be 
calculated. If the inter frame correlation coefficients are 
smaller than a predefined threshold, then the sequence is 
likely to be a high motion image sequence. In this case, 
motion compensation and coding the temporal prediction 
residuals in wavelet domain would be inefficient; therefore, it 
is wise to operate on the sequence in the spatial mode. Those 
sequences that have larger inter frame correlation coefficients 
are predicted in direct spatial domain. The frames that have 
more similarities with very few motion changes are coded 
using temporal prediction in integer wavelet domain. 
 
Discrete Wavelet Transform (DWT) 
 
     Hyper spectral images usually have a similar global 
structure across components.  However, different pixel 
intensities could exist among nearby spectral components or 
in the same component due to different absorption properties 
of the atmosphere or the material surface being imaged. This 
means that two kinds of correlations may be found in hyper 
spectral images: intraband correlation among nearby pixels in 
the same component, and interband correlation among pixels 
across adjacent components. Interband correlation should be 
taken into account because it allows a more compact 
representation of the image by packing the energy into fewer 
number of bands, enabling a higher compression performance. 
There are many technologies which could be applied to 
remove correlation across the spectral dimension, but two of 
them are the main approaches for hyper spectral images: the 
KLT and the DWT Discrete Wavelet Transform. (DWT) is the 
most popular transform for image-based application. They 
have lower computational complexity, and they provide 
interesting features such as component and resolution 
scalability and progressive transmission. A 2-dimensional 
wavelet transform is applied to the original image in order to 
decompose it into a series of filtered sub band images. At the 
top left of the image is a low-pass filtered version of the 
original and moving to the bottom right, each component 
contains progressively higher-frequency information that adds 
the detail of the image. It is clear that the higher-frequency 
components are relatively sparse, i.e., many of the coefficients 
in these components are zero or insignificant. The wavelet 
transform is thus an efficient way of decorrelating or 
concentrating the important information into a few significant 

coefficients. The wavelet transform is particularly effective 
for still image compression and has been adopted as part of 
the JPEG 2000 standard and for still image texture coding in 
the MPEG-4 standard.  
 
Motion Estimation Prediction 
 
     By Motion estimation, we mean the estimation of the 
displacement of image structures from one frame to another. 
Motion estimation from a sequence of images arises in many 
application areas, principally in scene analysis and image 
coding. Motion estimation obtains the motion information by 
finding the motion field between the reference frame and the 
current frame. It exploits temporal redundancy of an image 
sequence, and, as a result, the required storage or transmission 
bandwidth is reduced by a factor of four. Block matching is 
one of the most popular and time consuming methods of 
motion estimation. This method compares blocks of each 
frame with the blocks of its next frame to compute a motion 
vector for each block; therefore, the next frame can be 
generated using the current frame and the motion vectors for 
each block of the frame. Block matching algorithm is one of 
the simplest motion estimation techniques that compare one 
block of the current frame with all of the blocks of the next 
frame to decide where the matching block is located. 
Considering the number of computations that has to be done 
for each motion vector, each frame of the image is partitioned 
into search windows of size H*W pixels. Each search window 
is then divided into smaller macro blocks of size, say,  8*8 or 
16*16 pixels. To calculate the motion vectors, each block of 
the current frame must be compared to all of the blocks of the 
next frame with in the search range and the Mean Absolute 
Difference for each matching block is calculated. The block 
with the minimum value of the Mean Absolute Difference is 
the preferred matching block. The location of that block is the 
motion displacement vector for that block in current frame. 
The motion activities of the neighboring pixels for a specific 
frame are different but highly correlated since they usually 
characterize very similar motion structures. Therefore, motion 
information of the pixel, say, pi can be approximated by the 
neighboring pixels in the same frame. The initial motion 
vector of the current pixel is approximated by the motion 
activity of the upper-left neighboring pixels in the same frame. 
 
Prediction Coding 
 
     An image normally requires an enormous storage. To 
transmit an image over a 28.8 Kbps modem would take almost 
4 minutes. The purpose for image compression is to reduce 
the amount of data required for representing images and 
therefore reduce the cost for storage and transmission. Image 
compression plays a key role in many important applications, 
including image database, image communications, remote 
sensing (the use of satellite imagery for weather and other 
earth-resource application). The image(s) to be compressed 
are gray scale with pixel values between 0 to 255. There are 
different techniques for compressing images. They are broadly 
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classified into two classes called lossless and lossy 
compression techniques. As the name suggests in lossless 
compression techniques, no information regarding the image 
is lost. In other words, the reconstructed image from the 
compressed image is identical to the original image in every 
sense. Whereas in lossy compression, some image information 
is lost, i.e. the reconstructed image from the compressed 
image is similar to the original image but not identical to it. 
The temporal prediction residuals from adaptive prediction are 
encoded using Huffman codes. Huffman codes are used for 
data compression that will use a variable length code instead 
of a fixed length code, with fewer bits to store the common 
characters, and more bits to store the rare characters. The idea 
is that the frequently occurring symbols are assigned short 
codes and symbols with less frequency are coded using more 
bits. The Huffman code can be constructed using a tree. The 
probability of each intensity level is computed and a column 
of intensity level with descending probabilities is created. The 
intensities of this column constitute the levels of Huffman 
code tree. At each step the two tree nodes having minimal 
probabilities are connected to form an intermediate node. The 
probability assigned to this node is the sum of probabilities of 
the two branches. The procedure is repeated until all branches 
are used and the probability sum is 1.Each edge in the binary 
tree, represents either 0 or 1, and each leaf corresponds to the 
sequence of 0s and 1s traversed to reach a particular code. 
Since no prefix is shared, all legal codes are at the leaves, and 
decoding a string means following edges, according to the 
sequence of 0s and 1s in the string, until a leaf is reached. The 
code words are constructed by traversing the tree from root to 
its leaves. At each level 0 is assigned to the top branch and 1 
to the bottom branch. This procedure is repeated until all the 
tree leaves are reached. Each leaf corresponds to a unique 
intensity level. The codeword for each intensity level consists 
of 0s and 1s that exist in the path from the root to the specific 
leaf. 

II. TECHNIQUE 

     The problem laid in the past decades in identifying the 
unrecognized objects from a high-resolution image. If the 
image is created from a hyper spectral camera, the problem 
still laid in identifying what actually the object was, since the 
hyper spectral image detects only the presence of an object, 
not what an object actually is. Various derivations [2] and 
performance [3] computing methods were used in order to 
obtain the specific property of the image. But since the above 
methods does not specify what the object property was, there 
should be a method in order to specify what the object in an 
image actually was. Since the image taken from a hyper 
spectral camera suffers from low resolution, we could not 
identify what actually the particular object was, even though it 
detects the presence of an object. There is a need for image 
applications in the detection of objects from a distant location. 
Normally, the image would be such that the presence of an 
object could not be detected from it. But, from a hyper 
spectral camera, the object, if it was on that location, could be 
captured in the hyper spectral camera. Also, an image taken 

from a hyper spectral camera suffers from low resolution and 
thus does not show the exact properties of an image. Since the 
identification of moving object in a camera is not possible 
from distant location, to overcome this problem we can use 
Hyper spectral camera to identify the object. But Hyper 
spectral camera will only provide the presence of objects, but 
not what object is. Thus, the problem areas are such that there 
should be a methodology in identifying an object from a high-
resolution image. That  is, it should detect the points from a 
hyper spectral image which are the points that specify the 
particular objects in the image. Secondly, the points that 
resembles the object in the hyper spectral image should be 
able to be used in retrieving the objects from the high-
resolution image. A variety of simple interpolation methods, 
such as Pixel Replication, Nearest Neighbour Interpolation, 
Bilinear Interpolation and Bi-cubic Interpolation have been 
widely used for CFA demosaicking. But these simple 
algorithms produce low quality images. More complicated 
algorithms like the edge-directed interpolation have generated 
better quality image than simple interpolation methods. But 
these algorithms still generate the artefacts. Some algorithms 
have been developed to improve these problems. These 
algorithms often require huge computation power, so it is 
impossible to be implemented in real time system. 

 

III. DATA 

     The problem areas are divided into, 

 

1. Target detection on a specific region. 

2. Classification of the objects based on that region. 

3. Transmission of compressed images to a 
destination.  . 
 
 

     To handle the problem of Target detection, the Hyper 
spectral analysis is used. That is, it is used to identify the 
objects and its background. The background of an object will 
be always constant. Since the object emits various amounts of 
energies, the energy analysis of the object is made. If the 
object is moving then there will be varying amount of 
emissions for the objects. That will be analysed. Since the 
background is a constant, and the objects which are moving 
emits various amounts of energies, the objects can be 
identified using energy analysis. The precision/accuracy of the 
object is the case in order to detect the target. For that, the 
hyper spectral analysis is used in order to identify the 
background of the object. Smoothening of objects in an image 
can be done by using filter arrays so that the manipulation of 
the concerned object by the receiver, when an image is 
received, can be effectively carried out. The transmission of 
compression images is done using trans coding techniques in 
order to successively compress and transmitting the data and 
decompress them in order to obtain the original image.  
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IV. FIGURES              

 

         
Figure 1. Original image 

 

         
                         Figure 2.  Image converted to grayscale 

      
 

         
Figure 3.  Example of an image with background removal 

 
 
 

      
 

         
 Figure 4.  Example of an image that zoomes a location 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
                          Figure 5.  Example of an image smoothened 
 
 
 

V. CONCLUSIONS 

     The classification problem of objects is handled by local 
detection method to identify the characteristics of the object. 
Local detection is made by superimposing the points obtained 
from the hyper spectral image into the high-resolution image 
there by obtaining the characteristics of the object. Since an 
accuracy of what object has been identified was not possible 
on previous methods, a Filter Array is set to identify the 
background with other objects. These Filter Array will be used 
to define the pixel information clearly and making these data 
to be available with less corruption. 
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Abstract — This paper deals mainly with the performance study and 
analysis of image retrieval techniques for retrieving unrecognized objects 
from an image using Hyper spectral camera at low light resolution. Since 
the identification of moving object in a camera is not possible in a low 
light environment as the object has low reflectance due to lack of lights. 
Using Hyper spectral data cubes, each object can be identified on the 
basis of object luminosity. Moving object can be identified by identifying 
the variation in frame value. The main work identified are that efficient 
retrieval of unrecognized objects in an image will be made possible using 
Hyper spectral analysis and various other methods such as Estimation of 
Reflectance, Feature and mean shift tracker, Traced feature located on 
image, Band pass filter (Background removal) etc. These methods used 
above to retrieve unrecognized object from a low light resolution are 
found to be more efficient in comparison with the other image retrieval 
techniques. 

Keywords— Anomaly suspect, mean shift algorithms, 
spectral detection, . 

I. INTRODUCTION 

he process of recovering unrecognized objects from 
an image in low light is a trivial task which finds its 
need in recognizing objects from a distant location. 

Since there is a need in retrieving unrecognized objects from 
the image, some form of object extraction method from an 
image is necessary. The application of detecting objects from 
an image is as follows. Here, we focus on the problem of 
tracking objects through challenging conditions, such as 
tracking objects at low light where the presence of the object 
is difficult to identify. For example, an object which is fastly 
moving on a plane surface in an abrupt weather condition is 
normally difficult to identify. A new framework that 
incorporates emission theory to estimate object reflectance 
and the mean shift algorithm to simultaneously track the 
object based on its reflectance spectra is proposed. The 
combination of spectral detection and motion prediction 
enables the tracker to be robust against abrupt motions, and 
facilitate fast convergence of the mean shift tracker. Video 
images are moving pictures which are sampled at frequent 
intervals usually, 25 frames per second and stored as sequence 
of frames. A problem, however, is that digital video data rates 
are very large, typically in the range of 150 Megabits/second. 
Data rates of this magnitude would consume a lot of the 
bandwidth in transmission, storage and computing resources 
in the typical personal computer. Hence, to overcome these 
issues, Video Compression standards have been developed 
and intensive research is going on to derive effective 
techniques to eliminate picture redundancy, allowing video 
information to be transmitted and stored in a compact and 
efficient manner[6].A video image consists of a time-ordered 

sequence of frames of still images as in figure 1. Generally, 
two types of image frames are defined: Intra-frames (I-frames) 
and Inter-frames (P- frames). I-frames are treated as 
independent key images and P-frames are treated as Predicted 
frames. An obvious solution to video compression would be 
predictive coding of P-frames based on previous frames and 
compression is made by coding the residual error. Temporal 
redundancy removal is included in P-frame coding, whereas I-
frame coding performs only spatial redundancy removal.  

 

II. TECHNIQUE 

     The problem laid in the past decades in identifying the 
unrecognized objects from a low light resolution. If the image 
is created from a hyper spectral camera, the problem still laid 
in identifying what actually the object was, since the hyper 
spectral image detects only the presence of an object, not what 
an object actually is. Various reflectance [24] methods were 
used in order to obtain the specific property of the image. But 
since the above methods does not specify what the object 
property was, there should be a method in order to specify 
what the object in an image actually was. Since the image 
taken from a hyper spectral camera suffers from low 
resolution, we could not identify what actually the particular 
object was, even though it detects the presence of an object. 
There is a need for image applications in the detection of 
objects from a distant location. Normally, the image would be 
such that the presence of an object could not be detected from 
it. But, from a hyper spectral camera, the object, if it was on 
that location, could be captured in the hyper spectral camera. 
Also, an image taken from a hyper spectral camera suffers 
from low resolution and thus does not show the exact 
properties of an image. Since the identification of moving 
object in a camera is not possible from distant location, to 
overcome this problem we can use Hyper spectral camera to 
identify the object.. Thus, the problem areas are such that 
there should be a methodology in identifying an object from a 
low light resolution. That  is, it should detect the points from a 
hyper spectral image which are the points that specify the 
particular objects in the image by reflectance mechanisms of 
the object. The next problem is such that if an object is fastly 
moving on a plane surface, it is not necessary that the object 
will be present on every frame. The points that resembles the 
object in the hyper spectral image should be able to be used in 
retrieving the objects by using background removal. Related 
to the implementation of transcoding, the work is as follows. 

 T 
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The objective of this work is to study the relationship between 
the operational domains for prediction, according to temporal 
redundancies between the sequences to be encoded. Based on 
the  motion  characteristics of the inter frames, the system will 
adaptively select the spatial or wavelet domain for prediction. 
Also the work is to develop a temporal predictor which 
exploits the motion information among adjacent frames using 
extremely low side information. 
The proposed temporal predictor has to work without the 
requirement of the transmission of complete motion vector set 
and hence much overhead would be reduced due to the 
omission of motion vectors. 
 
Adaptive Domain Selection 
 
     This step aims to determine the operational mode of video 
sequence compression according to its motion characteristics. 
The candidate operational modes are spatial domain and 
wavelet domain. The wavelet domain is extensively used for 
compression due to its excellent energy compaction. 
However, it is pointed out that motion estimation in the 
wavelet domain might be inefficient due to shift invariant 
properties of wavelet transform. Hence, it is unwise to predict 
all kinds of video sequences in the spatial domain alone or in 
the wavelet domain alone. Hence a method is introduced to 
determine the prediction mode of a video sequence adaptively 
according to its temporal redundancies. The amount of 
temporal redundancy is estimated by the inter frame 
correlation coefficients of the test video sequence. The inter 
frame correlation coefficient between frames can be 
calculated. If the inter frame correlation coefficients are 
smaller than a predefined threshold, then the sequence is 
likely to be a high motion video sequence. In this case, motion 
compensation and coding the temporal prediction residuals in 
wavelet domain would be inefficient; therefore, it is wise to 
operate on the sequence in the spatial mode. Those sequences 
that have larger inter frame correlation coefficients are 
predicted in direct spatial domain. The frames that have more 
similarities with very few motion changes are coded using 
temporal prediction in integer wavelet domain. 
 
Discrete Wavelet Transform 
 
     Discrete Wavelet Transform (DWT) is the most popular 
transform for image-based application [14], [16], [18]. A 2-
dimensional wavelet transform is applied to the original image 
in order to decompose it into a series of filtered sub band 
images. At the top left of the image is a low-pass filtered 
version of the original and moving to the bottom right, each 
component contains progressively higher-frequency 
information that adds the detail of the image. It is clear that 
the higher-frequency components are relatively sparse, i.e., 
many of the coefficients in these components are zero or 
insignificant. The wavelet transform is thus an efficient way 
of decorrelating or concentrating the important information 
into a few significant coefficients. The wavelet transform is 
particularly effective for still image compression and has been 

adopted as part of the JPEG 2000 standard [8] and for still 
image texture coding in the MPEG-4 standard.  
 
Temporal Residual Prediction 
 
     Motion estimation obtains the motion information by 
finding the motion field between the reference frame and the 
current frame. It exploits temporal redundancy of video 
sequence, and, as a result, the required storage or transmission 
bandwidth is reduced by a factor of four. Block matching is 
one of the most popular and time consuming methods of 
motion estimation. This method compares blocks of each 
frame with the blocks of its next frame to compute a motion 
vector for each block; therefore, the next frame can be 
generated using the current frame and the motion vectors for 
each block of the frame. Block matching algorithm is one of 
the simplest motion estimation techniques that compare one 
block of the current frame with all of the blocks of the next 
frame to decide where the matching block is located. 
Considering the number of computations that has to be done 
for each motion vector, each frame of the video is partitioned 
into search windows of size H*W pixels. Each search window 
is then divided into smaller macro blocks of size 8*8 or 16*16 
pixels. To calculate the motion vectors, each block of the 
current frame must be compared to all of the blocks of the 
next frame with in the search range and the Mean Absolute 
Difference (MAD) for each matching block is calculated. 
Where N*N is the block size, x(i,j) is the pixel values of 
current frame at (i,j) th position and y(i+m,j+n) is the pixel 
value of reference frame at (i+m,j+n) th position. The block 
with the minimum value of the Mean Absolute Difference 
(MAD) is the preferred matching block. The location of that 
block is the motion displacement vector for that block in 
current frame. The motion activities of the neighboring pixels 
for aspecific frame are different but highly correlated since 
they usually characterize very similar motion structures. 
Therefore, motion information of the pixel pi(x,y) can be 
approximated by the neighboring pixels in the same frame. 
The initial motion vector (Vx, Vy) of the current pixel is 
approximated by the motion activity of the upper-left 
neighboring pixels in the same frame. 
 
Coding the Prediction Residual 
 
     The temporal prediction residuals from adaptive prediction 
are encoded using Huffman codes. Huffman codes are used 
for data compression that will use a variable length code 
instead of a fixed length code, with fewer bits to store the 
common characters, and more bits to store the rare characters. 
The idea is that the frequently occurring symbols are assigned 
short codes and symbols with less frequency are coded using 
more bits. The Huffman code can be constructed using a tree. 
The probability of each intensity level is computed and a 
column of intensity level with descending probabilities is 
created. The intensities of this column constitute the levels of 
Huffman code tree. At each step the two tree nodes having 
minimal probabilities are connected to form an intermediate 
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node. The probability assigned to this node is the sum of 
probabilities of the two branches. The procedure is repeated 
until all branches are used and the probability sum is 1.Each 
edge in the binary tree, represents either 0 or 1, and each leaf 
corresponds to the sequence of 0s and 1s traversed to reach a 
particular code. Since no prefix is shared, all legal codes are at 
the leaves, and decoding a string means following edges, 
according to the sequence of 0s and 1s in the string, until a 
leaf is reached. The code words are constructed by traversing 
the tree from root to its leaves. At each level 0 is assigned to 
the top branch and 1 to the bottom branch. This procedure is 
repeated until all the tree leaves are reached. Each leaf 
corresponds to a unique intensity level. The codeword for 
each intensity level consists of 0s and 1s that exist in the path 
from the root to the specific leaf. 

 

III. DATA 

     The problem areas are divided as follows: 

1. Identifying objects in skylight (during night) 

2. To ensure frame clarity  

 
     The problems related to identifying the object at skylight is 
handled by the following methods: The first method uses the 
reflection property of the objects. Since the reflection 
properties of various objects are different, then it means that 
various emissions are been made by different objects and by 
this way, the objects can be identified by these different 
energy emissions. The second method such as the spectral 
feature analysis is used to analyze the spectral images. This is 
used to identify the background from the object since the 
background is a constant.  The third method is mean shift 
tracking algorithm. This is used to identify the presence of the 
object in different frames to know whether the object is 
moving or not. The fourth method is the tracking algorithm 
which is used to detect the background and the objects in 
order to know the presence of objects. The fifth method such 
as target representation is used to detect the object at a 
particular target. It uses methods which compares the 
threshold values to distinguish between background and the 
object in order to identify it. The threshold value will be set to 
a value. If the value is less than the threshold, then it will be a 
background else it will be an object.  
 
     Lossless JPEG transcoding has many other relevant 
applications besides reencoding and rotating. For example, it 
can be used by editing software to avoid a quality loss in the 
unedited parts of the image. With some additional 
modifications, it can also be used to perform other simple 
geometric transformations on JPEG compressed images, like 
cropping or mirroring. Usage of  the JPEG file format and the 
Huffman encoding, nothing else from the JPEG algorithm, 
therefore the compression scheme is lossless. 
 
 

IV. FIGURES 
          

 

       
Figure 1. Background removed from a frame 

 
Figure 2. Background removed from another frame 

 
  Figure 3. Object tracing 
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Figure 4. Tracking the moving object 

 
Figure 5. Final result 

 
Figure 6. Tracking of objects in the frame 

 

 
 

Figure 7. Object discrimination by size and brightness 
 

 
Figure 8. Original Frame used to track object 

 

 
 

Figure 9. Replicate image used to track object 
 

V. CONCLUSIONS 

     The classification problem of objects is handled by local 
detection method to identify the characteristics of the object. 
Local detection is made by superimposing the points obtained 
from the hyper spectral image into the high-resolution image 
there by obtaining the characteristics of the object. Since an 
accuracy of what object has been identified was not possible 
on previous methods, a threshold value is set to identify the 
background with other objects. The image is first converted 
from RGB to Gray Scale. Then the pixel values of the image 
are compared with a threshold value. If the pixel value of the 
image is below the threshold value, then it is set as a 
background and is set to 0, else the pixel value is taken as the 
pixel value for an object and is set to 1. Thus we get an image 
with unnecessary objects removed by setting it as background 
and the presence of the object in the image is only shown 
ensuring frame clarity. To ensure that the frames when send to 
the receiver will contain smother edges for objects, trans 
coding technique is applied. It uses the concept of replicate 
array with filter array in order to ensure that the frames are 
send correctly at the receiver making the object in each frame 
more identifiable. This ensures that the frames when send 
from the source will be correctly received at the receiver. 
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Abstract 
The Spam e-mail has become a major problem for companies 
and private users. This paper associated with spam and some 
different approaches attempting to deal with it. The most 
appealing methods are those that are easy to maintain and 
prove to have a satisfactory performance. Statistical classifiers 
are such a group of methods as their ability to filter spam is 
based upon the previous knowledge gathered through 
collected and classified e-mails. A learning algorithm which 
uses the Naive Bayesian classifier has shown promising 
results in separating spam from legitimate mail. 

 
Introduction 
Spam has become a serious problem because in the short term 
it is usually economically beneficial to the sender. The low 
cost of e-mail as a communication medium virtually 
guaranties profits. Even if a very small percentage of people 
respond to the spam advertising message by buying the 
product, this can be worth the money and the time spent for 
sending bulk e-mails. Commercial spammers are often 
represented by people or companies that have no reputation to 
lose. Because of technological obstacles with e-mail 
infrastructure, it is difficult and time-consuming to trace the 
individual or the group responsible for sending spam. 
Spammers make it even more difficult by hiding or forging 
the origin of their messages. Even if they are traced, the 
decentralized architecture of the Internet with no central 
authority makes it hard to take legal actions against 
spammers. The statistical  filtering (especially Bayesian 
filtering) has long been a popular anti-spam approach, but 
spam continues to be a serious problem to the Internet society. 
Recent spam attacks expose strong challenges to the statistical 
filters, which highlights the need for a new anti-spam 
approach. The economics of spam dictates that the spammer 
has to target several recipients with identical or similar e-mail 
messages. This makes collaborative spam filtering a natural 
defense paradigm, wherein a set of e-mail clients share their 
knowledge about recently receivedspame-mails, providing a 
highly effective defense against a substantial fraction of spam 
attacks. Also, knowledge sharing can significantly alleviate 
the burdens of frequent training stand-alone spam filters. 
However, any large-scale collaborative anti-spam approach is 
faced with a fundamental and important challenge, namely 
ensuring the privacy of the e-mails among untrusted e-mail 
entities. Different from the e-mail service providers such as 
Gmail or Yahoo mail, which utilizes spam or ham(non-spam) 
classifications from all its users to classify new messages, 

privacy is a major concern for cross-enterprise collaboration, 
especially in a large scale. The idea of collaboration implies  
that the participating users and e-mail servers have to share 
and exchange information about the e-mails (including the 
classification result). However, e-mails are generally 
considered as private communication between the senders and  
the recipients, and they often contain personal and 
confidential information. Therefore, users and organizations 
are not comfortable sharing information about their e-mails 
until and unless they are assured that no one else (human or 
machine) would become aware of the actual contents of their 
e-mails. This genuine concern for privacy has deterred users 
and organizations from participating in any large-scale 
collaborative spam filtering effort. To protect e-mail privacy, 
digest approach has been proposed in the collaborative anti-
spam systems to both provide encryption for the e-mail 
messages and obtain useful information (fingerprint) from 
spam e-mail. Ideally, the digest calculation has to be a one-
way function such that it should be computationally hard to 
generate the corresponding e-mail message. It should embody 
the textual features of the e-mail message such that if two e-
mails have similar syntactic structure, then their fingerprints 
should also be similar.Afew distributed spam identification 
schemes, such as Distributed Checksum Clearinghouse 
(DCC) [2] and Vipul’s Razor [3] have different ways to 
generate fingerprints. However, these systems are not 
sufficient to handle two security threats: 1) Privacy breach as 
discussed in detail in Section 2 and 2) Camouflage attacks, 
such as character replacement and good word appendant, 
make it hard to generate the same e-mail fingerprints for 
highly similar spam e-mails. 
 

Statistical Data Compression 
Probability plays a central role in data compression: Knowing 
the exact probability distribution governing an information 
source allows us to construct optimal or near-optimal codes 
for messages produced by the source. A statistical data 
compression algorithm exploits this relationship by building a 
statistical model of the information source, which can be used 
to estimate the probability of each possible message. This 
model is coupled with an encoder that uses these probability 
estimates to construct the final binary representation. For our 
purposes, the encoding problem is irrelevant. We therefore 

focus on the source modeling task. 
Preliminaries 
We denote by X the random variable associated with the 
source, which may take the value of any message the source is 
capable of producing, and by P the probability distribution 
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over the values of  X with the corresponding probability mass 
function p. We are particularly interested in modeling of text 
generating sources. Each message x produced by such a 

source is naturally represented as a sequence X=x1
n = 

x1….xn  ∑*of symbols over the source alphabet ∑. The 

length |�|	of a sequence can be arbitrary. For text generating 
sources, it is common to interpret a symbol as a single 
character, but other schemes are possible, such as binary 
(bitwise) or word-level models. The entropy H(X) of a source 
X gives a lower bound on the average per-symbol code length 
required to encode a message without loss of information: 

H(x)=��~�(-	
�

|�|
log �(�)) This bound is achievable only 

when the true probability distribution P governing the source 
is known. In this case, an average message could be encoded 
using no less than H(X) bits per symbol. However, the true 
distribution over all possible messages is typically unknown. 
The goal of any statistical data compression algorithm is then 

to infer a probability mass function over sequences f:∑*→

�0,1�, which matches the true distribution of the source as 

accurately as possible. Ideally2, a sequence x is then encoded 
with L(x) bits, where L(x) = - log f (x). The compression 
algorithm must therefore learn an approximation of P in order 
to encode messages efficiently. A better approximation will, 
on average, lead to shorter code lengths. This simple 
observation alone gives compelling motivation for the use of 
compression algorithms in text categorization. 

Bayesian spam filtering  
Bayesian spam filtering can be conceptualized into the model 
presented in Figure 1. It consists of four major modules, each 
responsible for four different processes: message 
tokenization, probability estimation, feature selection and 
Naive Bayesian classification. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
When a message arrives, it is firstly tokenized into a set of 
features (tokens), F . Every feature is assigned an estimated 
probability that indicates its spaminess. To reduce the 
dimensionality of the feature vector, a feature selection 
algorithm is applied to output a subset of the features. The 
Naive Bayesian classifier combines the probabilities of every 
feature in 1 F , and estimates the probability of the message 

being spam. In the following text, the process of Naive 
Bayesian classification is described, followed by details 
concerning the measuring performance. This order of 
explanation is necessary because the sections concerned with 
the first three modules require understanding of the 
classification process and the parameters used to evaluate its 
improvement. 

 
Performance evolution 
Precision and recall a well employed metric for performance 
measurement in information retrieval is precision and recall. 
These measures have been diligently used in the context of 
spam classification (Sahami et al.1998). Recall is the 
proportion of relevant items that are retrieved, which in this 
case is the proportion of spam messages that are actually 
recognized. For example if 9 out of 10 spam messages are 
correctly identified as spam, the recall rate is 0.9. Precision is 
defined as the proportion of items retrieved that are relevant. 
In the spam classification context, precision is the proportion 
of the spam messages classified as spam over the total number 
of messages classified as spam. Thus if only spam messages 
are classified as spam then the precision is 1. As soon as a 
good legitimate message is classified as spam, the precision 
will drop below 1. Formally: Let gg n be the number of good 
messages classified as good (also known as false negatives). 
Let gs n be the number of good messages classified as spam 
(also known as false positives).(9). Let ss n be the number of 
spam messages classified as spam (also known as true 
positives). Let sg n be the number of spam messages 
classified as good (also known as true negatives).  The 
precision calculates the occurrence of false positives which 
are good messages classified as spam. When this happens p 
drops below 1. Such misclassification could be a disaster for 
the user whereas the only impact of a low recall rate is to 
receive spam messages in the inbox. Hence it is more 
important for the precision to be at a high level than the recall 
rate. The precision and recall reveal little unless used 
together. Commercial spam filters sometimes claim that they 
have an incredibly high precision value of 0.9999% without 
mentioning the related recall rate. This can appear to be very 
good to the untrained eye. A reasonably good spam classifier 
should have precision very close to 1 and a recall rate > 0.8. A 
problem when evaluating classifiers is to find a good balance 
between the precision and recall rates. Therefore it is 
necessary to use a strategy to obtain a combined score. One 
way to achieve this is to use weighted accuracy.  

 
Cross validation 
There are several means of estimating how well the classifier 
works after training. The easiest and most straightforward 
means is by splitting the corpus into two parts and using one 
part for training and the other for testing. This is called the 
holdout method. The disadvantage is that the evaluation 
depends heavily on which samples end up in which set. 
Another method that reduces the variance of the holdout 
method is k -fold cross-validation. In k -fold cross-validation 
(Kohavi 1995) the corpus, M , is split into k mutually 
exclusive parts, M1,M2,…….Mk. The inducer is trained on  
M/M1 and tested against M1 . This is repeated k times with 
different i such that i ∈ {1,2,…k}.Finally the performance is 
estimated as the mean of the total number of tests. 

Incoming text (e-mail) 

Message 

Probability 

Feature selection 

Bayesian classfier 

Remove message Process message 
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Conclusion 
Optimal search algorithm called SFFS was applied to find a 
subset of delimiters for the tokenizer. Then a filter and a 
wrapper algorithm were proposed to determine how beneficial 
a group of delimiters is to the classification task. The filter 
approach ran about ten times faster than the wrapper, but did 
not produce significantly better subsets than the base-lines. 
The wrapper did improve the performance on all corpuses by 
finding small subsets of delimiters. This suggested an idea 
concerning how to select delimiters for a near-optimal 
solution, namely to start with space and then add a few more. 
Since the wrapper generated subsets had nothing in common 
apart from space, the recommendation is to only use space as 
a delimiter. The wrapper was far too slow to use in spam 
filter. 
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