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Case No. 3:08-cv-1023 JSW – Defendants’ Opposition To Plaintiff’s Motion For Preliminary Injunction

SUMMARY OF ARGUMENT

Plaintiff’s motion for preliminary injunction should be denied.  Plaintiff’s motion seeks a

preliminary injunction to require the defendants to complete processing of plaintiff’s requests

under the Freedom of Information Act (“FOIA”) within ten days.  The relief plaintiff seeks is

inconsistent with the way FOIA requests are processed generally, and is also inconsistent with

the plain language of the expedited processing provision of the FOIA.   Defendants have granted

plaintiff’s request to expedite processing of the FOIA requests at issue.  In accordance with the

expedited processing provision of the FOIA, defendants are working diligently to release

responsive records to plaintiff “as soon as practicable.”  5 U.S.C. § 552(a)(6)(E)(iii).  As

explained in the declarations submitted herewith, defendants have moved plaintiff’s request to

the front of their respective processing queues and have made significant progress towards

releasing responsive records to plaintiff.   

In addition to lacking success on the merits, plaintiff has failed to meet its essential

burden of identifying any irreparable harm that it might suffer if the requested relief is not

granted.  Plaintiff’s claim that it will suffer irreparable harm if defendants do not complete

processing of the requests within 10 days is entirely speculative, particularly given the likelihood

that debate over amendments to the Foreign Intelligence Surveillance Act will continue for the

foreseeable future because of the current legislative stalemate.  Conversely, a preliminary

injunction ordering defendants to finish processing plaintiff’s FOIA requests within 10 days

would impose undue burdens on defendants and injure their interests by creating a risk of

inadvertent disclosure of records (some of which contain classified national security

information) that are exempted from release under the FOIA.  The proposed preliminary

injunction in this case also has the potential to harm the public interest by complicating and

disrupting the processing of other FOIA requests.
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INTRODUCTION

Plaintiff Electronic Frontier Foundation (“EFF” or “plaintiff”) asks the Court to invoke

its extraordinary powers to award temporary emergency relief by issuing a preliminary

injunction to require the defendants in this case, the Office of the Director of National

Intelligence (“ODNI”) and the United States Department of Justice (“DOJ”), to complete

processing of plaintiff’s requests under the Freedom of Information Act (“FOIA”) within ten

days.  Plaintiff’s FOIA requests seek records regarding DOJ and ODNI’s communications with

members of Congress and telecommunications companies concerning proposed amendments to

the Foreign Intelligence Surveillance Act (“FISA”), 50 U.S.C. § 1801 et seq., as amended. 

Plaintiff argues it will suffer irreparable harm if defendants do not produce all records responsive

to plaintiff’s FOIA requests before Congress acts to amend the FISA.

Plaintiff’s motion should be denied.  Plaintiff’s request for relief by way of a preliminary

injunction – which is not preliminary in any sense but rather is an attempt to use a procedural

mechanism intended to provide emergency relief as a scheduling tool – is generally

inappropriate in FOIA cases.  Plaintiff also offers the Court no compelling reason that justifies

granting the extraordinary relief it seeks.  

Indeed, the relief plaintiff seeks is inconsistent with the way FOIA requests are processed

generally, and is also inconsistent with the plain language of the expedited processing provision

of the FOIA.  Plaintiff attempts to invent a time limit by which defendants must complete their

FOIA processing by citing to the provision of the FOIA that gives agencies twenty business days

to make a determination about FOIA requests in the first instance.  That provision, however,

does not establish a mandatory time by which the agency must release responsive documents to

plaintiff.  Instead, the inability to respond within the 20-day period simply means that the

requester may, before a response has been made, file suit and be found to have constructively

exhausted administrative remedies.

In any event, defendants have already granted plaintiff’s request to expedite processing

of the FOIA requests at issue.  Consistent with the expedited processing provision of the FOIA,

defendants are working diligently to release responsive records to plaintiff “as soon as

Case 3:08-cv-01023-JSW     Document 36      Filed 03/18/2008     Page 8 of 32
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Case No. 3:08-cv-1023 JSW – Defendants’ Opposition To Plaintiff’s Motion For Preliminary Injunction                  2

practicable.” 5 U.S.C. § 552(a)(6)(E)(iii).  As explained in the attached declarations of ODNI

and DOJ FOIA officials, defendants have moved plaintiff’s request to the front of their

respective processing queues ahead of many non-expedited requests.  Further, the declarations

establish that plaintiff’s demand that processing be completed within ten days is not practicable.

Plaintiff’s motion simply misunderstands the purpose and implications of FOIA’s

expedited processing provisions.  A determination that a request warrants expedited processing

means only that the request should be processed ahead of other requests that have not been

granted expedited treatment.  A grant of expedited processing by an agency does not mean that

the request can or should be processed within a specified time frame or on a schedule dictated by

the individual or organization who made the FOIA request.  Instead, the FOIA provides that

requests, which are granted expedition by an agency, should be processed “as soon as

practicable,” with due regard for the agency’s processing capacity and current workload and the

need to ensure that requests are processed properly.  Defendants, having granted plaintiff’s

request for expedited treatment, are working to complete the processing of plaintiff’s requests as

soon as practicable and, as explained in detail in the attached declarations, have taken

appropriate steps to that end. 

In addition to lacking success on the merits, plaintiff has failed to meet its essential

burden of identifying any irreparable harm that it might suffer if the requested relief is not

granted.  Plaintiff’s claim that it will suffer irreparable harm if defendants do not complete

processing of the requests according to plaintiff’s proposed 10 day schedule is entirely

speculative, particularly given the likelihood that debate over the FISA amendments will

continue for the foreseeable future because of the current legislative stalemate.  Plaintiff

inappropriately seeks to use the preliminary injunction provisions of Federal Rule of Civil

Procedure 65, which are intended to provide a shield against imminent and irreparable injury

while a court considers the merits of a dispute, to accelerate artificially the merits proceedings in

this case.  The injunction proposed by plaintiff does not seek to maintain the status quo; rather

plaintiff’s proposed injunction seeks a version of ultimate relief – the immediate disclosure of

non-exempt, responsive documents.  Awarding plaintiff the ultimate relief it seeks by way of a

Case 3:08-cv-01023-JSW     Document 36      Filed 03/18/2008     Page 9 of 32
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Case No. 3:08-cv-1023 JSW – Defendants’ Opposition To Plaintiff’s Motion For Preliminary Injunction                  3

preliminary injunction at this early stage of these proceedings, before defendant is even required

to answer plaintiff’s complaint, is without an appropriate basis in law.  

For these reasons, as discussed further below, plaintiff’s motion for preliminary

injunction should be denied.  In lieu of plaintiff’s unreasonable production schedule, defendants

should be permitted to continue processing plaintiff’s FOIA requests in accordance with the

schedules proposed in the attached declarations.  To ensure that the Court and plaintiff are

appropriately advised of defendants’ efforts to process plaintiff’s requests, defendants propose to

submit a status report to the Court in thirty days.

BACKGROUND

1. Statutory and Regulatory Framework

Agencies ordinarily process FOIA requests for agency records on a first-in, first-out

basis. See Exner v. Federal Bureau of Investigation, 542 F.2d 1121, 1123 (9th Cir. 1976).  In

1996, Congress amended the FOIA to provide for “expedited processing” of certain categories of

requests.  See Electronic Freedom of Information Amendments of 1996 (“EFOIA”), Pub. L. No.

104-231, § 8 (codified at 5 U.S.C. § 552(a)(6)(E)).  If a request for expedited processing is

granted, the request moves immediately to the front of the agency’s processing queue, ahead of

previously filed requests.  American Civil Liberties Union of Northern California v. Department

of Justice, 2005 WL 588354 at *1 (N.D. Cal. Mar. 11, 2005).

As part of EFOIA, Congress directed agencies to promulgate regulations providing for

expedited processing of requests for records (i) “in cases in which the person requesting the

records demonstrates a compelling need”; 5 U.S.C. § 552(a)(6)(E)(i)(I); and (ii) “in other cases

determined by the agency.”  Id. § 552(a)(6)(E)(i)(II).  FOIA defines “compelling need” to mean:

(I) that a failure to obtain requested records on an expedited basis under this
paragraph could reasonably be expected to pose an imminent threat to the life or
physical safety of an individual; or 

(II) with respect to a request made by a person primarily engaged in
disseminating information, urgency to inform the public concerning actual or
alleged Federal Government activity.”
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1  Both Congress and the D.C. Circuit have recognized that the expedition categories are
to be “narrowly applied” because, “[g]iven the finite resources generally available for fulfilling
FOIA requests, unduly generous use of the expedited processing procedure would unfairly
disadvantage other requesters who do not qualify for its treatment.”  Al-Fayed v. Central
Intelligence Agency, 254 F.3d 300, 310 (D.C. Cir. 2001) (quoting H.R. Rep. No. 104-795,
reprinted at 1996 U.S.C.A.A.N. 3448, 3469 (Sept. 17, 1996)).

2 The position of Director of National Intelligence was created by Congress in the
Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 108-458, §§ 1011(a) and
1097, 118 Stat. 3638, 3643-63, 3698-99 (2004).  The DNI serves as the head of the United States
Intelligence Community and as the principal advisor to the President, the National Security
Council, and the Homeland Security Council, for intelligence-related matters related to national
security.  See 50 U.S.C. §§ 403(b)(1), (2). 
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5 U.S.C. § 552(a)(6)(E)(v).1  The requester bears the burden of showing that expedition is

appropriate.  See Al-Fayed v. Central Intelligence Agency, 254 F.3d 300, 305 n.4 (D.C. Cir.

2001).  FOIA provides that “[a]n agency shall process as soon as practicable any request for

records to which the agency has granted expedition.”  5 U.S.C. § 552(a)(6)(E)(iii).  

Both ODNI2 and DOJ have issued regulations addressing their FOIA administration and

compliance with EFOIA.  See 32 C.F.R. § 1700.1 et seq. (ODNI regulations); 28 C.F.R. § 16.1 et

seq. (DOJ regulations).  ODNI’s regulations provide that “[a]ll requests will be handled in the

order received on a strictly ‘first-in, first-out’ basis.”  See 32 C.F.R. § 1700.12(a).  The

regulations also include a provision addressing expedited processing, which allows requests to

“be taken out of order and given expedited processing treatment whenever it is determined that

they involve:”

(1) Circumstances in which the lack of expedited treatment could reasonably be
expected to pose an imminent threat to the life or physical safety of an individual;
or

(2) An urgency to inform the public concerning an actual or alleged Federal
Government activity, if made by a person primarily engaged in disseminating
information.

32 C.F.R. § 1700.12 (c).  If a request for expedition is granted by ODNI, “the request shall be

given priority and shall be processed as soon as practicable”  32 C.F.R. § 1700.12(b).

Similarly, DOJ’s regulations provide that FOIA requests shall be handled “according to

their order of receipt.”  28 C.F.R. § 16.5(a).  In the event a FOIA request satisfies the criteria for
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3 These factors are similar to the ODNI criteria discussed above.  See 28 C.F.R. §
16.5(d)(1)(i-iv).

4 DOJ handles its FOIA requests on a component-by-component basis (e.g., FBI, DEA,
ATF), see 28 C.F.R. § 16.3(a), whereas ODNI processes its request on an agency-wide basis.
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expedited processing,3 the request “will be taken out of order and given expedited treatment.” 

See 28 C.F.R. § 16.5(d)(1).  Further, the DOJ regulations specify that a granted request for

expedition “shall be given priority and shall be processed as soon as practicable.” 28 C.F.R. §

16.5(d)(4).

2. Factual Background.

By letters dated December 21, 2007, plaintiff submitted nearly identical FOIA requests to

ODNI and five DOJ components:  Office of the Attorney General (“OAG”), Office of Legal

Policy (“OLP”), Office of Legislative Affairs (“OLA”), Office of Legal Counsel (“OLC”), and

National Security Division (“NSD”).4  See Plaintiff’s Memorandum, Exhibits K-N.  Plaintiff’s

letters requested:

all agency records from September 1, 2007 to the present concerning briefings,
discussions, or other exchanges that [ODNI] Director McConnell or other ODNI
officials [or in the case of the DOJ requests “Justice Department officials”] have
had with 1) members of the Senate or House of Representatives and 2)
representatives or agents of telecommunications companies concerning
amendments to FISA, including any discussion of immunizing
telecommunications companies or holding them otherwise unaccountable for their
role in government surveillance activities. This request includes, but is not limited
to, all email, appointment calendars, telephone message slips, or other records
indicating that such briefings, discussions, or other exchanges took place.

See id.  Plaintiff also sought expedited processing of their FOIA requests pursuant to the

governing ODNI and DOJ FOIA regulations, 28 C.F.R. § 16.5(d); 32 C.F.R. § 1700.12, asserting

that the public has a significant interest in the government’s efforts to amend the FISA.  See

Plaintiff’s Memorandum, Exhibits K-N.

In response, ODNI and all five DOJ components granted plaintiff’s request for expedited

processing.  In December and January 2008, ODNI and the DOJ components sent plaintiff letters

acknowledging receipt of the FOIA requests and informing plaintiff that the requests would be

processed on an expedited basis.  See Plaintiff’s Memorandum, Exhibits O-S.

Plaintiff filed its complaint in this action under the FOIA on February 20, 2008, seeking
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expedited processing and release of the records described above.  See Complaint For Injunctive

Relief (dkt. no. 1).  On February 29, 2008, plaintiff filed a motion for preliminary injunction

(dkt. no. 6), requesting that the Court order defendants to complete processing of plaintiff’s

FOIA requests and to release all responsive records within ten days.

3. Defendants’ Efforts To Process Plaintiff’s FOIA Requests.

As explained more fully in the declarations submitted herewith, ODNI and the five DOJ

components have been working diligently to process plaintiff’s FOIA requests as soon as

practicable. 

DOJ – National Security Division.  After granting plaintiff’s request for expedited

processing, NSD immediately moved plaintiff’s request ahead of fourteen other pending FOIA

requests received prior to plaintiff’s request.  See Declaration of GayLa Sessoms ¶ 5 (attached as

Exhibit 1) (“Sessoms Decl.”).  A search for responsive documents was then initiated within the

NSD offices reasonably likely to maintain records responsive to plaintiff’s request.  Id.  ¶ 6. 

Notifications and follow up reminders were sent to all NSD employees (approx. 50 people)

reasonably likely to maintain documents responsive to plaintiff’s requests instructing them to

search their files for responsive records.  Id.  Because NSD’s employees work on significant

mission-related matters pertaining to the national security of the United States, these officials

and employees were required to stop this critical work in order to perform the necessary searches

and each of them did so as soon as was practicable.  Id.  Searches were conducted by employees

in multiple offices within the NSD as well as by NSD’s FOIA Program Analyst, FOIA

Coordinator and Records Officer.  Id. ¶¶ 7-9.  NSD completed its search for responsive records

during the week of March 10 and identified roughly two boxes of material that may be

responsive to plaintiff’s request.  Id. ¶ 10.  NSD’s FOIA staff is currently reviewing this material

to 1) ensure that it is responsive to plaintiff’s request; 2) eliminate any duplicates; 3) identify all

third agency documents that require referral and/or consult; and 4) identify all classified records. 

Id.  NSD anticipates completing its review this week and will notify plaintiff of the exact volume

of responsive records no later than Friday, March 21, 2008.  Id.  Once the universe of responsive

documents is determined, NSD will immediately begin the review of this material for the
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application of any FOIA exemptions.  Id.  This review will initially focus on unclassified records

that do not require consultation or referral to other agencies.  Id. ¶ 12.  NSD will complete its

review of this category of records and provide an interim release of records to plaintiff no later

than April 11, 2008.  Id.  With respect to responsive records that require referral and consult with

other agencies as well as any classified records, the NSD is not in a position at this time to

provide an estimated date of production given the numerous considerations and additional

burdens that must be taken into account before releasing such records.  Id. ¶¶ 11-13.  NSD is

committed to processing these records as soon as practicable and is willing to provide the Court

with a status report every 30 days to update the Court on the NSD’s progress.  Id. ¶ 13. 

DOJ – Office of Legal Counsel.  As soon as OLC made the decision to expedite

plaintiff’s request, it was given priority status and moved to the front of the OLC request queue. 

See Declaration of Paul Colborn ¶ 4 (attached as exhibit 2) (“Colborn Decl.”).  Plaintiff’s request

is one of two expedited requests currently in the queue, and it has priority over the other

expedited request.  Id.  As such, it is being processed ahead of one expedited and nineteen

non-expedited FOIA requests currently pending.  Id.  

OLC initiated a search for records responsive by performing keyword search of the

electronic files of all OLC attorneys most likely to have responsive records.  Id. ¶ 5. This search

protocol is a time-intensive process that requires information technology personnel to copy all

electronic files into a searchable format.  Id.  The keyword searches inevitably result in more

documents than are actually responsive to plaintiff’s FOIA request.  Id.  Accordingly, the small

OLC staff and its attorneys must review these documents for duplicate and non-responsive

material while balancing their other competing work assignments, including urgent requests for

legal advice from Executive Branch agencies.  Id. ¶ 6.  The review of material in this case was

made more difficult by a litigation-related deadline in another FOIA case that required OLC to

devote the entire month of February toward review of over 15,000 pages of material.  Id. ¶ 7

Notwithstanding these obstacles, OLC worked diligently over the last few weeks on plaintiff’s

request and has now completed its search for responsive documents.  Id. ¶ 8.  OLC has identified

more than 5,000 documents totaling more than 10,000 pages of potentially responsive material. 
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Id. ¶¶ 8-9.  OLC has culled this initial group to approximately 2,000 pages of material and is in

the process of reviewing this material more closely to determine responsiveness, to eliminate

duplicates, to assess which, if any, FOIA exemptions may apply, and to identify which

documents, if any, should be referred to other agencies for consultations.  Id. ¶ 9.  OLC

anticipates completing this review and issuing at least an interim response to plaintiff by no later

than March 25, 2008.  Id.  Based on a preliminary assessment of the documents, the interim

response will likely address many materials responsive to plaintiff’s request.  Id.  OLC has,

however, identified a number of documents requiring consultations with other agencies;

consequently, a final OLC response will take more time.  Id.  Additionally, OLC has identified a

small number of classified documents for potential responsiveness.  Id.  The potential existence

of responsive classified material could contribute significantly to the time required complexities

attendant to processing plaintiff’s request.  Id.  Allowing enough time for the agencies to review

and provide OLC their views, as well as to conduct any necessary review of any classified

information, OLC anticipates issuing a final response to plaintiff’s request by April 22, 2008.  Id.

DOJ – Offices of Legislative Affairs, Legal Policy, and Attorney General.   FOIA

requests submitted to the senior leadership offices of the Department of Justice, including OLA,

OLP, and OAG, are handled by the Department’s Office of Information and Privacy (“OIP”). 

See Declaration of Melanie Pustay ¶ 1 (attached as Exhibit 3) (“Pustay Decl.).  As soon as

plaintiff’s request was approved for expedited processing, it was moved ahead of other FOIA

requests received at an earlier date in OIP’s FOIA queue.  Id. ¶ 5.  Immediately thereafter, record

searches were initiated in OLA, OLC, and OAG by informing individual staff members to search

all appropriate electronic and paper files for records responsive to plaintiff’s request.  Id. ¶ 6. 

The officials in these offices typically conduct the searches themselves by hand searching large

paper files as well as electronic searches of a vast number of e-mail files.  Id.  While the officials

in these offices make every effort to respond to FOIA requests in a timely fashion, it is not

always possible for senior DOJ officials to stop their pressing day-to-day duties in order to

immediately perform a search for records responsive to a FOIA request.  Id.  These officials

performed the necessary searches as soon as it was practicable to do so.  Id.

Case 3:08-cv-01023-JSW     Document 36      Filed 03/18/2008     Page 15 of 32



1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

Case No. 3:08-cv-1023 JSW – Defendants’ Opposition To Plaintiff’s Motion For Preliminary Injunction                  9

All three offices have completed exhaustive searches for records responsive to plaintiff’s

request.  See id. ¶¶ 7-22 (describing steps taken to search for records).  OLA located

approximately 1,500 pages of material, OLP located 233 pages of material, and OAG located

913 pages of material.  Id. ¶ 23.  OIP is currently reviewing these documents and it is anticipated

that adjustments to these page counts will be made as duplicate and non-responsive material is

identified.  Id.  The records located all require further review, including consultations with

multiple DOJ components and other Executive Branch agencies, before a response can be

provided.  Id. ¶ 24.  Such consultations are required by Department of Justice regulation 28

C.F.R. § 16.4(c)(1), and are appropriate because other components within the Department and

other Executive Branch agencies have an interest in the documents.  Id.  Further, because none

of the documents originated with OIP, disclosure determinations necessarily must be made in

consultation with the originating offices.  Id.  Many of these consultations will need to be

conducted in stages, as certain offices need to know the views of other offices in order to make

their disclosure determinations.  Id.  Until these steps are completed, OIP cannot complete the

processing of the documents and make a final response to plaintiff.  Id.  Additionally, OIP has

located classified material, which adds significantly to the complexities attendant to processing

plaintiff’s FOIA request.  Id. ¶ 25.

OIP is making every effort to process plaintiff’s requests as soon as practicable.  Id. ¶ 26.

OIP anticipates providing plaintiff with an interim response of records by April 14, 2008.  Id.

¶ 27.  Further, OIP anticipates providing a final response on May 23, 2007, assuming

consultations have been finalized.  Id. ¶ 29.  In the meantime, OIP is willing to provide the court

with status reports every thirty days regarding its progress.  Id. ¶ 26.

ODNI.  Once ODNI approved plaintiff’s request for expedited processing, plaintiff’s

FOIA request was given priority status and moved to the front of ODNI’s FOIA queue.  See

Declaration of John Hackett ¶ 5 (attached as Exhibit 4) (“Hackett Decl.”).  Plaintiff’s request is

currently being processed ahead of 49 pending FOIA requests.  Id.  Further, ODNI performed

searches in a variety of offices reasonably likely to have responsive material.  Id. ¶ 6.  The ODNI

employees who were asked to search for responsive records work on important matters related to
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the national security of the United States and they were required to stop this critical work in

order to perform the necessary searches.  Id. ¶ 7.  As records were located, ODNI conducted a

continual analysis and review of the documents.  Id.  This process included the identification of

duplicative and non-responsive material, creation of “working” copies of the documents,

document indexes as needed, and an assessment of necessary consultations and/or referrals with

those entities maintaining equity in the documents, and the application of any FOIA exemptions

to the material.   Id.  

ODNI has completed all necessary searches for records responsive to plaintiff’s request. 

Id. ¶ 7.  ODNI has identified approximately 185 pages of unclassified material and

approximately 80 pages of classified material responsive to plaintiff’s request.  Id. ¶ 8.  Some of

the records that ODNI has identified contain information that is so highly classified that it is in a

classification compartment that is extremely sensitive.   Id. ¶ 11.  Only a small number of ODNI

officials are able to access this material and it must be handled under special security procedures. 

Id.  ODNI is actively working through these issues but the existence of these classified records

contributes to the complexity of processing plaintiff’s FOIA request.  Id.  Further, approximately

255 pages of responsive material has been forwarded to other government agencies for

consultation and response back to ODNI regarding the applicability of any FOIA exemptions. 

Id. ¶ 9.  These agencies have been advised of this litigation and have informed ODNI that

consultations are expected to be completed in three weeks.  Id. ¶ 12.  ODNI anticipates being

able to complete the processing of all the responsive records in this case and provide a final

response to plaintiff within three weeks of receiving the other agencies responses to its

consultations.  Id.  ODNI is also willing to provide the court with a status report in thirty days to

update its progress.  Id.

ARGUMENT

“A preliminary injunction is an extraordinary and drastic remedy, one that should not be

granted unless the movant, by a clear showing, carries the burden of persuasion.”  Mazurek v.

Armstrong, 520 U.S. 968, 972 (1997) (per curiam) (quoting 11A C. Wright, A. Miller, & M.

Kane, Federal Practice and Procedure § 2948, pp. 129-130 (2d ed.1995)).  In determining
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whether to grant a preliminary injunction, courts in the Ninth Circuit traditionally consider     

“(1) the likelihood of the moving party’s success on the merits; (2) the possibility of irreparable

injury to the moving party if the relief is not granted; (3) the extent to which the balance of

hardships favors the respective parties; and (4) in certain cases, whether the public interest will

be advanced by granting the preliminary relief.”  Miller v. California Pacific Medical Center, 19

F.3d 449, 456 (9th Cir. 1994) (en banc).  The moving party must demonstrate either “(1) a

combination of probable success on the merits and the possibility of irreparable harm, or (2) the

existence of serious questions going to the merits, the balance of hardships tipping sharply in its

favor, and at least a fair chance of success on the merits.”  Id. (internal quotation omitted); see

also Taylor v. Westly, 488 F.3d 1197, 1200 (9th Cir. 2007).  “Under either formulation of the

test, the party seeking the injunction must demonstrate that it will be exposed to some significant

risk of irreparable injury.”  Associated General Contractors of Calif. v. Coalition for Economic

Equity, 950 F.2d 1401, 1410 (9th Cir. 1991). 

1. Preliminary injunctions are generally not appropriate in FOIA cases.

Plaintiff’s request for a preliminary injunction here is even more extraordinary than in the

usual case because plaintiff seeks such relief based on claims made under the FOIA where, for a

variety of reasons, such motions are generally inappropriate.  A number of courts have denied

requests for preliminary injunctive relief for claims brought under the FOIA, including a recent

motion filed by plaintiff in a separate FOIA case seeking similar relief against the Department of

Justice.  See Electronic Frontier Foundation v. Dep’t of Justice, slip op. at 10, 06-CV-1773

(RBW) (Sept. 27, 2007) (attached as Exhibit 5) (“[T]he Court agrees with the defendant’s

position that EFF misconstrues the purpose and implications of the FOIA’s expedited processing

provisions.”).  See also Judicial Watch, Inc. v. U.S. Dept. of Homeland Sec., 514 F. Supp. 2d 7,

11 (D.D.C. 2007) (denying motion for preliminary injunction to compel immediate disclosure of

records); Al-Fayed v. CIA, 2000 WL 34342564 at *6 (D.D.C. 2000) (finding that “upon

consideration of the parties’ arguments, the statutory and regulatory context, and the applicable

case law,” emergency relief was not warranted despite the agency’s delay in responding to FOIA

requests); Assassination Archives & Research Ctr., Inc. v. CIA, No. 88-2600, 1988 U.S. Dist.
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erroneously) in FOIA cases, see, e.g., Elec. Privacy Info. Ctr. v. Dep’t of Justice, 416 F. Supp.
2d 30, 35 (D.D.C. 2006), the circumstances of this case do not warrant such relief.
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LEXIS 18606 at *1 (D.D.C., Sept. 29, 1988) (rejecting motion for preliminary injunction asking

the Court to order expedited processing of a FOIA request).  Notably, plaintiff concedes that a

“preliminary injunction is not the norm in FOIA cases.”5  See Plaintiff’s Memorandum at 13.  

FOIA already establishes its own specialized procedural framework controlling the

processing of FOIA requests and procedures for FOIA litigation.  See, e.g., 5 U.S.C. §

552(a)(3)(A) (providing that a FOIA request must reasonably describe the records sought and

must be filed in accordance with published rules and procedures).  Moreover, Congress has

specifically recognized that litigation involving FOIA claims is to be accelerated.  See 5 U.S.C. §

552(a)(4)(C) (providing that government defendants have 30 days in which to answer a FOIA

complaint as opposed to the ordinary 60 days provided by Fed. R. Civ. P. 12).  Plaintiff,

consequently, should not be permitted to circumvent this explicit statutory framework through a

request for preliminary relief.  Cf. Electronic Frontier Foundation v. Department of Justice, slip

op. at 3-4, 07-CV-0656 (JDB) at 3-4 (June 15, 2007) (attached as Exhibit T to Plaintiff’s

Memorandum) (imposing an accelerated production schedule on the defendant, but noting,

“[c]ertainly, the vehicle of a preliminary injunction motion is an imperfect means to address

what is, in essence, a scheduling issue.  Moreover, the possibility of overuse, or even abuse, of

preliminary injunction requests in the FOIA scheduling context is obvious.”).

The traditional purpose of a preliminary injunction is to preserve the status quo so that

the court can issue a meaningful decision on the merits.  See King v. Saddleback Junior College

Dist., 425 F.2d 426, 427 (9th Cir. 1970).  That purpose is not served in this case because plaintiff

seeks “mandatory preliminary relief” – that is, an order compelling accelerated processing that

would not merely preserve the status quo but would force specific action by defendants to grant

the ultimate relief to which plaintiff thinks it is entitled.  Accordingly, the Ninth Circuit has held

that such relief is “subject to heightened scrutiny and should not be issued unless the facts and

law clearly favor the moving party.”  Dahl v. HEM Pharmaceuticals Corp., 7 F.3d 1399, 1403

Case 3:08-cv-01023-JSW     Document 36      Filed 03/18/2008     Page 19 of 32



1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

Case No. 3:08-cv-1023 JSW – Defendants’ Opposition To Plaintiff’s Motion For Preliminary Injunction                  13

(9th Cir. 1993).  Further, because preliminary injunctive relief is not intended to provide

plaintiffs with a means to bypass the litigation process and achieve rapid victory, a preliminary

injunction should not work to give a party essentially the full relief it seeks on the merits.  See

Univ. of Texas v. Camenisch, 451 U.S. 390, 397 (1981) (“[I]t is generally inappropriate for a

federal court at the preliminary injunction stage to give a final judgment on the merits.”). 

For these reasons, plaintiff has not met the exacting standard required for the relief it

seeks, and plaintiff’s motion should be denied because it is inappropriate for FOIA claims.

2. Plaintiff has failed to demonstrate a likelihood of success on the merits
because the FOIA’s expedited processing provisions do not require that
processing be completed within a time certain.                                             

Plaintiff’s allegation that defendants have violated the FOIA is predicated on the

mistaken assumption that the expedited processing provision of the FOIA requires an agency to

complete its processing within a specific period of time.  The statute, however, does not require

agencies to process expedited requests within a specific time limit.  Instead, the statute explicitly

directs agencies to “process as soon as practicable any request for records to which [they have]

granted expedited processing.”  5 U.S.C. § 552(a)(6)(E)(iii) (emphasis added); see also 32

C.F.R. § 1700.12(b); 28 C.F.R. § 16.5(d)(4) (stating that ODNI and DOJ expedited FOIA

requests “shall be processed as soon as practicable.”).  As the Senate Report accompanying the

FOIA amendments that inserted the expedited processing procedures explains, the intent of the

expedited processing provision was to give certain requests priority, not to require that such

requests be processed within ten days or any other specific period of time:

[Once] the request for expedited processing is granted, the agency must then
proceed to process the request “as soon as practicable.”  No specific number of
days for compliance is imposed by the bill since depending on the complexity of
the request, the time needed for compliance may vary.  The goal is not to get the
request processed within a specific time period, but to give the request priority in
processing more quickly than would otherwise occur.

S. Rep. 104-272, 1996 WL 262861, *17 (May 15, 1996); see also H. R. Rep. No. 104-795,

reprinted at 1996 U.S.C.A.A.N. 3448, 3461 (Sept. 17, 1996) (“certain categories of requesters

would receive priority treatment of their requests . . . .”).  Thus, FOIA’s expedited processing

provision is an ordering mechanism, allowing certain FOIA requesters to jump to the head of the

line and avoid the ordinary “first in, first out” processing queue.  See ACLU, 2005 WL 588354 at
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*1 (“If a request for expedited processing is granted, the request moves to the front of the

processing queue, ahead of previously filed requests.”).  Once a request is at the front of the line,

however, “practicability” is the standard that governs how quickly any particular request can be

processed.  See ACLU v. Dep’t of Justice, 321 F. Supp. 2d 24, 38 (D.D.C. 2004) (reversing

agency’s denial of expedited processing and ordering the agency to “process plaintiffs’ request

. . . consistent with 5 U.S.C. § 552(a)(6)(E)(iii) and 28 C.F.R. § 16.5(d)(1)(4) (‘as soon as

practicable’)”). 

Plaintiff’s motion ignores the plain language of the statute and Congress’s clear

legislative intent.  Instead, plaintiff attempts to invent a time limit applicable to expedited

requests by citing 5 U.S.C. § 552(a)(6)(A)(i), which it characterizes as the “20-working-day

deadline imposed by the FOIA for processing a nonexpedited request.”  See Plaintiff’s

Memorandum at 15.  That provision, however, has no bearing on when expedited processing

must be completed.  See American Civil Liberties Union v. DOD, 339 F. Supp. 2d 501, 503

(S.D.N.Y. 2004) (“While it would appear that expedited processing would necessarily require

compliance in fewer than 20 days, Congress provided that the executive was to ‘process as soon

as practicable’ any expedited request.”).  An agency’s inability to respond to a FOIA request

within the 20-day period simply means that the requester may, before a response has been made,

file suit and be found to have constructively exhausted administrative remedies.  See The Nation

Magazine v. Dep’t of State, 805 F. Supp. 68, 72 (D.D.C. 1992).  The provision does not, in any

event, purport to establish an “outside” time limit on what is “practicable” in responding to an

expedited request, nor does it mandate that an agency fully process all requests within 20 days.  

See, e.g., Gerstein v. C.I.A., 2006 WL 3462658 *8 (N.D. Cal. Nov. 29, 2006) (“FOIA does not

set forth a specific deadline by which expedited processing must be concluded.”).  Indeed, even

when expedited processing has been granted, courts have recognized that FOIA processing can

take longer than 20 days.  See Leadership Conference on Civil Rights v. Gonzalez, 2005 WL

3360884 at *11 (D.D.C. Dec. 9, 2005) (ordering government to “expedite processing plaintiff’s

FOIA requests and produce the requested records to plaintiffs as soon as practicable, but no later

than September 28, 2006, two years from the date on which the complaint was initially filed”);
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see also Judicial Watch v. Rossotti, 285 F. Supp. 2d 17, 26 (D.D.C. 2003) (“Certainly, it took

longer than twenty days to respond to Judicial Watch’s FOIA requests, but that is explained by

the nature of these requests, the many offices to which they were directed, the number of FOIA

requests [the agencies] regularly receive, and the treatment of FOIA requests on a first in/first

out basis.”).  As such, the 20-day requirement can hardly be found to establish a mandatory

deadline as to the “practicability” of responding to expedited requests.

The practicability standard makes logical sense in the FOIA context because the time

required to process a FOIA request varies according to a number factors, including the requests’s

size, scope, detail, the number of offices with responsive documents, other agencies or

components that must be consulted or to which documents might have to be referred for

additional review, and FOIA exemption issues.  See generally Sessoms Decl.; Colborn Decl.;

Pustay Decl.; Hackett Decl.  See also 28 C.F.R. § 16.4 (describing FOIA consultation and

referral procedures); 28 C.F.R. § 16.7 (describing FOIA classified information review

procedures). Further, the existence of classified materials, which are present in this case,

contributes significantly to the complexities attendant to processing a FOIA request.  See

Sessoms Decl. ¶ 11; Colborn Decl. 9; Pustay Decl. ¶ 25; Hackett Decl. ¶ 10.  Responsive

documents that may contain classified information must undergo an additional, and

time-sensitive, review to ensure that all documents are appropriately classified in accordance

with Executive Order 12958, as amended.  See id.  Such review also includes a page-by-page and

line-by-line review of the documents to determine which, if any, FOIA exemptions may apply. 

See id.  In light of the sensitive nature of classified information, potentially responsive material

must then be reviewed by any appropriate entities with equities in the documents to ensure that

no processing errors have been made and that no improper disclosures are made.  See id.  As

Congress has recognized, review of classified national security information may require

additional time.  See H. R. Rep. No. 104-795, 1996 U.S.C.A.A.N. at 3466 (“In underscoring the

requirement that agencies respond to requests in a timely manner, the Committee does not intend

to weaken the interests protected by the FOIA exemptions.  Agencies processing some requests

may need additional time to adequately review requested material to protect these exemption
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interests.  For example, processing some requests may require additional time to properly screen

material against the inadvertent disclosure of material covered by the national security

exemption”).  

Moreover, documents subject to other exemptions, see generally 5 U.S.C. § 552(b), must

similarly be identified and, where necessary, redacted, and documents generated by other

agencies or authorities must be referred for review back to those same agencies or authorities. 

See Sessoms Decl. ¶ 10-13; Colborn Decl. ¶ 8-9; Pustay Decl. ¶ 23-30; Hackett Decl. ¶ 9-13. 

The attached declarations establish that defendants have made significant progress on these

complex tasks.  Plaintiff offers no reason to believe that the agency is not performing these tasks

as soon as practicable, and thus fails to meet its burden of demonstrating, “by a clear showing,”

Mazurek, 520 U.S. at 972, that a preliminary injunction is warranted at this juncture.

The obstacles that make it impracticable to process plaintiff’s requests on its desired

schedule relate to the amount and intensity of work that FOIA processing entails and the

limitations of and burdens on defendants’s processing capacity—not to any failure with respect

to the grant of expedited treatment.  As discussed above, defendants have appropriately

implemented the grant of expedited treatment by moving plaintiff’s requests to the front of their

respective FOIA queues ahead of other FOIA requests.  See Sessoms Decl. ¶ 5; Colborn Decl.

¶ 4; Pustay Decl. ¶ 5; Hackett Decl. ¶ 5.  However, a grant of expedited treatment does not

eliminate any of the time-consuming and labor-intensive steps required to complete processing: 

the review of potentially responsive documents to isolate the documents falling within the scope

of the plaintiff’s FOIA requests; the review of documents for classified information; the review

to determine whether documents are exempt from disclosure; and appropriate conferral with

entities that have equities in the documents.  As detailed more fully in the declarations,

defendants have already made considerable progress on plaintiff’s requests with several

components anticipating an interim release of records within the next several weeks.

In addition to the factual basis supporting the denial of relief, the cases that plaintiff cites

in support of its claim that “courts have imposed specific processing deadlines on agencies,

requiring the prompt delivery of non-exempt records to FOIA requesters,” see Plaintiff’s
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Memorandum at 23, are inapposite.  Many of the cases cited by plaintiff allowed the government

far more time to complete processing the FOIA requests at issue than plaintiff demands in this

case.  See, e.g., Judicial Watch v. Dept. of Energy, 191 F. Supp. 2d 138 (D.D.C. 2002) (ordering

that responsive non-exempt documents be produced within approximately a year of filing of the

complaint), Natural Resources Defense Council v. DOE, 191 F. Supp. 2d 41 (D.D.C. 2002)

(ordering responsive non-exempt documents to be filed within approximately one year of the

date the FOIA request was made to agency and within approximately 4 months of filing

complaint); American Civil Liberties Union, 339 F. Supp. 2d at 505 (ordering the identification

or production of responsive documents within approximately one year of submitting FOIA

request and three months of filing of complaint); Electronic Privacy Info. Center v. DOJ, Civ.

No. 05-845, 2005 U.S. Dist. LEXIS 40318, at * 5-6 (D.D.C., Nov. 16, 2005) (ordering

processing and release of documents on a rolling basis until processing complete).  These cases

are thus wholly unlike this one, where plaintiff seeks “preliminary” relief demanding processing

at an artificial pace despite the fact that defendants are not even required at this time to answer

plaintiff’s complaint.

Although plaintiff relies heavily upon the decision in Electronic Privacy Information

Center (“EPIC”) v. Dep’t of Justice, 416 F. Supp. 2d 30 (D.D.C. 2006), in which a preliminary

injunction was granted in the FOIA expedited processing context requiring the agency to

produce or identify all responsive documents within 20 days, as discussed above, EPIC is in

tension with the FOIA statutory and regulatory framework and the general principles governing

issuance of preliminary relief.  Moreover, plaintiff fails to note that the preliminary injunction

entered in that case was later modified upon reconsideration, following a factual submission by

the government regarding its processing capacity.  See EPIC, slip op., No. 06-0096 (D.D.C. Mar.

24, 2006) (Kennedy, J.) (attached as Exhibit 6) (granting in part the government’s expedited

motion for relief from the February 16, 2006 Order, extending the deadline for several DOJ

components to process plaintiff’s FOIA request by 60 days or 120 days, respectively). 

Defendants respectfully submit that the EPIC decision was incorrectly decided and contend that

the FOIA’s 20 day administrative exhaustion requirement has no bearing on the date by which
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and County of San Francisco, 556 F.2d 450, 457 n.13 (9th Cir. 1977) (one district court judge is
not required to follow the decision of another).

7 In the interest of simplicity and clarity, defendants note that the arguments above apply
equally to the court’s second decision in Gerstein.  See Gerstein v. C.I.A., 2006 WL 3462659
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an agency must produce records responsive to an expedited request.6  In any event, even

assuming this Court adopts the EPIC framework, the EPIC court’s decision was greatly

influenced by its view that the agency did not “present[] evidence that processing EPIC’s FOIA

requests within the next twenty days would be impracticable.”  Id. at 39-40.  Indeed, the EPIC

court emphasized that “[t]he presumption of agency delay raised by failing to respond to an

expedited request within twenty days is certainly rebuttable if the agency presents credible

evidence that disclosure within such time period is truly not practicable.” Id. at 39.  In this case

defendants have overcome the presumption of agency delay with detailed declarations

explaining their efforts to process plaintiff’s FOIA requests and the reasons why plaintiff’s

request for immediate relief is unreasonable and not practicable.

For similar reasons, plaintiff’s reliance on Gerstein v. C.I.A., 2006 WL 3462658 (N.D.

Cal. Nov. 29, 2006), is misplaced.  In that case, the court granted the FOIA plaintiff’s motion for

expedited processing after the agency denied the plaintiff’s request at the administrative level. 

After analyzing and reversing the agency’s decision, the court went on to discuss the time line

for processing responsive documents, noting that “FOIA does not set forth a specific deadline by

which expedited processing must be concluded.”  Id. at *8.  The court, however, granted

plaintiff’s request to produce responsive documents within 30 days of the court’s ruling because

the defendant did “not respond to this request and, in particular, [did] not contend that it is not

‘practicable’ for them to process [plaintiff’s] FOIA request within 30 days.”  Id.  Gerstein is

distinguishable for several reasons.  First, the FOIA request in Gerstein had been pending “for

more than eight months” without production of any responsive documents whereas the requests

in this case have been pending roughly three months.  Id.  Second, unlike the defendant in

Gerstein, defendants have produced detailed declarations explaining that they are working

diligently to process plaintiff’s requests as soon as practicable.7  See Electronic Frontier
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8 ODNI relied largely upon the analysis in EPIC.  As explained above, defendants
contend that the EPIC analysis is inconsistent with the terms of the FOIA.
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Foundation v. Dep’t of Justice, slip op., 06-CV-1773 (RBW) (attached as Exhibit 3) at 5

(denying motion for preliminary injunction seeking expedited processing in FOIA case based on,

inter alia, the fact that “defendant has demonstrated that it is processing plaintiff’s FOIA request

as soon as practicable.”).

The court’s decision in Electronic Frontier Foundation v. ODNI, 2007 WL 4208311

(N.D. Cal. Nov. 27, 2007), is also distinguishable from the present context.  That court’s

decision to grant in part plaintiff’s preliminary injunction motion was predicated in part on the

fact that congressional legislation was set to expire in several weeks.  Id. at *7.  Here, plaintiff

has not identified a similar event that would turn a purported delay in processing plaintiff’s

FOIA request into an irreparable injury.  As noted above, it appears the legislative and public

debate regarding the FISA – a debate that has been ongoing for several years – will continue for

the foreseeable future.  Moreover, even applying the Electronic Frontier Foundation court’s

analytical framework to this case,8 the central question identified by that court was: “Whether

defendant is actually processing the [FOIA] request ‘as soon as practicable.’”  Id. at *4.  The

attached declarations establish that defendants are, in fact, processing plaintiff’s FOIA request as

soon as practicable. 

For the reasons explained above, there is no appropriate legal or factual basis for the

Court to order defendants to meet plaintiff’s proposed processing schedule, particularly where no

such requirement is found in the FOIA statute and, indeed, such a requirement is at odds with the

statute.

 3. Plaintiff has not established a significant risk of irreparable injury.

In addition to failing to demonstrate a likelihood of success on the merits, plaintiff also

has not established that the preliminary injunction it requests is necessary to prevent irreparable

harm.  The focus of the harm inquiry in this case is whether plaintiff will suffer irreparable injury
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if its FOIA requests are not processed on the schedule that plaintiff requests but instead are

processed according to the time frame that Congress has established, “as soon as practicable.” 

Plaintiff speculates that the denial of emergency relief in this case could impose irreparable harm

because the records plaintiff seeks from defendants are only of value now – that is, before

Congress votes on permanent amendments to the FISA – but the records will be useless if it is

produced after Congress amends the FISA.  Plaintiff’s argument is pure speculation, and it is not

sufficient to support issuance of a preliminary injunction.  See Caribbean Marine Services Co.,

Inc. v. Baldrige, 844 F.2d 668, 674 (9th Cir. 1988) (“Speculative injury does not constitute

irreparable injury sufficient to warrant granting a preliminary injunction.”).

As an initial matter, plaintiff’s delay in bringing this matter to the court’s attention belies

their claim of emergency.  Plaintiff does not explain why it waited nearly two months to file the

preliminary injunction motion.  According to plaintiff’s legal theory, which defendants dispute

for the reasons stated above, the agencies should have finished processing the FOIA requests

within 20 working days of receipt.  Accordingly, plaintiff could have filed the preliminary

injunction motion two months ago in early January 2008.  “By sleeping on its rights a plaintiff

demonstrates the lack of need for speedy action.” See Lydo Enters. v. City of Las Vegas, 745

F.2d 1211, 1213-14 (9th Cir. 1984) (“We would be loath to withhold relief solely on that ground,

but we do give that fact consideration in measuring the claim of urgency.”).

In any event, plaintiff has not established that release of agency records according to a

schedule guided by the “as soon as practicable” standard will diminish their value to the public,

let alone impose irreparable injury to plaintiff.  See Al-Fayed v. C.I.A., 2000 WL 34342564 at *5

(D.D.C. Sept. 20, 2000) (denying preliminary injunction for expedited processing based in part

on plaintiff’s failure to explain why “information will not retain its value if procured through the

normal FOIA channels.”).  The public and legislative debate regarding proposed amendments to

the FISA has been ongoing for nearly three years, see, e.g., Implementation of the USA Patriot

Act: Sections of the Act that Address the Foreign Intelligence Surveillance Act (FISA), 109th

Cong. (April 26 & 28, 2005), Hearing Before the Subcommittee on Crime, Terrorism, and

Homeland Security of the Committee on the Judiciary of the House of Representatives.  More
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recent media reports indicate that the “gulf between the administration and House Democratic

leaders is now so wide” on the FISA amendments “that the issue may not be resolved until a new

president takes office next year.”  See Jonathan Weisman, House Passes A Surveillance Bill Not

To Bush’s Liking, Washington Post, March 15, 2008, at A2.  Thus, contrary to plaintiff’s claim

that time is of the essence, there appears to be no concrete event on the horizon that would

suddenly diminish the value of the records plaintiff seeks or cause the public interest in the FISA

debate to evaporate.  Even assuming that congressional debates over national issues “cannot be

restarted or wound back,” see Gerstein, 2007 WL 3462659 at *4, it appears quite likely that the

FISA debate will continue for the foreseeable future.  Given this state of affairs, plaintiff will not

suffer any irreparable harm if defendants process the FOIA requests according to the schedules

proposed in the attached declarations.

There is also no appropriate legal or factual basis to tether release of agency records in a

FOIA case to Congress’s legislative calendar, particularly given that the FOIA provides that

expedited processing shall proceed “as soon as practicable.”  Indeed, courts have denied similar

requests to condition FOIA processing deadlines upon upcoming national presidential elections. 

See The Nation Magazine, 805 F. Supp. at 73-74 (denying motion for temporary restraining

order in FOIA case seeking release of records about presidential candidate prior to 1992

election); Assassination Archives and Research Center, Inc. v. C.I.A., 720 F. Supp. 217, 218-19

(D.D.C. 1988) (refusing to order CIA to expedite a FOIA request for documents about George

Bush even though the 1988 presidential election was imminent and the plaintiff argued that the

information should be disseminated to the public before voters cast their ballots).  A contrary

decision would improperly convert any request for records relating to pending legislation into an

emergency requiring immediate release of documents prior to a vote on the legislation, without

any consideration of the equities and burdens on the government agency processing the

documents and in direct contravention of the terms of the FOIA statue.  Further, such a holding

would likely lead to exactly the type of “overuse, or even abuse” of the preliminary injunction

mechanism in the FOIA context identified by the Court in Electronic Frontier Foundation v.

Department of Justice, slip op. at 3-4, 07-CV-0656 (JDB) at 3-4 (June 15, 2007) (attached as
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Exhibit T to Plaintiff’s Memorandum).  A preliminary injunction, which the Supreme Court has

described as an “extraordinary and drastic remedy,” Mazurek, 520 U.S. at 972, should not be

issued routinely in the common situation in which a government agency grants a request for

expedited FOIA processing and Congress is considering legislation about the subject of the

FOIA request.  If this view prevailed, anyone who sought to have their FOIA request processed

on an expedited basis would automatically have a claim of irreparable injury regardless of

whether any real harm existed.  This is not the proper standard to be applied in the issuance of a

preliminary injunction, and it is not the result contemplated by Congress when it authorized a

limited exception for expedited processing.  Instead, Congress deferred to the necessity for

ensuring adequate time for appropriate agency processing, and mandated only that expedited

requests be processed “as soon as practicable.”  Thus, while the purported urgency of plaintiff’s

request may be a factor in determining whether a request for expedited treatment will be granted

by the agency, see 5 U.S.C. § 552(a)(6)(E)(v)(ii), it is not a factor in determining the speed by

which an agency is required to complete processing of the request, nor does it mean that plaintiff

will suffer any irreparable harm by adhering to the terms of the FOIA statute.

4. An order requiring defendants to accelerate processing of plaintiff’s FOIA
requests would impose undue burdens on defendants and not serve the
public interest.                                                                                                      

In contrast to plaintiff’s speculative claims of harm, a preliminary injunction ordering

defendants to finish processing plaintiff’s FOIA requests within ten days would impose undue

burdens on defendants and injure their interests.  Indeed, the balance of harms tips decidedly in

favor of denying plaintiff’s motion for preliminary injunction.  As explained in the attached

declarations, imposing a 10 day production deadline on defendants is simply not practicable.  See

Sessoms Decl. ¶ 12; Colborn Decl. ¶ 10; Pustay Decl. ¶ 30; Hackett Decl. ¶ 13.  Any such

requirement would harm defendants by not allowing them sufficient time to finish consultations

with other agencies that have equities in the records subject to plaintiff’s request.  See Sussman

v. U.S. Marshals Service, 494 F.3d 1106, 1118 (D.C. Cir. 2007) (“FOIA explicitly permits

consultation with another agency having a substantial interest in the determination of the

request.”) (internal quotations and ellipses omitted).  Further, an unreasonably accelerated
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9 Plaintiff’own interest in its FOIA request to further its private lobbying efforts in
support of collateral litigation should not be equated with the public interest.  See Ellen
Nakashima, A Story of Surveillance, Washington Post, Nov. 7, 2007, at D1 (“lawyers for the
Electronic Frontier Foundation, which filed [a class action lawsuit against various
telecommunications companies] . . . are urging key U.S. senators to oppose a pending White
House-endorsed immunity provision that would effectively wipe out the lawsuits.”).  See also
Massey v. FBI, 3 F.3d 620, 625 (2d Cir. 1993) (“[T]he mere possibility that information may aid
an individual in the pursuit of litigation does not give rise to a public interest.”).
Case No. 3:08-cv-1023 JSW – Defendants’ Opposition To Plaintiff’s Motion For Preliminary Injunction                  23

production deadline increases the risk of inadvertent disclosure of records that are exempted

from release under the FOIA.  Given the presence of classified national security information in

these records, defendants stand to suffer significant harm if such records are disclosed before

defendants conduct an appropriate review of these records.  

The proposed preliminary injunction in this case also has the potential to harm the public

interest by complicating and disrupting the processing of other FOIA requests.9  See The Nation

Magazine, 805 F. Supp. at 74 (finding that a temporary restraining order would likely harm third

parties in light of the defendants’ limited FOIA processing resources and the court’s load of

cases seeking judicial review of FOIA activities).  Expedition already disadvantages normal

FOIA requesters by placing them farther back in an agency’s processing queue.  Imposing

artificial deadlines beyond an agency’s capabilities through the use of preliminary injunctions

would only hinder the average FOIA requestor even further by favoring the most litigious FOIA

requesters.  See Long v. Department of Homeland Security, 436 F. Supp. 2d 38, 45 (D.D.C.

2006) (placing plaintiffs’ request ahead of others that are awaiting responses to their requests

would injure others who made their requests before the plaintiff or who have presented more

meritorious applications for expedited processing).  The public interest, therefore, is not well

served by permitting FOIA requesters to avoid the plain terms of the FOIA, nor is it served by

forcing government agencies to accelerate FOIA processing based on nothing more than

speculative claims that the requested information is time sensitive and potentially perishable due

to pending legislation in Congress. 

Plaintiff’s motion ignores these realities, and, as a result, threatens to compromise the

delicate balancing of the public interest that Congress undertook in enacting FOIA between the
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general interest in disclosure of government information and the necessity of ensuring that

certain types of documents, the disclosure of which would cause harm, were not to be disclosed. 

See 5 U.S.C. §522(b).  Congress specifically noted that even with respect to expedited requests,

in certain cases, depending on the subject matter of the request, additional time would be

required to ensure that the public’s interest in preventing the public disclosure of these exempted

documents was not compromised.  See H. R. Rep. No. 104-795, 1996 U.S.C.A.A.N. at 3466,

quoted supra.  As Congress acknowledged, those concerns are only heightened in a case such as

this one, where the request involves classified information, and defendants have independent

obligations under federal statutes, regulations, and Executive Orders to ensure that no

unwarranted disclosure occurs.  See, e.g., 50 U.S.C. § 403-1(i)(1) (requiring the Director of

National Intelligence to “protect intelligence sources and methods from unauthorized

disclosure”).  Ordering defendants to disclose records according plaintiff’s unreasonable time

frame and other than “as soon as practicable,” as dictated by the FOIA, causes significant harm

to this predetermined balancing of competing public interests.

CONCLUSION

For the foregoing reasons, plaintiff’s motion for preliminary injunction should be denied. 

A proposed order is attached hereto.

Dated: March 18, 2008 Respectfully submitted,

JEFFREY S. BUCHOLTZ
Acting Assistant Attorney General

CARL J. NICHOLS
Deputy Assistant Attorney General

JOSEPH P. RUSSONIELLO
United States Attorney

ELIZABETH J. SHAPIRO
Assistant Director, Federal Programs Branch

/S/ Andrew I. Warden                                           
ANDREW I. WARDEN (IN Bar No. 23840-49)
Trial Attorney, U.S. Department of Justice
Civil Division, Federal Programs Branch
20 Massachusetts Ave., N.W., Room 7332
Washington, D.C. 20530
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Telephone: (202) 616-5084
Facsimile: (202) 616-8460
E-mail: Andrew.Warden@usdoj.gov

Attorneys for Defendants
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EXHIBIT 1
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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

SAN FRANCISCO DIVISION

ELECTRONIC FRONTIER FOUNDATION,

Plaintiff,

V.

OFFICE OF THE DIRECTOR OF NATIONAL
INTELLIGENCE

and

U.S. DEPARTMENT OF JUSTICE,

Defendants.

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

Civil Action No. 08-t023

DECLARATION OF GAYLA D. SESSOMS

I, GayLa D. Sessoms, do hereby state and declare as follows:

1. I am the Freedom of Information Act (FOIA) Coordinator for the National

Security Division (NSD), of the United States Department of Justice (DO J). In that capacity, I

manage day-to-day FOIA operations including the receipt, review, search, and records processing

in connection with all incoming access requests.

2. I make the statements herein on the basis of personal knowledge, as well as on

information acquired by me in the course of performing my official duties.

3. The National Security Division’s core mission is to coordinate the Department’s

efforts to combat terrorism and protect national security. The NSD is responsible for assisting the

Attorney General and other senior Department and Executive Branch officials in ensuring that the

national security-related activities of the U.S. are consistent with relevant law; overseeing terrorism

investigations and prosecutions; handling counterespionage cases and matters; obtaining court
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authorization for the collection of foreign intelligence under the Foreign Intelligence Surveillance

Act (FISA); and conducting oversight of intelligence agency compliance with certain national

security legal requirements. The NSD, which consolidates the Department’s prima~3~ national

security elements within a single Division, cunently consists of the Office of Intelligence Policy and

Review (OIPR) ; the Counterten’orism (CTS) and Counterespionage (CES) Sections, formerly part

of the Criminal Division; and a new Law and Policy Office (LPO).

ELECTRONIC FRONTIER FOUNDATION’S FOIA REQUEST

4. By letter dated December 21, 2007, the Electronic Frontier Foundation ("EFF")

submitted a request under the Freedom of Information Act ("FOIA") for "all agency records from

September 1, 2007 to the present concerning briefings, discussions, or other exchanges that

Justice Department officials have had with 1) members of the Senate or House of

Representatives and 2) representatives or agents of telecommunications companies concerning

alnendments to FISA, including any discussions or imlnunizing telecolnmunications companies

or holding them otherwise unaccountable for their role in government surveillance activities." A

copy of EFF’s FOIA request is attached hereto as Exhibit A. The NSD received EFF’s request

on December 27, 2007 and ackaaowledged receipt on the same day. See Exhibit B. EFF also

requested expedited processing of its FOIA request, and by letter dated January 29, 2008, the

NSD notified EFF that its request had been gaanted for expedited treatment. See Exhibit C.

5. NSD routinely processes its FOIA requests on a first-in, first-out basis. However,

upon granting expedited processing, EFF’s request was immediately moved ahead of fourteen

FOIA requests in the NSD FOIA queue that were received prior to plaintiff’s request.

Accordingly, EFF’s FOIA request is currently under review and with the exception of"quick

2
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hits," the processing of most other pending requests has been minimal. ~

RECORDS SEARCHES

6. After granting expedited processing, NSD immediately began to coordinate a

strategy for searching for records responsive to EFF’s requests that included identifying available

personnel resources to conduct the searches. A search for responsive records was initiated within

the National Security Division offices reasonably likely to rnaintain records responsive to

plaintiff’s request: the Office of Intelligence Policy and Review (OIPR), the Law and Policy

Office (LPO) and the "Front Office." In accordance with standard operating procedures, an

electronic communication (e-mail) regarding search requirements was initially transmitted to

approximate fifty staffrnembers within these offices upon receipt of plaintiff’s request. Follow-

up reminders were transmitted after expedited processing was granted and again when plaintiff

filed its Complaint. The individuals asked to search for records responsive to this FOIA request

also work on significant mission-related matters pertaining to the national security of the United

States. These officials and employees are required to stop this critical work in order to perforrn

the necessary searches for this case and each of them did so as soon as was practicable.

7. OIPR maintains three general categories of records: operations records relating to

proceedings before the Foreign Intelligence Surveillance Com~ (FISC) under the Foreign

Intelligence Smweillance Act ("FISA"), including applications for authority to conduct electronic

surveillance, physical searches, other authorities under FISA as referenced above, and other

operational matters; litigation records; and policy records including congressional inquiries,

~ FOIA requests that can be processed and closed within five days are considered "quick
hits," and the NSD has a total of thirty-three pending FOIA requests (including the fourteen
requests received prior to plaintiff’s).
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reports and conespondence. In response to plaintiff’s request, a search was conducted of OIPR’s

policy records because we could reasonably expect to locate responsive records within these files

rather than the litigation and FISA files. This search was performed by the sole Program Analyst

assigned to FOIA operations. In addition, all senior staff, as well as attorneys with

responsibilities for matters related to plaintiff’s request were asked to query their electronic

communications (e-mail) and office files for responsive documents. The Program Analyst

performed the searches for those attorneys unable to do so because of the priorities imposed by

mission-related tasks. All electronic COlnmunications (e-mail) were queried as well as office

(paper) files identified by the attorneys as potentially responsive. Responsive records (including

classified) have been identified within OIPR.

8. LPO rnaintains its records within the individual offices of the counsels for Law

and Policy, rather than a central repository. Accordingly, both the electronic comrnunications (e-

mail) and office files of both LPO attorneys were searched. One attorney performed his own

queries and I conducted queries for the other attorney that included al! of his electronic

communications (e-mail) as well as office (paper) files identified by the attorney as potentially

responsive. Responsive records (including classified) have been identified within LPO.

9. The Front Office maintains its records within the individual offices of the

Assistant Attorney General for National Security, the various Deputies, Senior Counsels and

Counsels, rather than a central repository. Accordingly, both the electronic COlnmunications (e-

mail) and office files of all Front Office attorneys were searched. To the extent that attorneys

within the Front Office were unable to search their files because of the priorities imposed by

mission-related tasks, the Program Analyst, Records Officer and I conducted these queries. We

4
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queried all electronic communications (e-mail) as well as the office (paper) files identified by the

attorneys as potentially responsive. Electronic communications (e-rnai!) identified during an

initial search of the files of the Assistant Attorney General for National Security were

subsequently reviewed by Front Office personne! and determined to be outside the scope of

plaintiff’s request. Other responsive records (including classified) have been identified within

the Front Office.

10. The NSD completed its queries for responsive records last week and identified

roughly two boxes of material that may be responsive to plaintiff’s request. The Program

Analyst and I are currently reviewing this material to 1) ensure that it is responsive to plaintiff’s

request; 2) eliminate any duplicates; 3) identify al! third agency documents that require refen’al

and!or consult; and 4) identify all classified records. Because the NSD’s queries were conducted

within three different offices, it is anticipated that multiple copies of the same document will be

located. Once the universe of responsive documents is determined, the Program Analyst and I

will immediately begin the review of this material for the application of any FOIA exemptions.

The NSD will notify plaintiff of the exact volume of responsive records no later than Friday,

March 21, 2008.

11.    The existence of classified material contributes significantly to the complexities

attendant to processing a FOIA request. Responsive documents that contain classified

information must undergo an additional, and time-sensitive, review to ensure that national

security interests are properly balanced against the public’s access rights. Such review also

includes a page-by-page and line-by-line review of the documents to determine which, if any,

FOIA exemptions may apply. In light of the sensitive nature of classified information in general,
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and records related to FISA amendments in particular, potentially responsive material must be

reviewed by appropriate entities with equities in the documents to ensure that legitimate national

security interests are fully protected.

12.    Plaintiff’s request that the NSD complete processing its FOIA request within ten

days is simply not practicable. The NSD is devoting appropriate resources and effort to

processing plaintiff’s FOIA request as soon as practicable. Plaintiff’s request for release of

records within ten days is not practicable because the NSD has identified both third agency

records that require referral and consult with other agencies as well as classified records that

require a declassification and FOIA review. In addition, although plaintiff’s request has been

granted expedited treatment and is being processed accordingly, the NSD has a statutory

obligation to process its current workload of thirty-three pending FOIA requests. The NSD

cannot simply abandon its work on its other FOIA requests. Moreover, a ten day deadline would

increase the chances of an inadvertent disclosure of records (some of which contain classified

national security information) that are exempted from release under the FOIA. For these reasons,

the NSD proposes to focus initially on the review of unclassified records as well as records that

do not contain third agency equities. The Program Analyst and I will complete the review of this

category of records and provide an interim response to plaintiff no later than April 11,2008.

13.    With respect to responsive records that require referral and consult with other

agencies as well as any classified records, the NSD is not in a position to provide an estimated

date of production given numerous considerations and additional burdens that must be taken into

account before releasing such records. NSD is committed to processing these records as soon as

practicable and is willing to provide the Court with a status report every thirty days to update the
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Court on the NSD’s progress.

14.    I declare under penalty of perjury that the foregoing is true and correct.

Executed on this / ~~ay of March, 2008.

FOIA Coordinator
National Security Division
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EXHIBIT A

Case 3:08-cv-01023-JSW     Document 36-2      Filed 03/18/2008     Page 9 of 33



FAX COVER SHEET

DATE: December 21, 2007

TO: GayLa Sessoms, FOIA Coordinator,
Division

Fax Number: (202) 305-4211

FROM: Msrcia Hofmann, Electronic Frontier Foundation

RE: Freedom o£ Information Act Request and Request
Expedited Processing

Pases sent:    ~ including cover page

National Security

COMMENTS:

NOTICE This fax is intended for the use of the individual or entity to which it is addressed and may contain
information that is privileged, confidential, and exempt from disolosure.olf you are not the intended recipient
or his or her agent, you are hereby notified that any dissemination, distribution or copying ot this
communication is strictly prohibited and asked to please notify us immediately by t~lephone. Thank you,

PLEASE CALL IF THERE IS A PROBLEM

EXHIBIT A

18 3DVd 3~3 ES669E~    Ib:LI
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December 21,2007

VIA FACSIMILE -- (202) 305-4211

OayLa D. Sessoms, FOIA Coordinator
Nationa! Security Division
Dep~tment of Justice
Room 6150, 950 Pennsylvania Avenue, N.W.
Washington, DC 20530-0001

RE: Freedom of Inibrmation Act Request and Request for Expedited Processing

Dear Ms. Sessoms:

This letter constitutes an expedffed request under the Freedom of Information Act ("FOIA"), 5
U.S.C. § 552, and is submitted to the Depm’trnent of Justice National Security Division on behalf
of the Electronic Frontier Foundation ("EFF"). We make this request as part of EFF’s FOIA
Litigation for Acco~.mtable Govermnent ("FLAG") Project, which works to obtain government
docmnents and make them widely available to the public,

On August 5, 2007, President Bush signed into law the Protect America Act, legislation which
amended the Foreign Intelligence Surveillance Act ("FISA") to expand the government’s power....
to intercept commtmications without warrants, as well as shield telecommunications companies
from future liability for their role in such activity.

Since the passage of this law, the Administration has tried to convince Congress to amend FISA
to make it impossible for courts to impose liability on teleconwnunications companies for
participating in a massive and illegal warrantless spying operation conducted by the Nationa!
Security Agency. See Signing Statement, Y~’~sident Bush Commends Congress on Passage of
I~teIligence Leg~slation, Aug. 6, 2007; James Risen, Bush Signs Law to Widen Reach for     .::
Wiretapping, NY Times, Aug, 6, 2007; Mark Fiosenball and Michael Isikoff, Case Dismissed?:
The Secret Lobbying C~npaign Your Phone Company Doesn’t Want You to Know About,
Neu,s~,eek, updated Sept. 26, 2007, available at http://www.newsweek.eom/id/41142; Eric
Lichtblau, James Risen and Scott Shane, Wider Spying Fuels Aid Plan for Telecom Industry, NY
Times, Dec. 16, 2007.

We are seeking all agency records from September 1, 2007 to the present concerning briefings,
discussions, or other exclmnges that Justice Department officials have had with 1) members of
the Senate or House of Representatives and 2) representatives or agents of telecommunications
companiesI concerning amendments to FISA, including any discussion of immunizing

t The pba’ase "representatives or agents of telecommunications companies" is intended to include
lobbyists mad lavcyers acting on behalf of such companies. According to Newsweek, these
individuals may include, but are not limited to, "powerhouse Republican lobbyists Charlie Black
and Wayne Berman (who represem AT&T and Verizon, respectively), former GOP senator and

+1 AdS 436 9:333 (v) +~1 4~G 436 9993 (f) www, off.oCg
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Freedom of Information Act Request and Request for Expedited Processing
December 2!. 2007
Page 2

telecomm~.mications companies or holding them otherwise unaccountable for their role in
government surveillance activities. Tiffs request includes, but is not limited to, all e-mail,
appointment calendars, telephone message slips, or other records indicating that such briefings,
discussions, or other exchanges took place.

Request for Expedited Processing

This request warra~tts expedited processing because it pertains to information about which there....
is "[a]n urgency to inform the public about an actual or alleged federal govermnent activity," and
it is "made by a person primarily engaged in disseminating information." 28 C,F.R. §
!6.5(d)(1)(ii). The information we request easily satisfies this standard.

As an initial matter, it is worth noting that OLA recently granted expedited processing for two
FOIA requests nearly identical to this one (see EFF request letters seeking expedited processing
and OLA letter granting expedited processing attached hereto).

The federal government activity at issue here ~ DOJ efforts to secure immunity for telecoms "
engaged in illegal surveillance ~ raises serio~.~s questions ahoy.at the DOJ’s interests in revision of
the FISA. Moreover, the Protect America Act includes a sunset provision requiring Congress to
decide within weeks whether to reauthorize the legislation. This decisionmaking process has
involved, and will continue to involve, congressional debate about whether to expand the law
further, and if so, how much, Because Congress will imminently consider modifying FISA again,
there is an urgency to inform the public about the lobbying forces pushing for reform of the la~v,
The information we have requested wit! help the public and Congress fully pm’ticipate in the
current and ongoing debate over whether the govermnent’s authority to conduct electronic    .
smarei!lance should be further expanded and facilitated by telecommunications companies.

The pt~rpose of this request is to obtain information directly relevant to the DOJ’s
commmaications with members of Congress and telecommunications carriers about updating
FISA to grant the companies retroactive immunity for iltegal activities. There is ma urgency to
inform the public about the information we seek. Therefore, this request clearly meets the
standard for expedited processing set forth in DOJ regt~ations.

Fttrther, as I explain below in support of otu" request for "news media" treatment, EFF is
"primarily engaged in disseminating information,"

U.S. anabassador to Germany Dan Coats (a lawyer at King & Spautding who is representing
Sprint), former Democratic Party strategist and one-thne assistant secretary of State Tom
Donilon (who represents Verizon), former deputy attorney general Jamie Oorelick (whose law
firm also represents Vedzon) and Brad Berenson, a former assistant White House counsel under
President George W. Bush who now represents AT&T?’ Mark Hosenball and Michael Isikoff,
Case Dismissed?, Ne~.~,sweetc, updated Sept. 26, 2007.
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Freedom of Information Act Request and Request for Expedited Processing
December 21, 2007
Page 3

Request for News Media Fee Status

EFF asks that it not be charged search or review fees for this reqttest because EFF qualifies as a
"representative of the news media" p~suant to the FOIA and 28 C.F.R. § 16.11 (b)(6). In
requesting this classification, we note that the Department of Homeland Secttrity and Department
of State have recognized that EFF qualifies as a "news media" requester based upon the
ptlblication aetivitles set forth below (see DHS stipttlatlon and State Department letter attached
hereto). In addition, the National Security Agency has previously determined thai EFF is not
only a "news media r~quester," but also "primarily engaged in disseminating information" for
purposes of expedited processing (see attached EFF FOIA reqt~est and NSA response, in which
EFF requested expedited processh~g because it sought information "urgently needed by an
individual primarily engaged in disseminating information in order to hfform the public
concerning actual or alleged Federal Government activity," and NSA granted the request). We .
fttrther note that the U.S. Court of A!~peals for the D.C. Circuit has stressed that "different
agencies [must not] adopt inconsistent interpretations of the FOIA." Al-Fayed v. CI,4,254 F.3d
300, 307 (D.C. Cir. 2001), quoting Pub. Citizen ;~eaIth Researeh Group v. FDA, 704 F.2d 1280,
1287 (D.C. Cir, 1983).

EFF is a non-profit public interest organization that works ’~to protect and enhance our core civil
liberties in the digital age.’’2 One of EFF’s primary objectives is "to educate the press,
policymakers and the general public abom online civil liberties.’’~ To accomplish this goal, EFF
routinely ,and systematically disseminates information in several ways.

First, EFF maintains a fi-equently visited web site, http://www.eff.org, which received
46,682,194 hits in July 2007 --ma average of 62,744 per hour. The web site reports the latest
developments and contains in-depth in_formation about a variety of civil liberties and intellectual
property issues.

EFF has regularly published an online newsletter, the EFFector, since !990. The EFFector
currently has more thma 77,000 subscribers. A complete archive of past EFFectors is available at
htlp://xmYw.eff.org/effector/.

Furthermore, EFF publishes a blog that highlights the latest news from around the Internet.
DeepLinks (http://www.eff, org/deepli~ks/) reports and analyzes newsworthy developments in
tectmology. It also provides miniLi~fl(s, which direct readers to other news articles and
corrm~entary on these issues. DeepLi~@s had 510,633 hits in July 2007.~

Ouidestar Basic Report, Electronic Frontier Foundation, http://www.guidestar.org/
pqS how OsReport.do?npoId=561625 (last visited Dec. 18, 2007).
~Id.
These figures include hits from RSS feeds through which subscribers can easily track updates

to DeepLinks and miniLinks.

Case 3:08-cv-01023-JSW     Document 36-2      Filed 03/18/2008     Page 13 of 33



Freedom of Information Act Request and Request for Expedited Processing
December 21, 2007
Page 4

In addition to reporting hi-tech developments, EFF staff members have presented research and
in-depth analysis on technology issues in 11o fewer than eighteen white papers published since
2002. These papers, available at http://www.eff.org/wp/, provide information and commentary
on such diverse issues as electronic voting, fi’ee speech, privacy and intellectual property.

EFF has also published several books to educate the public about technology and civil liberties
issues, Eve~Tbody’s Guide to the Internet (MIT Press 1994), first published elecWonicalty as The
B~g Dummy’s Guide to the Inter’net in 1993, was translated into severn languages, and is still
sold by Powell’s Books @t-~://wxw,,,powells,com). EFF also produced t~rotect~ng trourself
Online: The Definitive Resource on Safety, Freedom & .Privacy in Cyberspace (HarperEdge
1998), a "comprehensive guide to self-protection in the elech-onic frontier," which can be
purchased via Amazon.corn (http://www.anaazon.com), Finally, Cracking DES: Secrets of
Enetyprfon Roseareh, Wiretap Polities & Chip Design (O’Reilly 1998) revealed technical details
on encrS~ption security to the public. The book is available online at http://cryptome.org!
cracking-des.htm and for sale at Amazon.ecru.

Most recently, EFF has begun broadcasting podcasts of interviews with EFF staff and outside
experts. L#~e i\ro~se is a five-minute audio broadcast on EFF’s current work, pending legislation;
and technology-related isst~es, A listing of Line Noise podcasts is available at
feed://www.eff.org/rss/linenoisemp3.xml and feed;//www.eff.org/rss/Iinenoiseogg.xmI. These
podcasts were downloaded more than 2,600 times fl’om EFF’s in July 2007.

Due to these extensive publication activities, EFF is a "representative of ~he news media" under
the FOIA and agency regulations.

Req~lest for a Public Interest Fee Waiver

EFF is entitled to a waiver of duplication fees because disclosure of the requested information is
in the public interest within the meaning of 5 U,S,C. § 552(a)(4)(a)(iii) and 28 C.F.R. § 16.11 (k).
To determine whether a request meets this standard, Department of Justice components
determine whether "[d]isclosure of the requested information is likely to contribute significantly
to public understanding of the operations or activities of lhe govermnent," and whether such
disclosure "is not primarily in the commercia! interest of the requester." 28 C.F.R. § § 16,1 t(k)(i),
(il). This request clearly satisfies these criteria.

First, the DOJ’s relationship with telecommunications companies concerns "the operations or
activities of the government." 28 C.F.R. § 16.11 (k)(2)(i). Furthermore, the DOJ’s push to amend
FISA unquestionably constitutes government operations or activities,

Second, disclosttre of the requested information will "contribute to an understanding of
government operations or activities," 28 C.F.R. § 16.11 (k)(2)(ii) (imernal quotation marks
omitted). EFF has requested information that will shed light on how and ~vhy the DOJ is
lobbying to inm~unize telecommtmications companies fi’om liability for their role in conducting
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Freedom of Info~nation Act Request and Request for Expedited Processing
December 2I, 2007
Page 5

illegal surveillance.

Third, the requested material will "contribute to public understanding" of the DOJ’s efforts to
modify FISA. 28 C,F.R. § !6,1 l(k)(2)(iii) (internal quotation tam’ks omitted). This information
will contribute not only to EFF’s understanding of the reasons why and manner in which the
DOJ is lobbying for legal reform, but to the tmderstanding of a reasonably broad audience of
persons interested in tlae subject. EFF will make the information it obtains trader the FOIA .:’
available to the public and the media ttu’ough its web site ~d newsletbr, which highlight
deYelopments concerning privacy and civil liberties issues, and/or other channels disc~ssed more
fully above.

Fourth, the disclosure will "comribute significantly" to the public’s knowledge and
understanding of the DO:r’s push to mnend FISA to protect telecommunications companies, 28
C.F.R. § 16. ! 1 (k)(2)(iv) (internal quotation marks omitted). Disclosure of the requested
information will help inform the public about the Justice Department’s efforts to reform the law
and the interests behind thorn, as well as contribute to the public debate about whether FISA
should be further modified,

Furthermore, a fee waiver is appropriate here because EFF has no commercial interest in the
disclosure of the requested records. 28 C,F,R. § 16.! !(k)(3), EFF is a 501(c)(3) nonprofit
organization, and will derive no commercial benefit from the information at issue here.

Under penalty of perjury, I hereby affirm that the foregoing is true and correct to the best of my,
knowledge,

Thmfl; you for yo~tr consideration of this request. As applicable Department regulations provide,
we will anticipate your determination within ten (10) calendar days. 28 C.F.R. § 16.5(d)(1),
Please be advised that, given the urgency of this matter, EFF intends to seek in~nediate judicial
relief if a response to this request for expedition is not issued in a timely manner.

Sincerely,

Enclosures

Marcia Hofmann
Staff Attorney
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U.S. Department of Justice

Office of Ixfformafion and Privacy

Telephone: (.202) 514-35,¢2 Washb~gton, D, C, 20~30

Ms. Mazcia Hofmann
Eleotrotfic Frontier Fo~mdafion
Suite 650
1875 Connecticut Aveuue, NW
Wasl~mgton, DC 20009

¯ Des" Ms. Hofmmm:

AUG 2 7 2007

OLA/07-R0909
OLA!07-R0910
MILF:YNI

This is to aclmowtedge receipt ofyotu" two letters dated August 16, 2007, which were
received in this Office on August 17, 2007, in wlfich you requested all records of
comm~micatio~as between the Departmem of J.flstice and Congr. ess ,’rod between Justice m~d
telecorrmmnications companies ~om December 2005 to. ~e present concerning amendments to
the Foreign Intelligence Surveillance Act. Ttfis respons~ is made on behalfofth~ Office of
Legislat-ive Affairs,

I have determined that for pro’poses of these requests, it is appropriate to afford them
expedited processing. At this time, your requests have been assigned to a FOIA Specialist in tlfis
Office and a records s.earch has been initiated in file Office of Legislative Affairs.

We have not yet made a decision on ymtr.requests for fee waivers. We will do so aficn-
we dete~Tnine wh~ther.f~es will be assessed for fl~ese requests,

If you have any questions or wish to discuss the processing of your requests, you may
contact YuIie N. Johns, the analyst processing your requests, by telephone at the above number or
you may write to her at the above address,

S~cerely,

Carmen L. Mallort
Chief of Staff
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DIR/~CTOR OF THE INTELLIGENCE STAFF

Mr. ~dM~ F, Hackett

Washington, DC~ 205 [ l

Rcferer~ee: DF-2007-00079

Ms. Hoi’Inaml:

On 4 Scptembel" 2007 th~ Office of the Dkeeto.r of Nation~ intelligence received
your fa~simil~ 6atoll 3 t August 2007, wl~e~u you requested unde~ the Pmedom of
~ormatbn Act (FOIA) r~ords concemlng:

"... ODNI’s commtmiealionS wlth,telecommuni.cations
companies dbaut updating FISA to provide them retroactive
legal immunity for illegal activities,"

W~ accept your r~q.uest and huve ~signed jt the reference number above. Please use this
o~mber When corcespond~ng with us so that we ~ao identify it easily. In oddition, you~:
request fur expedited processing is gt’mated and your ~quest will be proees.~ as .~oon as
pr~cficabb.

If you have m~y questions you may contact tt~e FO[A Requester S~rvie~ Center at
572-204-4774,

Sincerely,

J~o~i i~ Haek~tt

Director, Information Manng=ment Office
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DlhE~TO~ OY T~-I~ INTELL~NC~ STAttI~

Mr, Johll i~. Hackot~
Chief, Infonnation Management
0~ ~f the Dir~tor of Nafioaa[ In~elllg~n~
Wnshing~un, DC 20511      ¯

Ms. Marcia l-[.o[m~art
Electronic Frontier Fvundafion
t 875 Connecticut. Avenue, N,W,
Suite 600
Waslfing~oa, DC 20009

Re.ferenc~: DF-2007-0,0080

O~ar Ms, .Biofraann’,

On 4 Scplembcr 2007 the Office og the Dbe,tor of National’ Intelligence received
~ro~r facsirnib dated 31 Augugt 2CKt7, where~n yOd requested und~ the F!’eedom of
lnformatioa Act (FOIA) re, cords coneamlng;

"., ,exchanges that Diractor McConaell or other ODNI
officials have had with members of the Senate or tIous~ of
Rcpresanta¢|ves concerning amendments to FISA.. 2’

We aceept your request and have assigned it the rnt’m~ace nutnbcr above. Please use tNs
number ~vhan corresponding.with us so that we can identify it easily. In add[tbn, y~ur
request for expedited processing is granted trod your request will ba processed a.~ soon ~.~
ptaetlcabIe,

I~’ you have any questions you may contact t~ FOIA Rc~aester Service Center at
571

Sincerely,

Director, lnformatbn Management Office

.t
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Case 1:06-cv-Olg88-ESH .Document 15 Filed 02/27/2007 Page 1 of 2

IN TI:~ UNITED STATES DISTRICT COURT
,FOR TI:[E DISTRICT OF COLUMBIA.

Civil Aodon No..06-1988 (ESH)

STIPULATED DISMISSAL O~PLA!’NTI~F’S..SECONjO CA]~/,SE,,OF ACT1. O_N

Plaintiff Electroni~ Frontier Foundation (]3FF) and Defendant Department of Homeland

Security (DH8), by counsel, he~oby stipulate and agree as follows:

1. Defendant DFIS has grmatcd news media status to Piah~fiffEFF based on the

representat~oas contained in EFF’s FOZA requests, which d~monstrate that EFF is an

is organized oaxd operated to publish or broadcast news to tim public." 6 C,F.I~ § 5,1 !(b)(6).

Defendmat DHS will continue to regard Plaintiff EFF as a "repreSentative off.he news media"

absent a chmige hi ckcumstaaces that indicates that EFF is no longer an "~ntity that is organized

and operated to publish or broadcast nvws to the public," 6. C,F.R. § 5.1

2, Accordingly, the parties h~ewith agree to the dismissal of PlaLut~ff EFF’s Second

Caus~ of Action, related to EFF’s status as a "representative ofth~ news media."

3. The pro’ties 5u-ther agree that each wall pay its own fees ,and costs for work’on the

dismissed clMm.

SO STIPULATED AI’~D AGREED this 27~ clay of Februazy, 2007.
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. Case 1:06-cv-O1988-ESH Dooumefit 15 Filed 02/27/2007 Page 2 of 2

DAVID L, SOBBL
D,C. Bar 360418

MARCIA HOFMANN
D.C. Bar 484136 ’

ELECTRONIC FRONTIER FOUNDATION
1875 Connecticut Ax)erme, N.W.
Sflite 650

¯Wash~gton, D,C. 200Q9
(202) 797-9009 ’

Counsel fov Plaintiff

PETER D. IIEISLBR

JEFFI~Y A. TAYLOR
United States Altomsy

ELIZABETH J. SHAPIRO
D.C. Bar 418925
Āssistant Brm~oh Dkector
U.S. Department of Justice
Civil DNision, F~dcral Programs

_Is/John.,R~Coleman .....
JOHN R. COLEMAN
Tria~ A~tom~y
U.S. Depa~ent of Justic~
Civi! Division, F~deraI Pmgsms Branch
20 Massachuse~s Avenue, ~; Room 6118
Was~o~, D,C. 20530
(2o~) 514-45o5

Counsel for Defendant
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~ted States Department of State

Washingtor~, D,C. 20520

May 1, 2007
Case Number: 200701765

Ms. Marcia Hofmann
Electronic Frontier Foundation
1875 Connecticut Avenue, N.W., Suite 650
Washington, DC 20009

Dear Ms. Hofmann:

This is in response to your Freedom of Information Act (FOIA)
request, dated March 19, 2007 for copies of documents concerning
copyright matters between the U.S. and Canada.

We will begin the processing of your request based upon the
information provided in yom-conununication. We will notify you
as soon as responsive material has been retrieved and reviewed.

We wish to advise you that the cut-off date for retrieving records is
either th.e date you have given fl~.e Department by specifying a
particular time frame or the date the search is initiated.

Fees: The Freedom of Information Act requires agencies to assess
fees to recover the direct costs of processing requests, unless a fee
waiver has been granted.

By malting a FOIA request, you have agreed to pay alt applicable
fees up to $25.00 unless a fee waiver has been granted. You may

W~shg~jron, DC 20S22-8100
erru:~il: FOf-AStat~s(~c~e.gou
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specify a willingness to,pay a greater or lesser, amount.
estimated fees exceed this limit, you will be notified.

If the

.Based upon the information.that you have provided, we have placed
you in tlm "news media" requester category. This category requires
us to assess:

o duplication costs after first I00 pages.(see 22 CFR 17!,
enclosed)

Therefore, without an agreement to pay’ fees please be advised that
your request will be processed without cost up to the required
duplication of the fixst !00 pages.

Please let us know if you are willing to pay thefees that will inculzed
in the processing ofyo~ request. You may set a Iin~t of the
maximum amount that you wish to pay.

Based upon the irfformation provided in your letter, your request for
a fee waiver has been denied. If you wish to appeal tNs decision;
yon may write to the Chief, Requester Liaison Division, at the .
address given on the bottom of this page. Your appeal should
address the points listed in the enclosed sheet entitled °’Requests for
Fee Waivers." Your appeal must be sent to us within 30 days from
the date fllat you receive this letter..

While we will make every effoll to meet the time limits cited h~ the
Freedom of Infom~ation Act (5 USC § 552), unusual circumstances
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may arise for extending the time Emit (see enclosure). We appreciate
yot~ patience, in tl~.’s matter.

If you have any questions, pleas, e do not hesitate to contact us. We
can pro#ide faster service if you include the case number of your
request in your communications with us.

Ere are pleased to be of service to you.

Sincerely,

Katrina M., Wood
Requester Communications Branch

Enclosure: As stated.
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January 23, 2007

Nationa! Se~ttfity Agenoy
ATTN: FOIA Office (DC3.4)
9800 Savage Ro~t STE 6248
Ft. George (2. Meade, MD 20755-6248

Dear Sir or M~. dam:

This letter constitutes an expedited’request under the ~reedom of Information Act ("FOIA"), 5
U,S,C. § 552, and is subm~te4 to the Nation,ft. Seeurily Agency oa b~half of the Electrode
Frontier Foundation ("EFF").- We make tiffs request as part ofEFF’s FOIA Litigation for
Accountab!4 Government ("FLAG") Project, which works to obtain government doeumems and
nmke them Widely availablo t.o the pubtio.

On 5am.~ 9, 2007, the Was. hington Post reported:

WhenMicrosoft ~t¢oduces its iong-awalted Wiadov~s Vista operating system th~s
monfla, it ,wil! h~ve an unlikely partner to thank for niaking its flagslfip product
safe and secure for millions of computer users across the world: the National
Secxfity Agency.

For the first time, th~ giant software maker is ackaowledging ~e help ,.of the
secretive agenoy, better known for eavosdsopping on foreign of-floials and, more
~eeently, U,8, citizens a~ part of the Bush adminis~trafioffs effo~t to combat
terrorism, Th~ agenoy ~ali5 it h~s l~elped in ~e deve.lopment’ of the security of
Microsoffs new operating system -- the brakas of a computer - to protect it fr6m
worms, Trojan horses and otbor ~sidious compute a~ekers.

Aie¢ I~eia and Ellen Nakashima, "For Windows Vista Seoufity, Microsoft Called i~ Pros,"
~ashlngton Post, 1an. 9., 2007, at D01 (attaahed h~reto).

We ~e seeldrtg ~ ageaoy records (including, but not limited to, electronic records) related to tL~e
NSA’s review of and input on the eonfig~afiort of the Microsoft WL~dows Vista operating
system ("Vista").

2(32 797 9009 O 202 797 9066 ~ w~vw.erf.or9 O tnforrnBtlon@eff.org
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This request warfarin expedited processing because it pertains ~ i~aformati0n that "i~ urgently
needdd by an individdal 9rim02"ily engaged, in diss~~athag ir~fom~aflon i~ order to inform
public concerr~g actual or alleged Federal Govemmela~ a~t~vtEcJ’ 32 CFt~. ~ 256.4(d)(3)(ii).
Ac~0rd~tg to DOD regulations, hfform’afion is,’~genfly n~eded;’ when it ’ .~Jas a part~cularvalu~
that will be lost R’not discer!!Anted.quickly. OrdLuarily this means a breal~g news story
general publi~ interest," 32 CF.K § 2g6.4(d)(3)(iD(A). The information ~o request e~mily
satisfies this st~dard,                                  ..

The governme:ht activity at iss~e here -- the NSA’ s i~volvemenI in th~ eonfigura.tion of
Mierosoft’s latest operati~ag, system ~ raises serious que~ions about the D~partment of
Dafense’s ixiterest in Vista~ d~v.elopmdnt. I.Meed, the NSA’s iavolvemem N the system’s
�om~igtu’afion has already attmote6 ~ubaanti~t media interest shace ~e-publication of fl~e
Washington Post stot% Speo~eall~r, a.Goggl¢ News search for ’Wis.ta and ’Nafio.m~ Security
Agency’" re,shed 67 resets from news outlets throughou.t the world since Jar~uary 9, 2007 (see
Yu~st pag.e of GoogIe News seareh’~esults attached heret6):

~urthemaore, ~ Washington.~ost rep6rted that MicrosoR p~s ~.m~e V~sm available to
co~s on J~u~ 30, 2007, ~d ~e ~s~em ~1 li~ely bo ~gd ~ m~ ~ 609 ~llion
computer users hy 2010, Thus, ~e ~o~afion w~ reque~ is subject of ~
brea~g n~s stot7 ofgen~ publio ~t~est p~fic~ly ~ fine days leading ~ ~e product

purpose o.fthJs reques~ is to obtain information directly rel~~t to ~e NSA’s ~volvemem
Vis~’s.devd0pment, w~gh ha~ ~aeted co~demble interest Born ~e press ~d public ~ ~e

sever~ days, Th~ ~o~on we ~¢quest.is ~e subj~t 9f~,~ng ~ws ao~ .of ge~er~
public interes~ ~ ~refofe ete~ty ~eet~ ~o ~t~d for.expe~d pr~e~ss~g ~t fo~ ~
DOD reg~a~ons,,

Further, as I.gxpla~ below in. s.upport 9f our. request for"n~ws media" ~reatment, EFF is
"prkearily engaged La ~lisseminating information."

Request for N~vs Media’Fee Status

~’representative. ofth~ mews m~dia" pursuant to th~ FOIA and 32 C,F.1L § 2~6,28(e)(7). In
requesting .this .~la~sifieatlon, we note that the Department of I.-Iom~land’ Security has recognized
that EFF qualifies as a "new~ media’) requester,, based upon ~ publication a~dvit~es set fortI~
b~low (~e~ DHSlet~er, attached hereto), We further note that the U.S. Court of Appeals for the
D.C. Ci.r~uit has stressed that."differe’nt agencies [mu~t not] ’adopt inconsistent inter.rotations of
.th~ FOIA." AI.Fayed v. CIA, 254F.3d 300, 307 (D,C. Cir. 2001), .qu~lir~g Pub. C~iz~tt H~’atrh
Research Gr.oup v. IDA, 70~ F.TA 1280¢1287 (D,C. Cir, 1.983).

2
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NATIONA’L SECURITY AGENCY
CENTRAL SECUF~ITY SERVICE.

FOIA Case: 82276
6 Feb.ruary 2007

Ms, Marcia Hofmann.
Electronic Fronder Foundation ’
1875 Connecticut Avenz~e, NW ’
Suite 650
Washirigton, DC 20009

Dear Ms. Nofmann:’

This is an initial response to yo.ur Freedom of In£onnation Act (FOIA)
request submitted v~a facsimile on 23 January 2.007, which was received by .
. this office on 24 January 2007, for all agen.cy r~cords (L-Icludin~ but not
limited to, electronic records) re~ated to the.NSA’s review ofand .~nput on the
configuration Of th~ Micros.eft Window.s’V.ista operating system (~Vista"). Your
request has been assigned Case Number 52276.

As w6 began to process your reque~t~ we realized that th~ first P~e of the
actual request vals missing from your I8-page facMmile package. ’On
1 Februai7 200T, a member of rnx.slaff contacted yo.u to advise you of this fact.
As a result, you submitted another facMmJle of your oMginal five-page request,
which we.received and have begun .to process. There is certain information
~elating io this processing about ~vhich the FO.IA arid applicable Department of
Defense (DoD) and NSA/CSS ’regulations require we inform you.

For purposes of this request and based on the hfformafion you provided
in your letter., you are considered a repres4ntative .of the mb.d.ia. Unless you
qualify for a fee waiver or .red~!ctiorl, you mus~ pay for duplication hl excess of
the first i00 pages.’ Your request for a fee w~dver has been granted. In
addition, please be advise@ your request for expedited treatment has been
accepted, We are currelitly in die proce.ss of searching for responsive
documents and ’will notify you of the stat~!s ofyotlr request as soon as that
sear. ~h has been complqted,

Correspondence relate,d to y6ur request should include the case nzumber
assigned to your r~quest, which is included in the first para~.aph of this letter.
Your letter should be a~ddressed to National Securi~- Agency, FOIA Off~oe
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FOIA Case: 52276

(DCa4}, 9,8.00 S&v’ag¢ Road STE 024.8, Ft. Geprge-G. Meade, MD 20755-6248
or may be sent by fAesimile: to 443-479-a612, !f sent by fax~ it should be
marked for th~ .attention of tl~e FOIA office. T,!{e telephone nurp..ber of the FOIA
offic~ is 301-688-6527.

PAMELA N. PHILLIPS
Chief

FOIA/PA Office
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U.S. t)epartment of Justice

National Security Division

l’lZashingtot~, D,C. 20530

DEC 2 7 2007

Marcia Hofinmm
Electronic Frontier Foundation
454 Shotwell Street
San Francisco, CA 94110

Re: FOIA/PA # 08-060

Dear Ms. Hofmann:

This is to aclcnowledge receipt of your. letter dated December 2 !, 2007, requesting
access to ""all records from September 1, 2007 to the present concerning briefings,
discussions, or other exchanges that Justice Depamnent offieiats have had with 1) members of
the Senate or House of Representatives and 2) representatives or agents of telecommunications
companies concerning amendments to FISA," et al. Your Freedom of Information Act request
was received by this office on December 27, 2007.

Our policy is to process FOIA requests on a first-in, first-out basis. However, you
requested expedited processing of your FOIA request and you will be notified once a
determination is made. If you have any questions concerning your request, feel free to contact
me on (202) 353-3092. Thank you in advance for your continuing patience.

Sincerely,

Theresa Crosland
FOIA Public Liaison

EXHIBIT B

Case 3:08-cv-01023-JSW     Document 36-2      Filed 03/18/2008     Page 31 of 33



EXHIBIT C

Case 3:08-cv-01023-JSW     Document 36-2      Filed 03/18/2008     Page 32 of 33



~~\"~"~*;~/~"

C O ~)y

National Security Division

Washington, D.C. 20530

dAtq 2 9 2008

Marcia Hofinann
Electronic Frontier Foundation
454 Shotwe!l Street
San Francisco, CA 94110

Re: FOIAiPA # 08-060

Dem" Ms. Hofinmm:

This is in fm’ther reference to your Freedom of Information Act request for access to
"al! records fi’om September !, 2007 to the present concerning briefings, discussions, or other
exchanges that Justice Department officials have had with 1 ) members of the Senate or House
of Representatives and 2) representatives or agents of telecommunications companies
concerning amendments to FISA," et al. You also requested expedited processing &your
request, and it has been gq’anted. We have initiated a search for responsive records within all
components of the National Security Division, and will notify you once our search is
completed. If you have any questions concerning your request, feel fi’ee to contact me on (202)
353-3092. Thank you in advance for your continuing patience.

Sincerely,

Theresa Crosland
FOIA Public Liaison
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UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

SAN FRANCISCO DIVISION

ELECTRONIC FRONTIER
FOUNDATION,

Plaintiff,

v.

OFFICE OF THE DIRECTOR OF
NATIONAL INTELLIGENCE

and

UNITED STATES DEPARTMENT OF
JUSTICE,

Defendants.

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

Civil Action No. 08-1023 (JSW)

DECLARATION OF MELANIE ANN PUST AY

I, Melanie Ann Pustay, declare the following to be true and correct:

1) I am the Director of the Office of Information and Privacy (OlP), United States

Department of Justice. In this capacity, I am responsible for overseeing the actions ofthe Initial

Request (IR) Staff. The IR Staff is responsible for searching for and reviewing records ofthe

Senior Leadership Offices ofthe Department of Justice, including the Offices ofthe Attorney

General, Legal Policy, and Legislative Affairs, in response to requests made under the Freedom

of Information Act (FOIA), 5 U.S.C. § 552 (2000 & Supp. IV 2004). The IR Staff determines

whether records responsive to access requests exist and, if so, whether they can be released in

-1-
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accordance with the FOIA. In processing such requests, the IR Staff consults with personnel in

the senior leadership offices and, when appropriate, with other components within the

Department of Justice, as well as with other Executive Branch agencies.

2) I make the statements herein on this basis of my personal knowledge, as well as on

information that I acquired while performing my official duties.

OIP's Processing of Plaintiffs Requests

3) By letters dated December 21,2007, Marcia Hofmann, on behalf of plaintiff Electronic

Frontier Foundation, submitted three FOIA requests to OIP for records from the Offices of the

Attorney General, Legal Policy, and Legislative Affairs dated "from September I, 2007 to the

present concerning briefings, discussions, or other exchanges that Justice Department officials have

had with I) members ofthe Senate or House of Representatives and 2) representatives or agents of

telecommunications companies concerning amendments to FISA, including any discussion of

immunizing telecommunications companies or holding them otherwise unaccountable for their role

in government surveillance activities" (footnote omitted). Plaintiff also requested expedited

processing and a fee waiver. OIP received the request on December 27,2007. (Copies of plaintiffs

three initial request letters are attached hereto as Exhibit A.)

4) By letter dated December 28,2007, OIP acknowledged receipt of plaintiffs FOIA

requests and granted plaintiffs request for expedited processing. Plaintiff was advised that searches

had been initiated in the Offices of the Attorney General, Legal Policy, and Legislative Affairs. OIP

also advised plaintiff that we were deferring a decision on its fee waiver request until we determined

whether any fees would be incurred in the processing of plaintiffs requests. (A copy ofOIP's

December 28, 2007 letter is attached hereto as Exhibit B.)

-2-
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5) As soon as plaintiff's requests were granted expedited processing, each request was given

priority at OIP and moved ahead of requests received at an earlier date in OIP's regular queue.

Pursuant to Department of Justice regulation 28 C.F.R. § l6.5(d)(4) (2007) these requests are being

processed as soon as practicable.

6) By memoranda dated December 28, 2007, records searches were initiated in the Offices

of the Attorney General, Legal Policy, and Legislative Affairs. These Offices were advised that the

requests had been granted expedited processing. The practice for these three Offices is to notify

each individual staff member in that Office of the receipt ofOIP's memoranda requesting that a

search be conducted, and each staff member's files, both paper and electronic, are then searched as

necessary for records responsive to the request. A search of this nature typically involves hand

searches of large paper files, as well as a vast number of e-mail files. Furthermore, because the files

at issue are current, they were physically located in the individual offices of senior Department

officials. Most ofthese officials personally conducted the search for any responsive records that

they might possess. While the officials in these Offices make every effort to respond to our search

memoranda in a timely fashion, it is not always possible for senior Department officials to stop their

pressing day-to-day duties in order to immediately perform a search for records responsive to a

FOIA request. These officials and employees performed the necessary searches as soon as it was

practicable to do so.

Office of Legislative Affairs

7) By memorandum dated January 29,2008, the Office of Legislative Affairs (OLA)

informed OIP that it had identified both classified and unclassified records potentially responsive to

plaintiffs request to OLA, including potentially responsive electronic mail (e-mail) messages of one
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record custodian, that needed to be searched.

8) On February I, 2008, after the FOIA Specialist assigned to plaintiffs requests left the

Department, OIP reassigned plaintiffs requests to a Senior FOIA Specialist.

9) During the week of February 25,2008, a FOIA Specialist contacted a staff member in

aLA to arrange a time for alP to retrieve the potentially responsive material aLA identified.

10) On March 7, 2008, a FOIA Specialist retrieved the unclassified potentially responsive

records from aLA. On March 11,2008, a FOIA Specialist retrieved the one classified potentially

responsive record from aLA.

II) On March II, 2008, the Senior FOIA Specialist assigned to plaintiffs request

completed an initial review of the potentially responsive documents retrieved from aLA.

12) On March 11,2008, a Senior Attorney at OIP contacted the Justice Management

Division requesting a remote access point in the Justice Consolidated Office Network that allows

OIP to search e-mail messages of certain record custodians in the Senior Leadership Offices. This

was done in order to most efficiently search the e-mail records ofthe custodian in aLA who had

indicated he had responsive e-mail.

13) On March 12 through 14, 2008, OIP conducted an e-mail search in the Enterprise Vault

of the aLA custodian who indicated that there may be responsive e-mail records. Those e-mail

messages that appeared responsive to plaintiffs request were printed for further processing and

review by OIP's IR Staff.

14) On March 17,2008, the Senior FOIA Specialist assigned to plaintiffs requests

completed an initial review of the potentially responsive e-mail messages located in aLA.
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Office of Legal Policv

15) By memorandum dated February 27,2008, the Office of Legal Policy (aLP) advised

OIP that its search was complete. aLP forwarded to OIP records potentially responsive to

plaintiffs request to aLP.

16) On February 29,2008, a FOIA Specialist conducted an initial review ofthe potentially

responsive documents forwarded to OIP by aLP.

Office of the Attornev General

17) On February 28,2008, an Attorney-Advisor at OIP contacted the Office of the Attorney

General regarding the status of that Office's search.

18) On March 4, 2008, a staff member in the Office of the Attorney General contacted the

Senior FOIA Specialist assigned to plaintiffs request. She advised him that at least one staff

member in the Office of the Attorney General had identified records that were potentially

responsive to plaintiffs request and that other staff members were still searching.

19) On March 4, 2008, the Senior FOIA Specialist assigned to plaintiffs request retrieved

potentially responsive records from the Office of the Attorney General files that had been identified

as of that date.

20) On March 11,2008, OIP searched the electronic database of the Departmental

Executive Secretariat, which uses a central database to control and track certain incoming and

outgoing correspondence for the Office of the Attorney General and for certain records of aLA.

Those documents that appeared responsive to plaintiffs request were retrieved for further

processing and review by OIP's IR Staff.

-5-
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21) On March 13,2008, a senior official in the Office of the Attorney General advised me

that the search in that Office was complete. On March 14, 2008, potentially responsive records

from the Office of the Attorney General were forwarded to OIP for further review.

22) On March 17, 2008, the Senior FOlA Specialist assigned to plaintiff's request

completed an initial review of the potentially responsive records forwarded by the Office ofthe

Attorney General to OIP.

Current Status Of Plaintiffs FOlA Reauests

23) All searches for responsive records have now been completed. In the Office of

Legislative Affairs, 147 documents, totaling 1552 pages, were located. Also, nine documents,

totaling 233 pages, of responsive material were located in the Office of Legal Policy. Lastly, 355

documents, totaling 913 pages, of responsive material were located in the Office of the Attorney

General. OIP is in the process of further review of these documents. During that process it is likely

that adjustments to these page counts will be made as duplicate and non-responsive material is

identified and culled from the other documents.

24) The records located all require further review, including consultations with multiple

Department components and other Executive Branch agencies, before a response can be provided.

Such consultations are required by Department of Justice regulation 28 C.F.R. § l6.4(c)(l), and are

appropriate because other components within the Department and other Executive Branch agencies

have an interest in the documents. In fact, none of the documents originate with OIP and so

disclosure determinations necessarily must be made in consultation with the originating offices.

Many of these consultations will need to be conducted in stages, as certain offices need to know the

views of other offices in order to make their disclosure determinations. Until these steps are
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Case 3:08-cv-01023-JSW     Document 36-4      Filed 03/18/2008     Page 7 of 42



completed, alP cannot complete the processing of the documents and make a final response to

plaintiff.

25) Additionally, alP has located the existence of classified material, which adds

significantly to the complexities attendant to processing a FOIA request. The responsive document

that contains classified information must undergo an additional time-intensive review to ensure that

the document is appropriately classified in accordance with Executive Order 12958, as amended.

Such review also includes a page-by-page and line-by-line review of the document to determine

which, if any, FOIA exemptions may apply. In light of the sensitive nature of classified

information, potentially responsive material must also be reviewed by offices and agencies with

equities in the document to ensure that no improper disclosures are made.

26) alP will make every effort to process these requests as soon as practicable and is

willing to provide the court with status reports every thirty days regarding its progress. I anticipate

that alP's first round of consultations will be sent to other Department components and other

Executive Branch agencies that have an interest in the documents by March 28, 2008.

27) By April 14, 2008, alP anticipates being able to provide plaintiff with an interim

response concerning those documents which do not require further consultations.

28) I anticipate that alP's second round of consultations will be sent to the remaining

Department components and other Executive Branch agencies that have an interest in the

documents by April 30, 2008.

29) By May 23, 2008, assuming all consultation responses have been returned, alP

anticipates being able to provide plaintiff with a final response addressing the remaining documents.

30) Plaintiff's request that alP complete the processing of its three FOIA requests within

ten days is simply not practicable. alP is devoting appropriate resources and effort to processing

-7-
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plaintiff's FOIA requests as soon as practicable. Plaintiff's request for release of records within ten

days is not practicable because alP has identified records that require consultations with other

agencies, as well as a classified record that requires multiple layers of review. Imposing a ten-day

deadline would increase the chances of an inadvertent disclosure of classified national security

information, as well as information otherwise protected from release under FOIA. In addition,

although plaintiff's requests have been granted expedited treatment and are being processed

accordingly, due to the many consultations that must be conducted with other offices, and due to the

pressing concerns those other offices face on a daily basis, the proposed response time is

practicable.

I declare under penalty of peljury that the foregoing is true and correct.

Executed this 1lday of March, 2008.
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OFFICE OF INFORMATION
ANO PRIVACY

DEC 2 7 2007

RECEIVED18 IIIHtrolJlc Fro•• ,.. Fo_oI •••••

454 Shotwell Street
Sa!,! Francisco, CA 94110

+1 415 436 9333 (tel)
+1 4154369993 (fax)

FAX COVER SHEET

DATE:

TO:

Fax Number:

FROM:

RE:

Pages sent:

COMMENTS:

necember 21, 2007
Carmen L. Mallon, alP, DOJ
(202) 514-1009

Marcia Hofmann, Eleotronic Frontier 'Foundation
Freedom of Infcrmation Aot Requests and Requests for
Expedited Processing
3b including cover page

Dear Ms. Mallon.

Following please find three separate FaIA requests and requests for
expedited prooessing, along with the supporting enclosures referenced by all
three. If you have any questions or concems. please call at (415) 486-B333
x.116.

Thank you, ,

~~

NOTICE This fax is Intended for the use of the individual or entity to which it is addressed and may contain
information that Is privileged. confidential, and exempt from disclosure. If you are not the Intended recipient
or his or her agent, you are hereby notified that any dissemination. distribution or copying of this
comm unicatlon is strictly prohibited and asked to please notify us Immediately by telephone. Thank you.

PLEASE CALL IF THERE IS A PROBLEM

to 39\1d .:1.:13 E666'lEI>
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December 21, 2007

VIAFACSlMILE-(202) 514-1009

Carmen L. Mallon
Chief of Staff
Office ofInformation and Privacy
Department of Justice
Suite 11050
1425 New York Avenue, N.W.
Washington, DC 20530-0001

RE: Freedom ofInformation Act Reauest and Reauest fOTExnedited Processlnl!

Dear Ms. Mallon:

This letter constitutes an expedited request under 1heFreedom of Information Act ("FOlAn), ·5
v.S.C. § 552, and is submitted to 1he Department of Justice Office of the Attorney General on
behalf of the Electronic Frontier Foundation ("EFF'). We make this request as part ofEFF's
ForA Litigation for Accountable Oovernment ("FLAO") Project, which works to obtain
government documents and make 1hem widely available to 1hepublic.

On August 5, 2007, President Bush signed Into law 1he Protect America Act, legislation which
amended the Foreign Intelligence Surveillance Act ("FISA") to expand the government's power
to intercept communications without warrants, as well as shield telecommunications companies
from future liability for their role in such activity.

Since the passage of this law, the Administration has tried to convince Congress to amend FISA
to make it impossible for courts to impose liability on telecommunications companies for
participating in a massive and illegal warrantless spying operation conducted by the National
Security Agency. See Signing Statement, President Bush Commends Congress on Passage of
Inrel/lgence Legislation, Aug. 6, 2007; James Risen, Bush Signs Law to Widen Reach for
Wiretapping, NY Times, Aug, 6, 2007; Mark Hosenball and Michael ISikoff, Case Dismissed?:
The Secret Lobbying Cilmpaign Your Phone Company Doesn't Want You to Know About,
Newsweek, updated Sept. 26,2007, available at http://www.newsweekcom/id/41142; Eric
Lichtblau, James Risen and Scott Shane, Wider Spying Fuels Aid Plan for Telecom Industry, NY
Times, Dec. 1.6,2007.

We are seeking all agency records from September 1,2007 to the present concerning briefings,
discussions, or other exchanges that Justice Department officials have had with 1) members of
the Senate or House of Representatives and 2) representatives or agents oftelecommunicatlons

454 Shotwell Street, San FranciSCO, CA 84110 USA
+1 4184369333 (II) +1 418 438 9993 (I) www,eff,org

£bbb'3£~
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Freedom of Information Act Request and Request for Expedited Processing
December 21. 2007
Page 2

companies 1 concerning amendments to FISA, including any discussion of immunizing
telecommunications companies or holding them otherwise unaccountable for their role in
government surveillance activities. This request includes, but is not limited to, all e-mail,
appointment calendars, telephone message slips, or other records indicating that such briefings,
discussions, or other exchanges took place ..

Request for Expedited Processing

This request warrants expedited processing because it pertains to information about which there
is "[a]n urgency to inform the public about an actual or alleged federal government activity," and
it is "made by a person primarily engaged in disseminating information." 28 C.F.R. §
16.5(d)(1)(ii). The information we request easily satisfies this standard.

As an initial matter, it is worth noting that the DOJ and Office of the Director of National
Intelligence recently granted expedited processing for FOIA requests nearly identical to this one
(see DOJ and ODNlletters granting expedited processing attached hereto).

The federal government activity at issue here - 001 efforts to secure immunity for telecoms
engaged in illegal surveillance - raises serious questions about the DOJ's interests in revision of
the FISA. Moreover, the Protect America Act includes a sunset provision requiring Congress to
decide within weeks whether to reauthorize the legislation. This decisionmaking process has
involved, and will continue to involve, congressional debate about whether to expand the law
further, and if so, how much. Because Congress will imminently consider modifying FISA again,
there is an urgency to inform the public about the lobbying forces pushing for reform of the law.
The information we have requested will help the public and Congress fully participate in the
current and ongoing debate over whether the government's authority to conduct electronic
surveillance should be further expanded and facilitated by telecommunications companies.

The purpose of this request is to obtain information directly relevant to the DOJ's
communications with members of Congress and telecommunications carriers about updating
FiSA to grant the companies retroactive immunity for lllegal activities. There is an urgency to
inform the public about the information we seek. Therefore, this request clearly meets the

1 The phrase "representatives Or agents of telecommunications companies" is intended to include
lobbyists and lawyers acting on behalf of such companies. According to Newsweek, these
individuals may inolude, but are not limited to, "powerhouse Republican lobbyists Charlie Black
and Wayne Berman (who represent AT&T and Verizon, respectively), former GOP senator and
U.S. ambassador to Germany Dan Coats (a lawyer at King & Spaulding who is representing
Sprint), former Democratio Party strategist and one-time assistant seoretary of State Torn
Donilon (who represents Verizon), former deputy attorney general Jamie Gorelick (whose law
firm also represents Verizon) and Brad Berenson, a former assistant White House counsel under
President George W. Bush who now represents AT&T." Mark Hosenball and Michael Isikoff,
Case Dismissed?, Newsweek, updated Sept. 26,2007.
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Freedom of Infonnlltion Act Request and Request for Expedited Processing
December 21, Z007
Page 3

standard for expedited processing set forth in DOJ regulations.

Further, as I explain below in support of our request for "news media" treatment, EFF is
"priInarily engaged in disseminating information."

Request for News Media Fee Status

EFF asks that it not be charged search or review fees for this request because EFF qualifies as a
"representative of the news media" pursuant to the FOIA andZ8 C.F.R. § 16.1l(b)(6). In
requesting this classification, we note that the Department of Homeland Security and Department
of State have recognized that EFF qualifies as a "news media" requester based upon the
publication activities set forth below (see DHS stipulation and State Department letter attached
hereto). In addition, the National Security Agency has previously determined that EFF is not
only a "news media requester," but also "primarily engaged in disseminating information" for
purposes of expedited processing (see attached EFF FOIA request and NSA response, in which
EFF requested ex.pedited processing because it sought information "urgently needed by an
individual primarily engaged In disseminating information in order to inform the public
concerning actl.lal or alleged Federal Government activity," and NSA granted the request). We
further note that the U.S. Court of Appeals for the D.C. Circuit has stressed that "different
agencies [must not] adopt inconsistent interpretations of the FOIA." Al-Fayed v. CIA, 254 F.3d
300, 307 (D.C. Cir. 2001), quoting Pub. Citizen Health Research Group v. FDA, 704 F.2d 1280,
1287 (D.C. Cir. 1983).

EFF is a non-profit public interest organization that works "to protect and enhance our core civil
liberties in the digital age."z One ofEFF's primary objectives is "to educate the press,
policymakers and the general public about online civi11iberties.'" To accomplish this goal, EFF
routinely and systematically disseminates information in several ways.

First, EFF maintains a frequently visited web site, http://www.eff.org, which received
46,682,194 hits in July 2007 - an average of 62,744 per hour. The web site reports the latest
developments and contains in-depth information about a variety of civil liberties and intellectual
property issues.

EFF has regularly published an online newsletter, the EFFector, since 1990. The EFFector
currently has more than 77,000 subscribers. A complete archive of past EFFectors is available at
http://www.eff.org!effector/.

Furthermore, EFF publishes a blog that highlights the latest news from around the Internet
DeepLinks (http://www.eff.org/deeplinksl) reports and analyzes newsworthy developments in

2 Guidestar Basic Report, Electronic Frontier Foundation, http://www.guidestar.org/
pqShowGsReport.do?npold::;S61625 (last visited Dec. 18,2007).
, [d.
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Freedom of Information Act Request and Request for Expedited Processing
December 21, 2007
Page 4

technology. It also provides miniLinks, which direct readers to other news articles and
commentary on these issues. DeepLinks had 510,633 hits in July 2007.4

In addition to reporting hi-tech developments, EFP staff members have presented research and
in-depth analysis on technology issues in no fewer than eighteen white papers published since
2002. These papers, available at http://www.eff.org/wp/, provide information and commentary
on such diverse issues as electronic voting. free speech, privacy and intellectual property.

EPF has also published several books to educate the public about technology and civil liberties
issues. Everybody's Guide to the Internet (MIT Press 1994), fll'st published electronically as The
Big Dummy's Guide to the Internet in 1993, was translated into severa! languages, and is still
sold by Powell's Books (http://www.powells.com). EFF also produced Protecting Yourself
Online: The Definitive Resource on Sqfety. Freedom & Privacy in Cyberspace (HarpcrEdge
1998), a "comprehensive guide to self-protection in the electronic frontier," which can be
purchased via Amazon.com (http://www.amazen.com). Finally, Cracking DES: Secrers of
Encryption Research, Wiretap Politics & Chip Design (O'Reilly 1998) revealed technical details
on encryption security to the public. The book is available online at http://cryptome.orgl
cracking-des.htm and for sale at Amazon.com.

Most recently, EFF has begun broadcasting podcasts of interviews with EFF staff and outside
experts. Line Noise is a five-minute audio broadcast on EFF's current work, pending legislation,
and technology-related issues. A listing of Line Noise podcasts is available at
feed:/Iwww.eff.org/rssllinenoiselllp3.xml and feed:llwww .eff.orglrsslllnenoiseogg.xml. These
podcasts were downloaded more than 2,600 times from EFP's in July 2007.

Due to these extensive publication activities, EFF is a "representative of the news media" under
the FOlA and agency regulations.

Request for a Public Interest Fee Waiver

EFF is entitled to a waiver of duplication fees because disclosure of the requested information is
in the public interest within the meaning of 5 D.S.C. § 552(a)(4)(a)(lll) and 28 C.P.R. § 16.1I(k).
To determine whether a request meets this standard, Department of Justice components
determine whether "[d]isclosure of the requested information is likely to contribute significantly
to public understanding of the operations or activities of the govenunent," and whether such
disclosure "is not primarily in the commercial interest of the requester." 28 C.F.R. §§ 16.11(k)(i),
(il). This request clearly satisfies these criteria.

First, the DOJ's relationship with telecommunications companies concerns "the operations or
activities of the government." 28 C.F.R. § 16.1 1(k)(2)(i). Furthermore, the D01's push to amend

• These figures include hits from RSS feeds through which subscribers can easily track updates
to DeepJ..,lnksand miniLinks.
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FISA unquestionably constitutes government operations or activities.

Second, disclosure of the requested information will "contribute to an l.U1derstandingof
government operations or activities." 28 C.F.R. § 16.11(k)(2)(ii) (internal quotation marks
omitted). EFF has requested information that will shed light Onhow and why the DOJ is
lobbying to immunize telecommunications companies from liability for their role in conducting
illegal surveillance.

Third, the requested material will "contribute to public l.U1derstanding"of the DOJ's efforts to
modify FISA. 28 C.F.R. § 16.11(k)(2)(iii) (internal quotation marks omitted). This information
will contribute not only to EFF's l.U1derstandingof the reasons why and manner in whioh the
DOJ is lobbying for legal reform, but to the understanding of a reasonably broad audience of
persons interested in the subject. EFF will make the information it obtains l.U1derthe FOlA
available to the public and the media through its web site and newsletter, which highlight
developments concerning privacy and civil liberties issues, andlor other channels discussed more
fully above.

Fourth, the disolosure will "contribute significantly" to the public's knowledge and
understanding of the DOJ's push to amend FISA to protect telecommunioations COmpanies.28
C.F.R. § 16.11(k)(2)(iv) (internal quotation marks omitted). Disclosure of the requested
information will help Inform the public about the Justioe Department's efforts to reform the law
and the interests behind them, as well as contribute to the public debate about whether FISA
should be further modified.

Furthermore, a fee waiver is appropriate here beoause EFF has no commercial interest in the
disclosure of the requested records. 28 C.F.R. § 16.1I (k)(3). EFF is a 50l(c)(3) nonprofit
organization. and will derive no commercial benefit from the information at issue here.

Under penalty ofperjury, I hereby affirm that the foregoing is true and correot to the best of my
knowledge.

Thank you for your consideratio,n of this request. As applicable Department regulations provide,
we will anticipate your determination within ten (10) calendar days. 28 C.F.R. § 16.5(d)(I).
Please be advised that, given the urgency of this matter, EFF intimds to seek immediate judicial
relief if a response to this request for expedition is not issued in a timely manner.

Sincerely,

Marcia Hofmann
Staff Attorney

Enclosures
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December 21, 2007

VIA FACSIMILE - (202) 514-1009

ClU'IIlenL. MaUon
Chief of Staff
Office ofInformation and Privacy
Department of Justice
Suite 1l 050
1425 New York Avenue, N.W.
Washington, DC 20530·0001

RE: Freedom of Information Act Request and Request for Exnedited Processlnl!

Dear Ms. Mallon:

This letter constitutes an expedited request under the Freedom of Information Act ("FOIA"), 5
D.S.C. § 552, and is submitted to the Department of Justice Office of Legislative Affairs on
behalf of the Electronic Frontier Foundation ("EFF"). We make this request as part ofEFF's
FOIA Litigation for Accountable Government (''FLAG'~ Project, which works to obtain
government documents and make them widely available to the public.

On August 5, 2007, President Bush signed into law the Protect America Act, legiSlation which
amended the Foreign Intelligence Surveillance Act ("FISA") to expand the government's power
to intercept communications without warrants, as weU as shield telecommunications companies
from future liability for their role in such activity.

Since the passage of this law, the Administration has tried to convince Congress to amend FISA
to make it impossible for courts to impose liability on telecommunications companies for
partiCipating in a massive and illegal warrantless spying operation conducted by the National
Security Agency. See Signing Statement, President Bush Commends Congress on Passage of
Intelligence Legis/atlon, Aug. 6, 2007; James Risen, Bush Signs Law to Widen Reach for
Wiretapping, NY Times, Aug, 6, 2007; Mark Hosenball and Michael lsikoft', Case Dismissed?:
The Secret Lobbying Campaign Your Phone Company Doesn't Want You to Know About,
Newsweek, updated Sept. 26, 2007, available at http://www.newsweek.comlid/41142; Eric
Lichtblau, James Risen and Scott Shane, Wider Spying Fuels Aid Plan for Telecom Industry, NY
Times, Dec. 16,2007.

We are seeking all agency records from September 1,2007 to the present concerning briefings,
discussions, or other exchanges that Justice Department officials have had with 1) members of
the Senate or House of Representatives and 2) representatives or agents of telecommunications

454 Shotwoll stroot, San rronclBco, CA 114110.USA
+1 4154369333 (v) +1 4184369993 (I)wwW,eff.org
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Freedom of Information Act Request and Request for Expedited Processing
December 21, 2007
Page 2

companiesl concerning amendments to FISA, including any discussion of immunizing
telecommunications companies or holding them otherwise unaccountable for their role in
government surveillance activities. This request includes. but is not limited to, all e-mail,
appointment calendars, telephone message slips, or other records indicating that such briefings,
discussions, or other exchanges took place.

Request for Expedited Processing

This request warrants expedited processing because it pertains to information about which there
is "[a]n urgency to inform the public about an actual or allQged federal government activity," and
it is "made by a person primarily engaged in disseminating information." 28 C.F.R. §
16.5(d)(I)(ii). The information We request easily satisfies this standard.

As an initial matter, it is worth noting that OLA recently granted expedited processing for two
rOJA requests nearly identical to this one (see EFF request letters seeking expedited processing
and OLA letter granting expedited processing attached hereto).

The federal government activity at issue here - DOJ efforts to secure immunity for telecoms
engaged in illegal surveillance - raises serious questions about the DOJ's interests in revision of
the FISA. Moreover, the Protect America Act includes a sunset provision requiring Congress to
decide within weeks whether to reauthorize the legislation. This decisionmaking process has
involved, and will continue to involve, congressional debate about whether to expand the law
further, and if so, how much. Because Congress will imminently consider modifying FISA again,
there is an urgency to inform the public about the lobbying forces pushing for reform of the law.
The information we have requested will help the public and Congress fully participate in the
current and ongoing debate over whether the government's authority to conduct electronic
surveillance should be further expanded and facilitated by telecommunications companies.

The purpose of this request is to obtain information directly relevant to the DOJ's
communications with members of Congress and telecommunications carriers about updating
FISA to grant the companies retroactive Immunity for illegal activities. There is an urgency to
inform the public about the information we seek. Therefore, this request clearly meets the

1 The phrase "representatives or agents of telecommunications companies" is intended to include
lobbyists and lawyers acting on behalf of such companies. According to Newsweek, these
individuals may include, but are not limited to, "powerhouse Republican lobbyists Charlie Black
and Wayne Berman (who represent AT&T and Verizon, respectively), foriner GOP senator and
U,S. ambassador to Germany Dan Coats (a lawyer at King & Spaulding who is representing
Sprint), former Democratic Party strategist and one-time assistant secretary of State Tom
Donilon (who represents Vcrizon), former deputy attorney general Jamie Gorelick (whose law
firm also represents Verizon) and Brad Berenson. a former assistant White House counsel under
President George W. Bush who now represents AT&T." Mark Hosenball and Michaellsikoff,
Case Dismissed?, Newsweek, updated Sept. 26, 2007.
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standard for expedited processing set forth in DOl regulations.

Further, as I explain below in support of our request for "news media" treatment, EFF is
"primarily engaged in disseminating information."

Request for News Media Fee Status

EFF asks that it not be charged search or review fees for this request because EFF qualifies as a
"representative of the neWs media" pursuant to the FOIA and 28 C.F.R. § 16.1 I (b)(6), In
requesting this classification, we note that the Department of Homeland Security and Department
of State have recognized that EFF qualifies as a "news media" requester based upon the
publication activities set forth below (see DHS stipulation and State Departmcmt letter attached
hereto). In addition, the National Security Agency has previously determined that EFF is not
only a ''news media requester," but also ''primarily cmgaged in disseminating information" for
purposes of expedited processing (see attached EFF FOIA request and NSA response, in which
EFF requested expedited processing becaus.e it sought information "urgently needed by an
individual primarily engaged in disseminating information in order to inform the public
concerning actual or alleged Federal Government activity," and NSA granted the request). We
further note that the U.S. Court of Appeals for the D.C. Circuit has stressed that "different
agericies [must notl adopt inconsistent interpretations of the FOIA." AI-Fayed \I. CM, 254 F.3d
300,307 (D.C. Cir. 2001), quoting Pub. Citizen Health Research Group v. FDA, 704 F.2d 1280,
1287 (D.C. eir. 1983).

EFF is a non-profit public interest organization that works "to protect and enhance our core civil
liberties in the digitai age. ,,2 One of EFF' s primary objectives is "to educate the press,
policymakers and the general public about online civil liberties.'" To accomplish this goal, EFF
routinely and systematically disseminates information in several ways.

First, EFF maintains a frequently visited web site, http://www.efforg, which received
46,682,194 hits in July 2007 -an average of 62,744 per hour. The web site reports the latest
developments and contains in-depth information about a variety of clvillibertles and intellectual
property issues.

EFF has regularly published an online newsletter, the EFFector, since 1990. The EFFector
currently h~ more than 77,000 subscribers. A complete archive of past EFFectors is available at
http://www.eff.org/effector/.

Furthermore, EFF publishes a blog that highlights the latest news from around the Internet.
DeepLinks (http://www.eff.org/deeplinksl) reports and analyzes newsworthy developments In

2 Guidestar Basic Report, Electronic Frontier Foundation, http://www.guidestar.orgl
pqShowGsReport.do?npold=56l625 (last visited Dec. 18,2007).
'[d.

E5559E\? 8\?:Ll L00Z/1Z/Zl

Case 3:08-cv-01023-JSW     Document 36-4      Filed 03/18/2008     Page 19 of 42

http://www.eff.org/effector/.
http://www.eff.org/deeplinksl
http://www.guidestar.orgl


Freedom of Information Act Request and Request for Expedited Processing
December 21, 2007
Page 4

technology. It also provides miniLinks, which direct readers to other news articles and
commentary on these issues. DeepLinks had 510,633 hits in July 2007.4

In addition to reporting hi-tech developments, EFF staff members have presented research and
in-depth analysis on technology issues in no fewer than eighteen white papers published since
2002. These papers, available at http://www.eff.orglwp/, provide information and commentary
on such diverse issues as electronic voting, free speech, privacy and intellectual property.

EFF has also published several books to educate the public about technology and civil liberties
issues. Everybody's Guide to the Internet eMIT Press 1994), first published electronically as The
Big Dummy's Guide to the Internet in 1993, was translated into several languages, and is still
sold by Powell's Books (http://www.powells.com). EFF also produced Protecting Yourself
Online: The Definitive Resource on Safety, Freedom & Privacy in Cybel'space (HarperEdge
1998), a "comprehensive guide to self-protection in the electronic frontier," which can be
purchased via Amazon.com (http://www.amazon.com). Finally, Cracking DES: Secrets of
Encryption Research, Wiretap Politics & Chip Design (O'Reilly 1998) revealed technical details
on encryption security to the public. The book is available online at http://cryptome.orgl
cracking-des.htm and for sale at Amazon.com.

Most recently, EFF has begun broadcasting podcasts of interviews with EFF staff and outside
experts. Line Noise is a five-minute audio broadcast on EFP's current work, pending legislation,
and technology-related issues. A listing of Line Noise podcasts is available at
feed://www.eff.orglrsslIinenoisemp3.xm1 and feed://www.eff.orglrssllinenoiseogg.xml. These
podcasts were downloaded more than 2,600 times from EFF's in July 2007.

Due to these extensive publication activities, EFF is a "representative of the news media" under
the FOIA and agency regulations.

Request for a Public Interest Fee Waiver

EFF is entitled to a waiver of duplication fees because disclosure of the requested information is
in the public interest within the meaning of 5 U.S.C.§ 552(a)(4)(a)(iii) aJ1.d28 C.F.R. § 16.1I(k).
To determine whether a request meets this standard, Department of Justice components
determine whether "[d]isclosure of the requested information is likely to contribute significantly
to public understanding of the operations or activities of the government," and whether such
disclosure "is not primarily in the commercial interest of the requester." 28 C.F .R. §§ 16.11(k)(i),
(Ii). This request clearly satisfies these criteria.

First, the DOJ's relationship with telecommunications companies concerns "the operations or
activities of the government." 28 C.F.R. § 16.1I(k)(2)(i). Furthermore, the DOl's push to amend

4 These figures include hits from RSS feeds through which subscribers can easily track updates
to DeepLinks and miniLinks.
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FISA unquestionably constitutes government operations or lIctivities.

Second, disclosure of the requested information will "contribute to an understanding of
government operations or aotivities." 28 C.F.R § 16.1I(k)(2)(ii) (internal quotation marks
omitted). EFF has requested information that will shed light on how and why the DOJ is
lobbying to immunize telecommunications companies from liability for their role in conducting
illegal survelllance.

Third, the requested material will "contribute to public understanding" of the DOJ's efforts to
modify FISA. 28 C.F.R. § 16.1 1(k)(2)(iii) (internal quotation marks omitted). This information
will contribute not only to EFF's understanding of the reasons why and manner in which the
DOJ is lobbying for legal reform, but to the understanding of a reasonably broad audience of
persons interested in the subject. BFF will make the information it obtains under the FOIA
available to the public and the media through its web site and newsletter, which highlight
developments concerning privaoy and civil liberties issues, and/or other channels discussed more
fully above.

Fourth, the disclosure will "contribute significantly" to the public's knowledge and
understanding of the DOJ's push to amend FISA to protect telecommunications companies. 28
C.F.R. § 16.1 I (k)(2)(iv) (internal quotation marks omitted). Disclosure of the requested
information will help infonn the public about the Justice Department's efforts to reform the law
and the interests behind them, as well as contribute to the public debate about whether FISA
should be further modified.

Furthermore, IIfee waiver is appropriate here because EFF has no commercial interest in the
disclosure of the reql,lested records. 28 C.F.R. § 16.11(k)(3). EFF is a 501(c)(3) nonprofit
organization, and will derive no commercial benefit from the information at issue here.

Under penalty of perjury, I hereby affirm that the foregoing is true and correct to the best of my
knowledge.

Thank you for your consideration of this request. As applicable Department regulations provide,
we will anticipate your determination within ten (10) calendar days. 28 C.F.R. § l6.5(d)(l).
Please be advised that, given the urgency of this marter, EFF intends to seek immediate judicial
relief if a response to this request for expedition is not issued in a timely mlllUler.

Sincerely,

Marcia Hofmann
Staff Attorney

Enclosures
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December 21, 2007

VIA FACSIMILE - (202) 514-1009

Carmen L. Mallon
Chief oiStaff
Office ofinformation and Privacy
Department of Justice
Suite 11050
1425 New York Avenue, N.W.
Washington, DC 20530-0001

RE: Freedom of Information Act Reauest and ReQuest for Expedited Processin!!:

Dear Ms. Mallon:

This letter constitutes an expedited request under the Freedom ofInformation Act ("FOIA"), 5
V.S.C. § 552, and is submitted to the Department of Justice Office of Legal Policy on behalf of
the Electronic Frontier Foundation ("EFF"). We make this request as part ofEFF's FOIA
litigation for Accountable Government ("FLAG") Project, which works to obtain government
documents and make them widely available to the public.

On August 5, 2007, President Bush signed into law the Protect America Act, legislation which
amended the Foreign Intelligence SUNeillance Act ("FISA") to expand the government's power
to intercept communications without warrants, as well as shield telecommunications companies
from future liability for their role in such activity ..

Since the passage of this law, the Administration has tried to convince Congress to amend FISA
to make it Impossible for courts to impose liability on telecommunications companies for
participating in a massive and illegal warrantless spying operation conducted by the National
Security Agency. See Signing Statement, President Bush Commends Congress on Passage of
Inte/ltgence Legislation, Aug. 6, 2007; James Risen, Bush Signs Law to Widen Reach for
Wiretapping, NY Times, Aug, 6, 2007; Mark Hosenball and Michael Isikoff, Case Dismissed?:
The Secret Lobbying Campaign Your Phone Company Doesn't Want You to Know AboUl,
Newsweek, updated Sept. 26, 2007, available at http://www.newsweek.com/id/41l42; Eric
Lichtblau, James Risen and Scott Shane, Wider Spying Fuels Aid Plan for Telecom Industry, NY
Times, Dec. 16,2007.

We are seeking all agency records from September 1, 2007 to the present concerning briefmgs,
discussions, or other exchanges that Justice Department officials have had with 1) members of
the Senate or House of Representatives and 2) representatives or agents of telecommunications

454 Shotwell Str-eet, San FranciSCO, CA 94110 USA
+14164369333 (v) +14164369993 <f> www.off.org
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companies J concerning amendments to FISA, including any discussion of irnmlUlizing
telecommlUlicatlons companies or holding them otherwise unaccountable for their role in
govehunent surveillance activities. This request includes, but is not limited to, all e-mail,
appointment calendars, telephone message slips, or 'other records indicating that such briefings,
discussions, or other exchanges took place ..

Request for Expedited Processing

This request warrants expedited processing because it pertains to information about which there
is "[a]n urgency to inform the public about an actual or alleged federal government activity," and
it is "made by a person primarily engaged in disseminating information." 28 C.P.R. §
16.5(d)(1)(ii). The information we request easily satisfies this standard.

As an Initial matter, it is worth noting that the DOJ and Office of the Director of National
Intelligence recently granted expedited processing for FOIA requests nearly identical to this one
(see DOJ and ODN! letters granting expedited processing attached hereto).

The federal government activity at issue here - DOJefforts to secure immunity for telecoms
engaged in illegal surveillance - raises serious questions about the DOJ's interests in revision of
the FlSA. Moreover, the Protect America Act includes a S\U1Setprovision requiring Congress to
decide within weeks whether to reauthorize the legislation. This decisionmaking process has
involved, and will continue to involve, congressional debate about whether to expand the law
further, and if so, how much. Because Congress will imminently consider modifYing FISA again,
there is an urgency to inform the public about the lobbying forces pushing for reform of the law.
The information we have requested will help the public and Congress fully participate in the
current and ongoing debate over whether the government's authority to conduct electronic
surveillance should be further expanded and facilitated by telecommunications companies.

The purpose of this request is to obtain information directly relevant to the DOJ' 5
communications with members of Congress and telecommunications carriers about updating
FISA to grant the companies retroactive immunity for lllegal activities. There is an urgency to
inform the public about the information we seek. Therefore, this request cleariy meets the

I The phrase "representatives or agents of telecommunications companies" is intended to include
lobbyists and lawyers acting on behalf of such companies. According to Newsweek, these
individuals may include, but are not limited to, "powerhouse Republican lobbyists Charlie Black
arid Wayne Berman (who represent AT&T and Verizon, respectively), former GOP senator and
U.S. ambassador to Germany Dan Coats ea lawyer at King & Spaulding who is representing
Sprint), former Democratic Party strategist and one-time assistant secretary of State Tom
Donilon (who represents Verizon), former deputy attorney general Jamie Gorelick (whose law
firm also represents Verizon) and Brad Berenson, a former assistant White House counsel under
President George W. Bush who now represents AT&T." Mark Hosenball and Michael Isikoff,
Case Dismissed?, Newsweek, updated Sept. 26, 2007.

EE,E,E,9Ev
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standard for expedited processing set forth in DO] regulations.

Further, as I explaln below'in support of our request for "news media" treatment, EFF is
"primarily engaged in disseminating information."

Request for News Media Fee Status

EFF asks that it not be charged search or review fees for this request because EFF qualifies as a
"representative of the news media" pursuant to the FOIA and 28 C.F.R. § l6.11(b)(6). In
requesting this classification, we note that the Department of Homeland Security and Department
of State have recognized that EFF qualifies as a "news media" requester based upon the
publication activities set forth below (see DHS stipulation and State Department letter attached
hereto). In addition, the National Security Agency has previously determined that EFF is not
only a "news media requester," but also "primarily engaged in dJsseminating information" for
purposes of expedited processing (see attached EFF FOIA request and NSA response, in which
EFF requested expedited processing because it sought information "urgently needed by an
individual primarily engaged in disseminating information in order to inform the public
concerning actual or alieged Federal Government activity," and NSA granted the request). We
further note that the U.S. Court of Appeals for the D.C. Circuit has stressed that "different
agencies [must not] adopt inconsistent interpretations of the FOIA." A/-Fayed v. CIA, 254 F.3d
300,307 (D.C. Cu. 2001), quoting Pub. Citizen Health Research Group v. FDA, 704 F.2d 1280,
1287 (D.C. Cir. 1983).

EFF is a non-profit public interest organization that works "to protect and enhance our core civil
liberties in the digital age."· One ofEFF's primary objectives is "to educate the press,
policymakers and the general public about online civil liberties.''' To accomplish this goal, EFF
routinely and systematically dJsseminates information in several ways.

First, EFF maintains Ii. frequently visited web site, http://www.efforg, which received
46,682,194 hits in July 2007 - an average of 62,744 per hour. The web site reports the latest
developments and contains in-depth information about a variety of civillibertles and intellectual
property issues.

EFF has regularly published an online newsletter, the EFFector, since 1990. The EFFector
currently has more than 77,000 subscribers. A complete archive of past EFFectors is available at
http://www.eff.org/effector/.

Furthermore, EFF publishes a blog that highlights the latest news from around the Internet.
DeepLinks (http://www.eff.org/deeplinksI) reports and analyzes newsworthy developments in

2 Guidestar Basic Report, Electronic Frontier Foundation, http://www.guidestar.org/
pqShowGsReport.do?npold=561625 (last visited Dec. 18,2007).
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technology. It also provides miniLinks, which direct readers to other news articles and
commentary on these issues. DeepLinks had 510,633 hits in July 2007.4

In addition to reporting hi-tech developments, EFF staff members have presented research and
in-depth analysis on teChnology issues in no fewer than eighteen white papers published since
2002. These papers, available at http://www.eff.org/wp/, provide Information and commentary
on such diverse Issues as electronic voting, free speech, privacy and intellectual property.

EFF has also published several books to educate the public about technology and civil liberties
issues. Everybody's Guide to rhe Internet (MIT Press 1994), fIrst published electronically as The
Big Dummy's Guide to the Internet in 1993, was translated into several languages, and is still
sold by Powell's Books (http;//www.powells.com). EFF also produced Protecting Yourself
Online: The DefinitIVe Resource on Sqf'ety, Freedom & Privacy in Cyberspace (HarperEdge
1998), a "comprehensive guide to self-protection in the electronic frontier," which can be
purchased via Amazon.com (http://www.amazon.com). Finally, Cracking DES: Secrets of
Encryption Research. Wiretap Politics & Chip Design (O'Reilly 1998) revealed technical details
on encryption security to the public. The book is available online at http://cryptome.org/
cracking-des.htm and for sale at Amazon.com.

Most recently, EFF has begun broadcasting pqdcasts of Interviews with EFF staff and outside
experts. Line Noise is a five-minute audio broadcast on EFF's current work:, pending iegisiation,
and technology-related issues. A listing of Line Noise podcasts is available at
feed:/Iwww.eff.org/rss/linenoisemp3.xml and feed;//www.eff.org/rssllinenoiseogg.xml. These
podcasts were downloaded more than 2,600 times from EFF's in July 2007.

Due to these extensive publication activities, EFF is a "representative of the news media" under
the FOIA and agency regulations.

Request for a PubUc Interest Fee Waiver

EFF is entitled to a waiver of duplication fees because disclosure of the requested information is
in the public interest within the meaning of5 V.S.C. § 5S2(a)(4)(a)(iii) and 28 C.F.R. § 16.1I(k).
To determine whether a request meets this standard, Department of Justice components
determine whether "[d]isclosure of the requested information is likely to contribute significantly
to public understanding of the operations or activities of the government," and whether such
disclosure "is not primarily in the commercial interest of the requester." 28 C.F.R §§ l6.11(k:)(i),
(Ii). This request clearly satisfIes these criteria.

Fir~,. t.heDOJ's relationship ,~th telecommunications companies concerns ''the operations or
actlvltles of the government. 28 C.F.R. § 16.11(k)(2)(i). Furthermore, the DOJ's push to amend

4 These figures include hits from RSS feeds through which subscribers can easily track updates
to DeepLinks and mlniLinks.
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FISA unquestionably constitutes goverlUtlent operations or activities.

Second, disclosure of the requested information will "contribute to an understanding of
government operations or activities." 28 C.F.R § 16.11(k)(2)(1l) (internal quotation marks
omitted). EFF has requested information that will shed light on how and why the DOJ is
lobbying to immunize telecommunicationS companies from liability for their role in conducting
illegal surveillance.

Third, the requested material will "contribute to public understanding" of the DOl's efforts to
modify FISA. 28 C.F.R. § 16.1 I(k)(2)(lli) (internal quotation marks omitted). This information
will contribute not only to EFF's understanding of the reasons why and manner in which the
DOJ is lobbying for legal reform, but to the understanding of a reasonably broad audience of
persons interested in the subject. EFF will make the information it obtains under the FOIA
available to the public and the media through its web site llI\d newsletter, which highlight
developments concerning privacy and civlllibertles issues, andlor other channels discussed more
fully above.

Fourth, the disclosure will "contribute significantly" to the public's knowledge and
understanding of the DOJ's push to amend FISA to protect telecommunicationS companies. 28
C.F.R § 16.11(k)(2)(iv) (internal quotation marks omitted). Disclosure of the requested
information will help inform the public about the Justice Department's efforts to reform the law
llI\d the interests behind them, as well as contribute to the public debate about whether FISA
should be further modified.

Furthermore, a fee waiver is appropriate here because EFF has no commercial interest in the
disclosure of the requested records. 28 C.F.R § 16.11(k)(3). EFF is a 501(c)(3) nonprofit
organization, and will derive no commercial benefit from the information at issue here.

Under penalty of perjury, I hereby affIrm that the foregoing is true and correct to the best of my
knowledge.

Thank you for your consideration of this request. As applicable Department regulations provide,
we will anticipate your determination within ten (10) calendar days. 28 C.F.R. § 16.5(d)(I).
Please be advised that, given the urgency of this matter, EFF intends to seek immediate judicial
relieHf a response to this request for expedition is not issued in a timely manner.

Sincerely.

Marcia Hofmann
Staff Attorney

Enclosures
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U.S. Department of Justice

Office ofInfonnation and Privacy

Telephone: (202) 514-3642

Ms. Marcia Hofinann
Electronic Frontier Foundation
Suite 650
1875 Connectiout Avenue, NW
Washington. DC 20009

Dear Ms. Hofinann;

Washington, D.C. 20530

AUG 2 7 2JYJI

Re; OLAl07-R0909
OLAJ07-R0910
MLF:JNJ

This is to acknowledge receipt of your two letters dated August 16, 2007, whioh were
received in this Offioe on August 17,2007, in whioh you requested all records of
communioatiol'lS betwe"ll the Department of JUstice and Congress and between Justice and..
teleconununioations oompanies from December 2005 to.the present concerning amendnients to
the Foreign Intelligence Surveillance Act. This response is made on behalf of the Office of
Legislative Affairs.

I have determined that for purposes of these requests, it is appropriate to afford them
expedited processing. At this time, your requests have been assigned to a FOIA Specialist in this
Office and a records s!,arch has been initiated in the Offioe of Legislative Affairs.

We have not yet made a decision on your·requests for fee waivers. We will do so after
vie detennine whether fees will be assessed for theae requests .

. If you have any questions or wish to discuss the processing of your requests, you may
oontact Julie N. Johns, the analyst processing your requests, by telephone at the above number or
you may write to her at the above address.

Sincerely,

)--¢~-----
Cannen L. Mallon
Chief of Staff
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SEP-10-e007 11.24 From' 7034822144 To" 2027979066

OFFICB OF TIIS DIRECTOR OF NA1'~ONAL INTllLLTCRNCE
D1R~C'IOR OF THE INTEI.l.lG~"C~STAFF

Mr. John fl. Haoken
Chief. Informatioll Management Office
Onloe of the Dltector of National Intelligence
WUijhington, DC 2.0511

MH. Man:la HofllWllI
Electronic Frontier Foulldation
1875 Connecticut Avenue. N.W.
Suite 600
Wa~hington. DC 20009

Rofurcnoo: DF-2007-OOO79

Dear Ms. Hofmann:

On 4 Septembor 2007 the Office of LheDirecLor of National Intelligence received
your facs.lm.ilo dated 31 August 2007. wherein you requellted unthlr the Freedom of
lnfom'\lltion Act (FOlA) rocord.~ concenlirtg:

" ••• ODNI's oommlinlcl1(1ons with teleCollUlllJnlclIU(lhS
companies aoout updating FISA to provide them retroactive
legal immllnity for llIegal.ctivities."

We 8.Cceplyour te'll'cSL and have lIlIsigned it the refel'\lnce nunlbcr above. Please uso litis.
number when correspollding with U& &0 that we can identify It easily. In addition, your
request for expedited processing Is granted and your request wlll be processed a~ soon as
pl1lCticabJe.

. !fYOIl have any questlons you may contact Ihe PorA Requester Service Center at
571-2.04-4774.

Sincerely.

fvL{l~
John F. Haokett

Director, fnformation Management Office

81 :J9l;1d E5559Ev
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SEP-10-2007 11'24 From' 7034822144 To' 20<:7979066

GI ::J9\id

IMS/lRRO/PIPD/carey/ ..•/6 September 2007

DL~lribulilln:
Odg • Adse

1 • PIPDIDF-2007-00079 ACe

FOIA\RFC 00079 DNI Hofmann ACC.doc
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SEP-t0-2007 11:24 From: 7034822144 To:i"l'I279790G6

OFFICiOP TIU DIRECTOR OF NATIONAL INT!LLIGBNCE
DUlECTOll O~ THE INTELLTGllNCP. STAU

Mr, John F. Hackett
Chief, InfOlmlUion Mlll1llgement OffIce
Office of the Director of National Intelligence
WllIlhington, DC 20511

Ms. Marcia Hofmann
Electronic Fronller F~lundation
1875 Connecticut Avenue, N.W.
Suite 600
WasWngton, DC 20009

Reference: DF-200NlOO80

Oellr Ms. Hoftnann:

On, 4 September 2007 the Office Of the DirecLOror Nlltlonallntelligencc received
YOllrfacsimile dated 31 August 2007, wherein you requested under the ~reedom of
Lnforlllation Act (FOlA) rocords concerning:

", ••exchanges that Diredor Mc:Connellor other aDN!
omcia18 hllve had with members of the Senate or RouBe of
Representatives eODcerDiD~amendmentB to FISA • , ."

We aecopt your request and /lave lISsigned it the reference number above. Plea.qill use this
number when corresponding ,wilh us so thlll we can identify it casily. In addition, your
request for expedited processing is grlUlted and your requcst wlll be proce.~sed as soot! 811
ptacLicuble.

If you have IIny questions you may contllCt the FOIA Requester Service Center at
571-204-4774.

Sincerely.

«t:kct! ~
DlrecLOr. TnfolltlatiOIl MllllIIgernent Office

01: 39\1d
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IMSilRRG/PIPD/curey/ .. .I6 September 2007

DlstribuLion;
Orig - Adse

1 - PIPDIDP-2007-OOO80 ACC

FOIA\RFC 00080 DNJ Hoftnann ACC.doc
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Case 1:06-cv-01988-ESH .Document 15 Filed 02/27/2007 Page 1 of 2

IN THE UNITED STATES DISTRICT COURT
,FOR THE DISTRICT OF COLUMBIA

ELECTRONIC FRONTIER
FOUNDATION

Plaintiff, ,

v.
DEPARTMENT OF HOMELAND
SECURI1Y.

Defendant.

)
)
)
)
)
)
)
)
)
)
)
,)

Civil Actioll No. 06-1988 (ESH)

~TIPULA TED DlS~SAL OF PLAINTIFF'S SECOND CAUSE OF ACTION
, ,

Plaintiff Electronic Frolltier Foundation (EFF) and Defendant DepartmeIlt of Homeland

Security (OHS), by counsel, hereby stipulate and agree as follows:

1. Defendant DHS has grimted news media status to Plaintiff EFF based on the

representations contained ill EFF's FOIA requests, which demonstrate that EFF is an "entity that

is organized and operated to publish or broadcast news to the public." 6 C.P.R. § 5.11(b)(6).

Defendant DHS will continue to regard PlaintiffEFF as a "representative of the news media"

abseIlt a chllllge in circumstances that indicates that EFF is no longer an "entity that is organized

and operated to publish or broadcast news to the public." 6 C.F.R. § 5.11(b)( 6)..

2. Accordingly, the parties herewith agree to the dismissal ofPlaintiffEFF's Second

Cause of Action, related to EEF's status as a "representative of the news media."

3. The parties further agree that each will pay its own fees SlId costs for work on the'

dismissed claim.

so STIPULATED AND AGREED this 27'" day ofFebruary, 2007.

EGGG9El>
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Case 3:08-cv-01023-JSW     Document 36-4      Filed 03/18/2008     Page 32 of 42



. Case 1:06-cV-Ol 9S8-ESH Document 15 . Filed 02/2712007 Page 2 of 2

Is/ David L. Sobel
DAVID L. SOBEL
D.C. Bar 360418

. MARCIA HOFMANN
D.C. Bar 484136

ELECTRONIC FRONTIER FOUNDATION
1875 COWlecticutAvenue, N.W.
SUite 650

. Washington, D.C. 200Q9
. (202) 797 -9009

Counselfor Plaintiff

-2-

PETER D. KEISLER
Assistant.Attorney General

JEFFREY A. TAYLOR
United States Attorney

ELIZABEl'H J. SHAPIRO
D.C. Bar 418925

. Assistant Branch Director
U.S. Department of Justice
Civil Division; F.ederal Programs Branch

Is! John R. Colemem
JOHN R. COLEMAN
Trial AttorneY
U.S. Department of Justice
Civil Division, Federal Programs Branch
20 Massachusetts Avenue, NW; Room 6118
Washington, D.C. 20530

• (202) 514-4505

Counsellor Defendant

EZ: 39\1d
Ebbb'lE~
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United States Department of State

Washington, D.C. 20520

May 1, 2007
Case Number: 200701765

Ms. Marcia Hofmann
Electronic Frontier Foundation
1875 Connecticut Avenue, N.W., Suite 650
Washington, DC 20009

Dear Ms. Hofmann:

This is in response to your Freedom ofInfonnation Act (FOIA)
request, dated March 19, 2007 for copies of documents concerning
copyright matters between the U.S. and Canada.

We will begin the processing of your request based upon the
information provided in your' communication. We will notify you
as soon as responsive material has been retrieved and reviewed.

We wish to advise you that the cut-off date for retrieving records is
either the date you have given th~ Department by specifying a
particular time frame or the date the search is initiated.

Fees: The Freedom ofInfonnation Act requires agencies to assess
fees to recover the direct costs of processing requests, unless a fee
waiver has been granted.

By making a ForA request, you have agreed to pay all applicable
fees up to $25.00 unless a fee waiver has been granted. You may
~ •• of Infnntlatinn..PmDn:Jms.a.nd &lrvit;es •CP.~7Depa~~]~la[~·~-.r·- ~f'202.261-8484
Washington,DC20522-8100 FAX:1-202-261'8579

Website:foia..srate.gou email: FOlAstatus@ilate.gou

E6669Ev Bv:Ll L00l/1l/l1
l>l 39\id
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specify a willingness to·pay a greater or lesset: amount. lfthe
estimated fees exceed this limit, you will be notified.

Based upon the information that you have provided, we have placed
you in the "news media" requester category. This category requires
us to assess:

• duplication costs after first 100 pages.(see 22 CFR 171,
enclosed)

Therefore, without ail agreement to pay' fees please be advised that
your request will be processed without cost up to the required
duplication of the first 100 pages ..

Please let us mow if you are willing to pay the fees that will incurred
in the processing of your request. You may set a limit of the
maximum amount that you wish to pay.

Based upon the information provided in your letter, your request for
a fee waiver has been denied. If you wish to appeal this decision;
you may write to the Chief, Requester Liaison Division, at the .
addrel>sgiven on the bottom of this page. Your appeal should
address the points listed in the enclosed sheet entitled "Requests for

. Fee Waivers.;' Your appeal must be sent to us within 30 days from
. the date that you receive this letter.

While we will make every effort to meet the time limits cited in the
Freedom of Information Act (5 USC § 552), unusual circumstances

fJ(!jcj)2f,[DfIlwrt~']JWt'rtd Services
WashinyWn, DC 20522-81 00

Web .site: foin.stale.gou

91: 39\1d .:J.:J3

fl1m'ri2'f'202-261.8484
FilX: 1- 202- 261- BS79
_mall: FOl'AStatus@State.goo

EGGG9Ev Bv:L1 L006/16/61
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may arise for extending the time limit (see enclosure). We appreciate
your patience in this matter.

If you have any questions, plea~e do not hesitate to contact us. We
can provide faster service if you include the case number of your
request in your communications with us.

We are pleased to be of service to you.

Sincerely,

11~)11·~~
Katrina M. Wood
Requester Communications Branch

Enclosure: As stated.

9(lfl;gpllJfl.r:Wn'l~~ S.rvices
Washington, DC 20522-8100

Web site: foia..state.gov

WlJ'~ 202- 2(;1- 8484
FAX; 1-202-261-8579
email: FOIA$tCltu.s<alstate.gOfJ

9l 39\id E6669EP BP:Lt L00z/tz/zt
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Elactronlc Frontier Foqndatlan
~1tI1I>bI.1III1'r'o~lIrMckImonttlaEl~FroI\tkl'

January 23, 2007

:BYFACSIMILE- (301) 688-4762

National Security Agency
ATIN: FOIA Office (DC34)
9800 Savage Road 8TE 6248
Ft. George G. Meade, MD 20755-6248

RE: Freedom of Information Act Reauest and
ReQJlf'st fW Bxoedited Processinll

Dear Sir or M~

" This .letter constitutes an expeditClhequem under the Freedom oflnformatipn Act ("FOIA'~, 5
U.S.C. § 552, and is submitted to the National Security Agency on behalf of the Electronio
FrOJrtier Foundation (''EFF'),' We make this request as part ofEFF's FOIA Litigation for
Accountable Govemm.ent ("FLAG") Project, which works to obtain government doouments and
make them Widely available tp the public.

On Janwuy 9, 2007, the Washington Post reported:

When Miorosoft Uitroduces its long-awaited Wmdows Vista operating system this
month, it ,will have an unlikely partner to thank for niaking its flagship product
safe and secure for mi1Uons of computer users across the world: the National
Security Agency.

For tho first thne, the giant software maker is acknowledgillg the help !If tho
secretive agency, better known for eavesdropping on foreign officials and, more
recently, U,S. citimus as part of the Bush administration's effort to COJl).bat
terrorism. The agency said it bas helped in the deveJopment' of the security of
Mictosofi's new operaiing system -- the brains of a computer -- to protect it from
worms, Trojan horses and other insidio~ computer attackers.

Alec Klein and Ellen Naka:>hima, "For WindoWS Vista Security, Microsoft Ca.1led in Pros,"
Washing/on Post, Jan. 9,2007, at 001 (attached hereto). ' '. ,

We are seeking alJ agency records (including, but not limited to, electronic records) related to the
NSA's review of and input on the configuration oithe Microsoft WIndows Vista operating
sr.stem ("Vista'~.

18'75 Connecticut Ave .• NW . Sul~ 650 • W~$hin9ton,DC 20009o 202 797 9009 0 202 797 9066 0 wWW.eff.org G Infotmatlon@eff.org

a. 3!'llid
E6669EV BV:Ll L00l/1l/l1
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Request for E:s;pedited Proces~in&

This request wmants expedited processing because it pertains. tQinfOI1D1ltionthat ")s urgently
needed by an individUal primarily engage~ in dissetil,inatiug infoqnation in order to inform the
public concemil)g actual or alleged Federal Govermnent activity." 32 CPR §2R6.4(d)(3)(ii).
AcCOrdingto DOD regulations, inf011Ilatiollls,"urgently needed" when it "l1asa particular' value
thai will be lost if.llot disseminatedquiakly. oi:dinari1ythis means IIbreaking neW!! story Qf
general public interest." 32 CFR §286.4(d)(3)(h')(A)~ The information we request easily
satisfies this standard.

The governml1ritlICtivityat issUehere - the NSA's involvemem in the configuration of
Microsoft'S: latest operating· sYstem- raises serious questions abou,tthe Department of
Defense's iriterest in VisWs diWClopment.l,ndeed,the NSA's involvement in the system's

. configuration has already attracted Substantial media interest since the'publication of the
Washington Past litory. Specifically, 1I'G09gleNews search for "Vista and 'Nati~ Security
Agency'" retUrD.ed67 results from news outlets throughout the world since lanuary 9,2007 (see
first page of Ooogle News search results attached hetetO): .....

F~ore, the Washington Post repOrted that Microsoft plaml to·make VIsta available to
consumers on lanuarY 30, 2007, and the system will likely be u.s~ by 'more than 609 million
computer users by 2010. Thus, the infonnation we reqUest is unquestionably ·the subject of a
breaking news story of genaral pUblic interest pattlcular1y in the days leading 'to the l'roduct
Iaunch. .

The JlUlllOseof this request is to o.blain information directly relevant to the NSA's involvement·
in VJSt8' s deve1cn>ment,whiph has ilttracted considerable interest frPtn the press 8lld public in the
past several days. The infomuitiOIi we request.!s the subject ~fa breaking nows story .ofgeneral
public interest, and therefore clearly !I\eets the litan.dardfor .expedited processing set forth in
DODregulatlons., '

Further, as I explain below iI\ support Ofour.request for'''J1ews media" treatment, EFF is
''primarily erigaged In illssenrlnating infoImation."

Request for News Media'Fee Status·

EFF asks that it not be charged search or review fees for this request because EFF qualifies as a
!'representative of tho news meQia" pursuant to the FOIA and 32 C.P.R. § 2&6.28(e)(7). In
request!ng this .claSsification, we note that the Department of ~omeJand' Security bas recognized
that BFP qualifies as a "news media~' requester,.based upon the publication activiti,:s set forth .
below (see DHS·lett.er, attached hereto), We flllfher note that the U.S. CoUrt of Appeals for the .
D.C. Circult has stressed that "different age!lcles (must notladopt inconsistent Interpretations of
tbe FOTA." A/-Fayed v. CIA, 254 F.3d 300, 307 (D.C. Clr. 2000, quoting Pub. Citizen Health
Research Group v. FDA, 704 F.2d 1280•.1287 (D.C. dr. 1983).

2
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NATIONAL SE:cURI'rY AGENCY
CENTRAL SE:CURITY SERVICE,

f"ORT CiEOIlGE G. MU.gE~~RY~b :l078PS-eOQO

,FOlA Case: 52276
6 Feb~ 2007

Ms. Marcia. Hofmann,
Electronic Frontier Foundation '
1875 Connecticut Avenue, NVJ'
Suite 650
Washington, DC 20009

Dear Ms. Hofmann:

This is an initial reSpOnl3eto yo:ur Freedom of Information Act (FOIA)
request submitted via facsiinue on 23 January ~007, which was received by
this office on 24 January 2007, for all agency records (including, but not '
limited to, electronic records) related to the,NSA's review of'and input on the
configuration of the Micros,oft WindowsVista operating system ("Vista"). Your
request has been assigned Case Number 52276.

As we began to process your request, we realized that the first page of the
actual request was missing from your l8-page facsimile package. On '
1 February 2007, a member oflllY.,staif contacted yCl'!-1 to advise you of this fact.
As a result, you submitted another facsimile of your original five-page request,
which we received and have begun to process. There is certam information
relating ~ this processing about which the 1011\ and applicable Department of
Defense (DoD) and NSA/CSS 'regulations require we inform you. '

For purposes of this request and based on the information you provided
in your letter, you are considered a repreeentative of 1:4eme«ia. Unless you
qualify for a fee waiver or reduction, you must pay for duplication in excess of
the first 100 pages. Your request for a fee w.uver has been granted. In
addition, please be ad'vised, yOur request for expedited treatment has been
accepted. We are currently in the process of searching for responsive
documents and will notl:ly you of the status of your request as soon as that
search has been compl~ted.

, ,

Correspondence related to yOur request shoUld include the case number
assigned to YOUrrequest, which is included in the first paragx;aph of fuis letter.
Your letter should be,a:ddressed to National Security Agency, FOlA Office'

5Z 39\1d .:l.:l3 E5559Et> St>:Lt L00Z/tZ/Zt
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FOlA Case: 52276

(DC34), 9S.00 Savage Road STE 6248, Ft. Geprge G. Meade, MD 20755-6248
or may be sent by flicsimile,.to 443-479-3612. If sent by fax; it should be
marked for the .attentionof the FOIA office. The telephone nWllber of the FOIA
office is 301-688-6527 .

. . Sincerely,

-pr.'-1tJ~~~(.
PAMELA N. PHILLIPS

Chief
FOlA/PA Office

E5559Ev
0E 39\1d
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Telephone: (202) 514-3642

U.S. Department of Justice

Office of Information and Privacy

Washington. D.C. 20530

Ms. Marcia Hofinann
Electronic Frontier Foundation
454 Shotwell Street
San Francisco, CA 94110

Dear Ms. Hofinann:

Re:

DEC 2 8 2007
OAG/08-R0183
OLAl08-RO 184
OLP/08-R0185
MAP:NDD

This is to acknowledge receipt of your three letters dated December 21,2007, which were
received in this Office on December 27, 2007, in which you requested all records concerning
communications Department of Justice officials had with Congress and/or telecommunications
companies from September 1,2007, to the present regarding amendments to the Foreign
Intelligence Surveillance Act. This response is made on behalf of the Offices of the Attorney
General, Legislative Affairs and Legal Policy.

With regard to your requests for expedited processing, I have determined that for
purposes of these requests, it is appropriate to afford them expedited processing. At this time,
your requests have been assigned to a FOIA Specialist in this Office and record searches have
been initiated in the Offices ofthe Attorney General, Legislative Affairs and Legal Policy.

We have not yet made a decision on your requests for fee waivers. We will do so after
we determine whether fees will be assessed for these requests.

If you have any questions or wish to discuss the processing of your requests, you may
contact Julie N. Johns, the analyst processing your requests, by telephone at the above number or
you may write to her at the above address.

Sincerely,

'k{~(. ~'k'u~
Melanie Ann Pustay
Director
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UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

ELECTRONIC FRONTIER FOUNDATION
Plaintiff,

OFFICE OF THE DIRECTOR OF NATIONAL
INTELLIGENCE and UNITED STATES
DEPARTMENT OF JUSTICE

Defendant.

)
)
)
)
)
)
)
)
)
)
)
)

Civil Action No. 08-1023 JSW

DECLARATION OF JOHN F. HACKETT

[, John F. Hackett, declare the t’ollowing to be true and correct:

!. I am the Director of the Information Management Office (IMO) for the Office of the

Director of National Intelligence ("ODNI" or "Agency"). In this capacity I am the final decision-

making authority for the LMO, which receives, processes, and responds to requests for ODNI

records under the Freedom of Information Act (FOIA), 5 U.S.C. 552.

2. I make the statements herein on the basis of personal knowledge, as well as on

information acquired by me in the course of performing my official duties.

3. By facsimile dated December 21,2007, plaintiff Electronic Frontier Foundation

submitted a FOIA request to ODNI for records concerning briefings, discussions, or other

exchanges that Director McConnell or other ODNI officials have had with 1) members of the

Senate or House of Representalives and 2) representatives or agents of telecommunications

companies concerning amendments to FtSA, including any discussion of immunizing such

companies or holding them otherwise unaccountable for their role in government surveillance

and activities. This request included all email, appointment calendars, telephone message slips,

or other records indicating thai such briefings, discussions, or other exchanges took place. ODNI

l
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received the.request on December 26, 2007. (A copy of plaintiff’s initial request letter is

attached hereto as Exhibit A.)~

4. In its initial FOIA request letter, plaintiff requested expedited processing based on

assertions that there is "an urgency to inform the public about an actual or alleged Federal

Government activity" and that the request is being "made by a person primarily engaged in

disseminating information." By letter dated January 7, 2008, ODNI acknowledged receipt of

plaintiff’s FOIA request and granted expedited processing. (A copy of ODNI’s January 7, 2008

letter is attached hereto as Exhibit B.)

Processing and Current Status of Plaintiff’s Request

5. As soon as the decision was made to expedite plaintiff’s request it was given priority

status and moved to the front of the FOIA request queue. As such. this request is being

processed ahead of the other 49 FOIA requests currently pending in ODN1.

6. Upon granting expedited processing, searches were initiated in the Offices of the

General Counsel and Legislative Affairs, the Civil Liberties and P~ivacy Office, the Office of the

Deputy Director of National Intelligence for Collection, the Office Of the Director of the

Intelligence Staff, the Office of the Deputy Director of National Intelligence for Policy, Plans,

and Requirements, the Front Office for the Director of National Intelligence, as well as the

ODNI Executive Secretariat, Which serves as the official repository for Director and Principal

Deputy Director records. Individuals in those Offices that were reasonably likely to have

responsive materials were advised to search their electronic and paper files and forward any

responsive records to the IMO.

[ Plaintiff’s request seeks information pertaining to, among other lhmgs, "an3 discussion of immunizing
[telecommunicalion] companies or l~olding them otl~erwise unaccountable for tl~eir role in government surveillance
activilies." Nothing in this declaration should be construed to confirm or deny any role that telecommunications
companies may or may not have in an~,. government surveillance activilies.

2
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7. The individuals who were asked to search for responsive records work on some of the

most significant mission-related matters relating to the national security of the United States and

were required to stop this critical work in order to perform the necessary searches for this case.

Despite this fact, as of today, all necessary searches for responsive material have been completed

and the IMO is currently processing the records that were located. As records were located, the

1MO conducted a continual analysis and review of the documents. This process included the

identification of duplicative and non-responsive material, creation of "working" copies of the

documents, document indexes as needed, and an assessment of necessary consultations and/or

referrals with those entities maintaining equity in the documents, and the application of any

FOIA exemptions to the material.

8. As a result of the IMO’s comprehensive review of the documents located pursuant to

its numerous records searches, approximately 185 pages of unclassified material and

approximately 80 pages of classified material was determined to be responsive to plaintiff’s

request,

9. The ODNI is actively processing the responsive records that were located,

Approximately 255 pages of both classified and unclassified records have been forwarded to

other government agencies for consultation and response back to ~l~e ODNI regarding the

applicability of any FOIA exemptions. These agencies have been advised of this litigation and

have assured us that they will process our consultations as soon as practicable.

10. The existence of classified material contributes signit’icantly to the complexities

attendant to processing a FOIA request. Responsive documents that contain classified

information must undergo an additional time-intensive review to ensure that all documents are

appropriately classified in accordance with Executive Order 12958, as amended. Such review

also includes a page-by-page and line-by-line review of the documents to determine which, if
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any, FOIA exemptions may apply. In light of the sensitive nature of classified information,

potentially responsive material must also be reviewed by offices and agencies with equities in the

documents to ensure that no improper disclosures are made.

11. In addition, some of the responsive material is so highly classified that it is in a

classification compartment that is extremely sensitive. Only a small number of ODNI officials

are able to access this material and it must be handled under special security procedures. The

ODNI is actively working through these issues but this also contributes to the complexity of

processing this FOIA request.

12. The agencies to which consultations have been sent have advised ODNI that they

anticipate completing their review in approximately three weeks. The ODNI anticipates being

able to complete the processing or all the responsive records in this case, and provide a final

response to plaintiffs, within three weeks of receiving the other agencies responses to our

consultations. ODNI is also willing to provide the Court with a status report in 30 days to update

the Court on our progress.

13. Plaintiff’s request that ODNI complete processing its FOIA request within l0 days is

simply not practicable because ODNI has identified records, including classified records, that

require consultations with other agencies and multiple layers of review. ODNI is devoting

appropriate resources and effort to processing plaintiff’s FOIA request as soon as practicable.

Imposing a 10-day deadline would increase the chances of an inadvertent disclosure of classified
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national security information as well as information otherwise protected from release under

I certify under penalty of perjury that the foregoing is true and correct to the best of my

knowledgeand belief.

Executed this 18t~’ day of March, 2008.

~n F. Hackett
Director, Information Management Office
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VIA FACSIMILE -- (703) 482-2144

Freedom of Information ActfPrivacy Act Office
Office of the Director of National intelligence
Washington, DC 20511

December 2 I, 2007

RE: Freedom o.f. l,nformation Ae~ Readiest and Request lbr_ Expedited Pr0~;~sing

Dear Sir or Madam:

This letter constitutes an expedited request under the Freedom of lni’ormation Act ("FOIA"), 5
U.S.C. § 552, and is submitted to the Office of the Director of National Intelligence ("ODNI’) on
behalf of the Electronic Frontier Fmmdation (;’EFF"). We make this request as part of EFF’s
FOiA Litigation for Accountable Governmem ("FLAG") Prqiect, which works to obtain
government documents and make them widely available to the p~blic.

On August 5, 2007, President Bush signed into law the Prc~tec’~ America Act, legislation which
amended the Foreign intelligence S~,~rveillance Act ("FISA") ~o expand tl~e government’s power
to intercepl commtmications withoul warrants, as well as shield telecommunications cotnpanies
from future liability for their role in such activity.

Since the passage of this law, ~he Administration has tried to convince Congress to amend FISA
to mak~ it impossible for courts to impose liability on telecommunications companies
participating in a massive and illegal wammtless spying operation conducted by the National
Security Agency. See Signing Statement, President Bush C’ommends Congress on Passage of
Intelligence Legislation, Aug. 6: 2007; James Risen, Bush Signs Law to Widen Reach for
Wiretapping, NY Times, Aug, 6, 2007; Mark Hosenball and Michael lsikoff, Case Dismissed?:
The SecreI Lobbying Campaign Your Phone Company Doesn’t Want You to Know About,
Ne~,,swee#, updated Sept. 26, 2007, available at htt’p://w~zw.newsweek.corn/id!41142; Eric
Lichtblau, Jmnes Risen and Scott Shane, Wider Spying Fuels Aid Plan tbr Telecom Industry, NY
Times, Dec. 16, 2007.

National intelligence Director Mike McConnell has actively campaigaaed t’or telecom immunity.
In one interview, he said:

The issue that we did not address [in the Protect America Act], which has to be
addressed is lt~e liability protection for the private sector now is proscriptive,
meaning going forward. We’ve got a retroactive problem. Whe~ I went through
m~d briefed the various senators and congressmen, the issue was alrighl, look, we
don’t want to work that right now, it’s too hard because we want to find out about
some issues of the past. So whal I recommended to the administration is, "Let’s
take that off the table for now and take it up when Congress reconvenes in
September."

415 43~ ~)333 {v) +4 415 435 9S93 (f) www,~fl.or9
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Freedom of information Act Request and Request for Expedited Processing
December 21. 2007
Page 2

Chris Roberts, TranscriI.~t." Debate on the Foreign Intelligence Surveillance Act, El Paso "rimes,
Aug. 22, 2007.

We are seeking all agency records from September 1, 2007 to the present concerning briefings,
discussions, or other exchanges that Director McConnell or other ODNI officials have had with
1) members of the Senate or House of Represematives and 2) representatives or agents of
telecommtu~ications companies~ concerning amendments to FISA, including any discussion of
immunizing telecommunications companies or l~olding them otherwise cmaccountable for their
role in governmem surveillance activities. This request includes, but is not limited to, all email,
appointment calendars, telephone message slips, or otlxer records indicaling that such briefings,
discussions, or other exchanges took place.

Reques! for Expedited Processing

This request wwrants expedited processing because it pertains to information about which there
is "lain urgency to in£orm the p,Iblic about an actual or alleged Federa! Goverrunent activity,"
and it is "made by a person primarily engaged in disseminating information." 32 C.Ia’.R. §
1700.12(c)(2). The information we request easily satisfies this st~dard.

As an initial matte.r, it is worth noting that ODNI and the Department of Justice recently granted
expedited processing tbr :tom FOIA requests nearly identical 1o this one (see ODNI and Justice
Department letters granting expedited processing attached hereto).

The federal goverpanent activity at issue here-- ODNI efforts to secure ~mmunJtv for teleeoms
engaged in illegal surveillance- raises serious questions about ODNI’s interests in revision of
the FISA. Moreover, the Protect America Act includes a stmset provision requiring Congress to
decide within weeks whether to reauthorize the legislation. This decisionmaking process has
involved, and will continue to involve, congressional debate about whether to expand the law
l~rther, m~d if so, how much. Because Congress will imminently consider modifying FISA again,
there is an t~rgency to inform the public about the lobbying forces pu.~ing for reform of lhe law.
The information we have requested wiI1 help the public and Congress fully participate in the

~ The phrase ;’representatives or agents of telecorrununications companies" is intended to include
lobbyists and lav~3,ers acting on behalf of such companies. According to Nm,,su, eek, these
individuals may" include, but are not limited to, "powerhouse Republican lobbyists Charlie Black
and Wayne Berman (xvho represent AT&T and Yerizon, respectively), former GOP senator and
U.S. ambassador to Germany Dan Coats (a lawyer at King & Spaulding who is representing
Sprint), lbrmer Democra@ Party. strategist and one-time agsistarlt secretary of State rein
Donilon (who represents Verizon), former deputy’ attorney general J~ie Ooreiick (whose law
firm also represents Verizon) and Brad Berenson, a former assistant White House counsel under
President George W..Bash who now represents AT&T?’ Mark Hosenball and Michael lsikoff,
Case Dismissed?, ?@ws~veek, updated Sept. 26, 2007.
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Freedom of Information Act Request and Request for Expedited Processing
December 21. 2007
Page 3

era’rent and ongoing debate over whether the government’s authority to conduct electronic
surveitlance should be farther expanded and facilitated by telecommm~ications companies.

The purpose of this request is to obtain intbrmation directly rebvm~t to ODNI’s communications
with members of Congress and telecommunications carriers aboul updating I?tSA to grant
companies retroactive immunity for illegal conduct. There is an urgency m infom~ the public
about the information we seek. "i’herefore, this request cle~ly meets the standard *br exl~edited
processing set forth in ODN1 regulations.

Further, as i explain below in support of our requesl for "news media" treatment, EFF is
"wimarily engaged in disseminating in~brmation."

Request for News Media Fee Status

EFF as’ks that it not be charged sem-ch or review fees ibr this request because EFF qualiiies as a
"representative of ~he news media" pursuant to the FOIA m~d 32 C.F.R. § 1700.2(h)(4). tn
requesting this classification, we note that the Department of Homeland Security and Department
of State hare recognized that EFF qualities as a "news media" requester based upon the
publication activities set forth below (see DHS stipNation and Staw Departmen~ letter attached
hereto). In addition, the National Security Agency has previously determined that EFF is not
only a "news media requester," but also ’;primarily engaged in disseminating inIbrmmion" for
pttrposes of expedited processing (se~ attached EFF FOIA request and NSA response, in which
EFI: requested expedited processing because it sought information "urgently needed by an
individual primarily engaged in disseminating inibrmation in order to i,~’orm the public
concerning actual or alleged Federal Goverrmlent activity,’" and NSA granted the request). We
further note lhat the U.S. Court of Appeals for the D. ~. Circuit has stressed that "different
agencies Irons, not] adopt inconsistent interpretations of the l:’O[A." .4l-F’ay¢d v. CIA, 254 F.3d
300, 307 (D.C. Cir. 20(~1), quoting Pub. Citize~ Health Research Group v. FDA, 704 F.2d 1280,
1287 (D.C. Cir. 1983).

EFF is a non-profitpublie interest organization that works "to protect amd enhance our core civil
liberties in the digit’-a1 age.’’~ One of EFF’s primary objectives is ;’to educate the press,
policymakers and the general punic about online civil libe,ties.’~ To accomplish this goal, EFF
routinely and systematically disseminates information in several ways.

First, EFF maintains a frequently visited web site, hrtp:/iwww.eff_org, which received
46,682,194 hits in July 2007 -- an average of 62,744 per hoar, The web site reports the latest
developments and contains in-depth information about a xoariety of civil liberties and intellectual
proper~, issues.

"~ Ouidestar Basic Report, Electronic Frontier Foundation, http:ii~,ww.guiddslar.org/
pqShowGsReport.do?npoict=561625 (las, visited Dec. 18, 2007).
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EFF has regularly published an online newsletter, the EFFector, since 1990. The EFFector
~urrently has more than 77,000 subscribers. A complete archive of past EFFectors is available at
h~tp://ws~v.eff.org/effeetor/.

Furthermore, EFF punishes a blog that highlights the lares, news from m’otmd the InterneI.
DeepLinks (http:/fwww.eff.org!deeplinksO reports and analyzes newsworthy developments in
tectmology. It also provides miniLinks, which direct readers to other news articles m~d
commentary on these issues. DeepLinks had 510,633 hits in J~ly 2007.’*

In addition to reporting ki-tech developments, EFF staff members have presented reseach and
in-depth analysis on tedmology iss~tes in no fewer than eighteen white pal~ers pablished since
2002. These papers, available at htlp:/iwww.efi;orgiwp/., provide inibrmation and commentary
on such diverse issues as electronic voting, tree speech, privacy and intellectual properly.

EFF has also published several books to educate the public abont technology and civil liberties
issues. Everybody’s Guide to tt~e fnternet (MIT Press 1994), fkrst published electronically as
Big Dummy’s G~&ie to t!te internet in 1993, was translated into several languages, and is still
sold by Powell’s Books (http:lA~mn~.powells.com). EFF also produced ~roreetmg t’Oz#’setf
Online: The Defini~ve Resource on &,J80~, Freedom & Pri~!a<}’ i~-~ C.3.’bersgace (I-iarperEdge
1998), a "comprehensive (aide to self-protection in the electronic frontier," which can be
purchased via Amazon.corn (http://vnwc.amazon.com). Finally, (;racking DtiS": S¢cregs
E~cryption Research, Wiretap Politi¢.9 & Chip Desig~-~ (O’ Reilly 1998) revealed technical details
on encuption security to the public. The book is available online at http:/icryptome.org/
erac "king-des.him mad for sale at Amazon.com.

Most recently, EFF has begun broadcasting podcasts of interviews with EFF staff and outside
experts. Li,~e Noise is a five-mimate audio broadcast on EFF’s cunent work, pending legislation,
and technology-related issues. A listing of Line ?v’O~se podcasts is available at
feed:i/www.eff.org/rss/linenoisemp3.xml and feed://www.eff.org/rssilinenoiseogg.xml. These
podeasts were downloaded more than 2,600 times from EFF’s in July 2007.

Due to these extensive publication activities, EFF is a "representafi~,e of the news media" ~mder
the FOIA and agency regulations.

Requesl for a Public Interest l%e Waiver

EFF is entitled to a waiver of duplication fees because disclosure of the requested information is
in the public interest within the meaning of 5 U.S.C. § 552(a)(4)(a)(iii) and 32 C.F.R. §
1700.6(b)(2). To determine whether a request meets this standard, ODN1 considers whett~er

These figures include hits from RSS feeds through which subscribers can easily track updates
to DeepLinks and miniLinks.
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is ia the public interest to provide responsive records because the disclosure is likely to
contribute significantly to the punic tmderstanding of the operations o~ acti~’ities of the United
States Government m~d is not primarily in the commercial interest of the requester." ~rd. This
request clearly satisfies ~hese criteria.

First, ODNI’s relationship with telecommunications companies and ODNI’s pt~sh to amend
FISA unquestionably constitutes government operations or activities.

Second, disclosure of the requested information will comribute to an underst~ding of
government operations or activities. EFF has requested information that will shed light on how
and why ODNi is lobbying to immunize telecommunications companies from liabiliU for their
role in conducting illegal surveillance.

Third, the requested material will contribute to public understanding of ODNI’s efforts to modify
FiSA. This im’ormation ~41! contribute no~ only to EFF’s undersxanding of the reasons why and
manner in which ODNI is lobbying [br legal reform, bat to the undersLanding of a reasonably
broad audience of persons interested in the subject. EFF wil! make the in[brmation it obtains
under the FOIA available to the punic and the media through its web site and newsier-tot, which
highlight developments concerning privacy and civil liberties issues, and/~r other channels
discussed more fully above,

Fourth, the disclomtre will contribute significantly to the public’s knowledge m~d understanding
of ODNI’s push to amend FISA to Wotect telecommunicmions companies. Disclosm’e of the
requesled information will help inform the publie about the Justice Depar*ment’s efforts to
reform the law and the interests behind them, as well as contribute to the public debate about
whether FISA should be further modified.

F~.trthermore, a fee waiver is appropriate here becat~se EFF has no commercial interes~ in the
disclosure of the reqt~ested records. EFF is a 501(c)(3) nonprofit organization, and will deris, e no
commercial benefit from the information at issue here.

Under penalty of perjury, i heruby affirm that the foregoing is true and correct to the best of my
knowledge.

Thank you for your consideration of this request. As appJicable ODNI regulations provide, we
will anticipate yo~ determination within ten (10) calendar days. 28 C.F.R. § 16.5(d)(1). Please
be advised thin, given the urgency of this matter, EFF imends to seek immediate judicial relief if
a response to this request for expedition is no~ issued in a timely rnam~er.
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Sincerely,

Marcia Ho~haan!~
Staff Attorney

Enclosures
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OFFICE OF THE DINECTOR OF NATIONAL INTELLIGENCE

DI]R~¢’rOR OF THE INTELLIGENCE STAFF

Mr. John F. Hackett
Chief, Information Mmlagement Office
Office of the Director of Nadonal Intelligence
Washington, DC 2051 !

Ms. Marcia Hofinann
Electronic Frontier Foundation
454 Shotwell Street
San Francisco, CA 94110

Reference: DF-2008-00017

Dear Ms. Hofrnarm:

On 26 December 2007 the Office of the Director oF National Intelligence received
your facsimile dated 21 December 2007, wherein you requested under the Freedom of
Information Act (FOIA):

"... records from September 1, 2007 to the present concerning
exchanges that Director McConnell or other ODNI officials
have had with 1) members of the Senate or House of
Representatives and 2) representatives of telecommunications
companies concerning amendments to FISA..."

We accept your request and have assigned it the reference number above. Please
use this number when co~responding with us so that we can identify it easily. In addition,
your request for expedited processing is granted and your request will be processed as soon
as practicable.

ff you have any questions you may contact the FO!A Requester Service Center at
571-204-4774,

Sincerely,

7
F. Haekett

Director, Information Management Office
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 The IDW  is “a database of 659 million records, including terrorist watch lists, intelligence cable
1

and financial transactions, that is culled from more than 50 government agency sources in addition to the

FBI.”  Memorandum of Points and Authorities in Opposition to Plaintiff’s Motion for a Preliminary Injunction

and Supplement to Motion for Open America Stay, (“Def.’s Mem.”) Exhibit (“Ex.”) 1 (Second Declaration of

David M. Hardy) (“Hardy Decl.”) ¶ 3.

UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC FRONTIER, :
FOUNDATION, :

:  Civil Action No. 06-1773
Plaintiff, :

:
v. :

:
DEPARTMENT OF JUSTICE :

:
Defendant. :

________________________________:

ORDER DENYING MOTION FOR PRELIMINARY INJUNCTION

The plaintiff, Electronic Frontier Foundation (“EFF”), brings this action pursuant

to the Freedom of Information Act (“FOIA”), 5 U.S.C § 552 (2006), against the

Department of Justice (“DOJ”) seeking injunctive and other appropriate relief for the

processing and release of agency records from the Federal Bureau of Investigation

(“FBI”), which are contained within the FBI’s Investigative Data Warehouse (“IDW”).  1

Complaint (“Compl.”) at 1.  Currently before the Court is the Plaintiff’s Motion for a

Preliminary Injunction (“Pl.’s Mot.”) [D.E. #10] which requests that this Court issue an

Order requiring the defendant to expedite the processing of the plaintiff’s FOIA request. 

Pl.’s Mot. at 1.  More specifically, the plaintiff requests that the defendant “begin

disclosing non-exempt, responsive records within 20 days” from the date of the Court’s

order and for the FBI “to continue disclosing such material on a monthly basis

thereafter.”  Id.  The defendant filed its opposition to the motion on September 4, 2007,
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Under Section 552(a)(6)(C)(I) of the FOIA, the government may obtain a stay of the proceedings
2

“[i]f the Government can show [that] exceptional circumstances exist and that the agency is exercising due

diligence in responding to the request.”  In Open America, the District of Columbia Circuit addressed

Section 552(a)(6)(C)(I) and found that an agency is entitled to “additional time” to respond to a FOIA

request under the statute’s “exceptional circumstances” provision when the agency

2

arguing that the plaintiff’s request should be denied because, inter alia, “the EFF has

not adequately shown a likelihood of success on the merits or that a grant of preliminary

relief is necessary to prevent irreparable harm. Def.’s Mem. at 2.  Because the plaintiff

has not shown a likelihood of success on the merits or that it will be irreparably harmed

if injunctive relief is not granted, the Court will deny its request for a preliminary

injunction.

I. Background

On August 25 and September 1, 2006, the plaintiff requested pursuant to the

FOIA, agency records from the FBI contained in the IDW.  Compl. ¶¶ 11, 13.  Having

received no response from the defendant, the plaintiff initiated this action on October

17, 2006.  Thereafter, the parties agreed on a briefing schedule for the filing of

dispositive motions and responses thereto and submitted a status report and proposed

schedule to the Court.  In that motion, the defendant indicated that it would be filing a

motion to stay these proceedings pursuant to Open America v. Watergate Special

Prosecution, 547 F.2d 605 (D.C. Cir. 1976).  See February 23, 2007 Status Report and

Proposed Schedule.  In accordance with the parties’ agreement, the Court issued a

Scheduling Order on March 27, 2007.  Then, on April 2, 2007, the FBI its Motion for

Open America Stay, requested a stay of the proceedings pursuant to 5 U.S.C. §

552(a)(6)(C) (2006) and the Circuit Court’s decision in Open America, which the plaintiff

opposes.   Two days after the defendant filed its motion for the stay, the plaintiff2
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is deluged with a volume of requests for information vastly in excess of that anticipated by

Congress, when the existing resources are inadequate to deal with the volume of such

requests within the time limits of subsection (6)(A), and when the agency can show that it

“is exercising due diligence” in processing the requests.

547 F.2d at 616 (quoting 5 U.S.C. § 552(a)(6)(C)).

28 C.F.R. § 16.5(d)(1)(iv) provides that a FOIA request “will be taken out of order and given
3

expedited treatment” if the Office of Public Affairs determines that it involves “[a] matter of widespread and

exceptional media interest in which there exist possible questions about the government’s integrity which

affect the public confidence.” 

See supra note 3,.
4

3

submitted a formal request pursuant to 28 C.F.R. § 16.5(d)(1)(iv) (2006),  to the DOJ to3

expedite the processing of its pending FOIA request.  Memorandum in Support of

Plaintiff’s Motion for a Preliminary Injunction.  (“Pl.’s Mem.”) at 2.  Initially, the DOJ, in

support of its motion for the stay asserted that the plaintiff was not entitled to expedited

processing with respect to the information contained in the IDW.  Id.  However, on

August 3, 2007, the DOJ reversed its position with respect to the request for expedited

processing of the plaintiff’s FOIA requests and concluded that it satisfied the criteria for

expedited processing because the IDW “is a matter of widespread and exceptional

media interest in which there exists possible questions about the government’s integrity

which affects public confidence.”  Id.  Based on the DOJ’s agreement to provide4

expedited processing of the plaintiff’s FOIA request, the plaintiff’s motion for injunctive

relief accuses the agency of failing to “comply with not only the FOIA’s provisions for

expedited processing, but also the statute’s mandated time frame of 20 working days

for responding to a standard, non-expedited request.”  Id. at 3.  On the other hand, the

defendant opposes the motion stating that “the recent decision by the [DOJ] to grant

expedited treatment does not entitle EFF to an order setting a schedule for production
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4

of documents.”  Def.’s Mem. at 1.  Moreover, the DOJ contends that “[a] preliminary

injunction is not the appropriate mechanism for EFF to effectively cut off the Court’s

consideration of the defendant’s motion for an Open America stay . . . or to otherwise

sidestep the ordinary FOIA litigation process.”  Id. at 2.  

II. Standard of Review

In determining whether to grant preliminary injunctive relief, “the moving party

must show (1) a substantial likelihood of success on the merits, (2) that it would suffer

irreparable injury if the injunction were not granted, (3) that an injunction would not

substantially injure other interested parties, and (4) that the public interest would be

furthered by the injunction.”  Chaplaincy of Full Gospel Churches v. England, 454 F.3d

290, 297 (D.C. Cir. 2006) (citations omitted); see also Al-Fayed v. CIA, 254 F.3d 300,

303 (D.C. Cir. 2001) (citation omitted); Mova Pharm Corp. v. Shalala, 140 F.3d 1060,

1066 (D.C. Cir. 1998) (citation omitted); Washington Metro. Area Transit Comm’n v.

Holiday Tours, Inc., 559 F.2d 841, 843 (D.C. Cir. 1977) (citation omitted). “[T]he

strengths of the requesting party’s arguments” with respect to each of these factors

must be balanced and “[i]f the arguments for one factor are particularly strong, an

injunction may issue even if the arguments in other areas are rather weak.”  CityFed

Fin. Corp. v. Office of Thrift Supervision, 58 F.3d 738, 747 (D.C. Cir. 1995). However, a

party seeking injunctive relief must “demonstrate at least ‘some injury’ . . . since ‘[t]he

basis for injunctive relief in the federal courts has always been irreparable harm.’”  Id.

(citations omitted). 

III. Analysis

A. Likelihood of Success on the Merits
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5

The plaintiff correctly asserts that an “agency is generally required to ‘determine 

within 20 days (excepting Saturdays, Sundays, and legal public holidays) after the

receipt of any such request whether to comply with such request and shall immediately

notify the person making such request of such determination and the reasons therefor, .

. . .”  Pl.’s Mem. at 5 (quoting 5 U.S.C. § 552(a)(6)(A)(i)) (other citation omitted).  And,

“[i]f an agency grants expedited treatment, it is obligated to process the request ‘as

soon as practicable.’” Id. (quoting 5 U.S.C. § 552(a)(6)(E)(iii); 28 C.F.R. § 16.5(d)(4)). 

“[A]n agency that violates the twenty-day deadline applicable to standard FOIA requests

presumptively also fails to process an expedited request as soon as practicable.” Elec.

Privacy Info. Ctr. v. Dep’t of Justice, 416 F. Supp. 2d 30, 39 (D.D.C. 2006). 

Accordingly, “a prima facie showing of agency delay exists when an agency fails to

process an expedited FOIA request within the time limit applicable to standard FOIA

requests.”  Id.  However, “[t]he presumption of agency delay raised by failing to respond

to an expedited request within twenty days is certainly rebuttable if the agency presents

credible evidence that disclosure within such time period is truly not practicable.”  Id.  

Here, the agency has effectively rebutted the presumption of delay by providing

a detailed explanation as to why the time period prescribed by the FOIA could not be

met.  Specifically, the FBI explains that it has “initially identified 72,000 pages of records

potentially responsive to EFF’s FOIA requests . . . [and that it has] been reviewing those

records to isolate the documents that are in fact responsive” to EFF’s requests and

eliminating those documents that are not responsive.”  Def.’s Mem. at 8 (citing Ex. 1
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David M. Hardy is the Section Chief of the Record/Information Dissemination Section, Records
5

Management Division, at the FBI.  Def.’s Mem., Ex. 1, Hardy Decl. ¶ 1.  In this capacity Mr. Hardy

supervises employees “whose collective mission is to effectively plan, develop, direct, and manage

responses to request for access to FBI records and information pursuant to the FOIA” and several

executive branch mandates.  Id. ¶ 2.

6

Hardy Decl.¶¶ 5-7 ).   Of the 72,000 documents, the FBI “has reviewed approximately5

21,000 pages of documents; of those, it has identified 750 pages as responsive and

eliminated the remainder as nonresponsive.”  Id.  The FBI expects that “within the next

three months, it will have finished its review of the remaining 51,000 documents thereby

completing the initial step of identifying the documents that fall within the scope of

EFF’s request.”  Id. (citing Ex. 1, Hardy Decl. ¶ 14.).  

The FBI further explains, however, that even after identifying the initial

documents that fall within the scope of EFF’s request, a second intensive process

begins.  First, the “documents must be scanned into an electronic format and then

loaded into the FBI’s paperless FOIPA Document Processing System.”  Id. at 9 (citing

Ex. 1, Hardy Decl. ¶ 16.)  The documents must then “be reviewed by he

Record/Information Dissemination Section Classification Unit.”  Id.  This review consists

of a “page by page and line by line determination of whether the documents contain

classified information[,] whether information should be declassified and properly marked

and stamped as classified information.”  Id. (citing Ex. 1, Hardy Decl. ¶ 17).  This

process consists of the “redaction of any exempt material, notation of applicable

exemptions, and preparation of information sheets indicating the deletion of entire

pages.”  Id.  Additionally, this review may involve consultation “with other government

agencies about the releasability of the other agencies’ information contained in the FBI

records or refer[ring] non-FBI documents to the originating agencies for processing and
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direct response to EFF.”  Id.  The final step in this process involves the review of the

documents proposed for release “by the appropriate FBI Division and offices which

have interests in the release or denial of the information contained in the documents.” 

Id. (citing Ex. 1, Hardy Decl. ¶ 18).  The FBI estimated that this process would be

completed as to 200 of the 750 documents already identified to date by September 28,

2007.  Id. (citing Ex. 1, Hardy Decl. ¶¶15 & n. 4).  “The portion of those documents that

are not exempt from disclosure will then be released to EFF” immediately.  Def.’s Mem.

at 9.  “At the same time, the FBI will process the remaining 550 pages of documents so

far identified as responsive.”  Id. (citing Ex. 1, Hardy Decl. ¶ 19).  The FBI represents

that it “will also continue with the review and processing of the remaining 51,000 pages

that have not yet been identified as either responsive or nonresponsive,” id. at 9-10

(citing Ex. 1, Hardy Decl. ¶ 19), and “anticipates that the initial step of isolating

responsive documents will be complete within the next three months, after which the

FBI can better estimate the time it will take to review and process the documents that

are identified as responsive.”  Id. at 10 (citing Ex. 1, Hardy Decl. ¶ 14.).  

In light of the defendant’s explanation of its treatment of the plaintiff’s FOIA

requests, the supporting declaration of David M. Hardy, and the absence of any proof of

bad faith or dilatory tactics on the part of the FBI, the Court concludes that the

defendant has rebutted the presumption arising from delay that otherwise would apply. 

Indeed, “[t]he presumption of agency delay raised by failing to respond to an expedited

request within twenty days is certainly rebuttable if the agency presents credible

evidence that disclosure within such time period is truly not practicable.”  Elec. Privacy

Info. Ctr., 416 F. Supp. 2d at 39.  As indicated above, the defendant has demonstrated
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that it is processing the plaintiff’s FOIA request as soon as practicable.  In addition, the

defendant has indicated its willingness to continually advise the Court and the EFF at

120-day intervals of the progress it is making in responding to EFF’s requests. 

Moreover, the defendant has already placed the plaintiff’s FOIA request ahead of other

requests, and has demonstrated that it is working diligently to provide the documents to

the plaintiff it is entitled to receive as soon as it can complete the review process

described above.  On this record, the Court concludes the plaintiff has failed to show

there is a substantial likelihood that it will prevail on the merits. 

B. Irreparable Harm

The District of Columbia Circuit “has set a high standard for irreparable injury.”

Chaplaincy of Full Gospel Churches, 454 F.3d at 297 (citing Wisc. Gas Co. v. FERC,

758 F.2d 669, 674 (D.C. Cir.1985)).  First, the injury “must be both certain and great; it

must be actual and not theoretical.”  Id.  “The moving party must show that ‘[t]he injury

complained of is of such imminence that there is a ‘clear and present’ need for

equitable relief to prevent irreparable harm.’” Id. (citations, brackets, and internal

quotation marks omitted).  Thus, “[i]njunctive relief will not be granted against

something merely feared as liable to occur at some indefinite time . . . .”  Wisc. Gas

Co., 758 F.2d at 674 (quoting.Connecticut v. Massachusetts, 282 U.S. 660, 674

(1931)).

In the present case, the plaintiff claims that “[u]nder the statutory scheme

Congress established in the FOIA, it is clear that timing is critical and that any further
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Pursuant to 5 U.S.C. § 552(a)(6)(A):
6

Each agency, upon any request for records made under paragraph (1), (2), or (3) of this

subsection, shall--

  (i) determine within 20 days (excepting Saturdays, Sundays, and legal public holidays)

after the receipt of any such request whether to comply with such request and shall

immediately notify the person making such request of such determination and the

reasons therefor, and of the right of such person to appeal to the head of the agency any

adverse determination . . . .

9

delay in the processing of [the] plaintiff’s request will cause irreparable injury.”   Pl.’s6

Mem. at 8.  Additionally, the plaintiff claims that “any further delay in the processing of

[the] plaintiff’s FOIA request will irreparably harm [the] plaintiff’s ability, and that of the

public, to obtain in a timely fashion information vital to the current and ongoing debate

surrounding the FBI’s collection and use of large amounts of personal information.”  Id. 

In response, the defendant argues that “EFF’s claim that ‘time is of the essence’

is nothing more than speculation and rhetoric.”  Def.’s Mem. at 19.  The defendant

notes that “EFF has not shown that the documents it has requested contain crucial

information that will be valuable to EFF.”   Id.  The defendant opines that “[p]resumably,

the very reason EFF has requested the documents is because EFF does not know what

the documents contain,” and that “[e]ven assuming the documents contain valuable

information, portions of those documents could well be withheld from disclosure

pursuant to FOIA exemptions.”  Id. (citing The Nation Magazine v. Dep’t of State, 805 F.

Supp 68, 74 (D.D.C. 1992) (finding that the plaintiffs failed to show irreparable harm

because “[e]ven if [the] Court were to direct the speed up of the processing of their

requests, [the plaintiffs had] not shown at this time that they are entitled to release of

the documents they [sought]”)).  Moreover, the defendant posits that “even if some of
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the requested documents turn out to be both valuable to EFF and subject to disclosure

under [the] FOIA, EFF has not shown that delays in the processing of the FOIA

requests will significantly diminish the value of the information.”  Id. at 20.    

The Court agrees that EFF has failed to articulate a tangible injury that is either

“certain and great” or irreparable. Chaplaincy of Full Gospel Churches, 454 F.3d at 297

(citing FERC, 758 F.2d at 674).  As an initial matter, the Court agrees with the

defendant’s position that EFF miscontrues “the purpose and implications of [the] FOIA’s

expedited processing provisions.”  Def.’s Mem. at 2.   The defendant explains that “[a]

determination that a request warrants expedited processing means only that the

request should be processed ahead of other requests that have not been granted

expedited treatment.”  Id.; see 5 U.S.C. § 552(a)(6)(E)(i)(II); 16 C.F.R. § 16.5(d)(1)(iv). 

Thus, the defendant represents that “a finding that a request warrants expedited

treatment does not mean that the request can or should be processed within a specified

time frame or on a schedule dictated by the individual or organization who made the

FOIA request.”  Id.  Rather, the defendant contends that the “FOIA provides that

expedited requests should be processed ‘as soon as practicable’ with due regard for

the agency’s processing capacity and current workload and the need to ensure that

requests are processed properly.”  Def.’s Mem. at 2; see 5 U.S.C. § 552(a)(6)(E)(iii). 

Thus, according to the defendant, the plaintiff’s claim of irreparable injury due to the

defendant’s purported failure to comply with “statutory guidelines,” Pl.’s Mem. at 8, is

simply inaccurate.  The Court must side with the defendant.  

A preliminary injunction is “an extraordinary remedy that should be granted only

when the party seeking the relief, by a clear showing, carries the burden of persuasion” 
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Chaplaincy of Full Gospel Churches, 454 F.3d at 297.  And, because the EFF is not

aware of the precise information the documents contain, it cannot show, with certainty,

that the requested documents contain crucial information that will be valuable to EFF. 

Moreover, the plaintiff has not shown that the time needed in the process employed by

the FBI in responding to the plaintiff’s FOIA requests, will significantly diminish the value

of the information even if some of the requested documents turn out to be both valuable

to EFF and subject to disclosure under the FOIA.  At this point, the Court would have to

engage in rank speculation to conclude that the information possessed by the FBI is of

value to the EFF and to assess the extent to which the plaintiff may be harmed due to

the FBI’s unavoidable delay in processing the plaintiff’s requests.  Therefore, this Court

must conclude that it cannot be said that  “[t]he injury complained of is of such

imminence that there is a ‘clear and present’ need for equitable relief to prevent

irreparable harm.”  Id.  Accordingly, the plaintiff having failed to demonstrate not only

that it will suffer irreparable injury but also that there is a substantial likelihood that the

defendant will prevail on the merits, has not carried its burden of demonstrating that it is

entitled to injunctive relief.  Accordingly, it is hereby 

ORDERED that the plaintiff’s request for preliminary injunction is denied.  It is

further

ORDERED that the defendant will advise the Court and the EFF at 120-day

intervals of the progress it is making in responding to EFF’s FOIA requests. 

SO ORDERED on this 27th day of September, 2007.

REGGIE B. WALTON
United States District Judge
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