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U.S. FOREIGN INTELLIGENCE
UNITED STATES SURVEILLANCE COURT
FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

:  Docket Number: PR/TT-

OPINION AND ORDER
This matter comes before the Court on an application of the
Government for authority for the Naticnal Security Agency (NSA)
to collect information regarding e-mail and cextain othexr forms
of Internet communications under the pen register and trap and
trace provisions of the Foreign Intelligence Surveillance Act of
1978 (FISA or the Act), Title 50, United States Code (U.S5.C.)},

§§ 1801-1811, 1841-1846. This application seeks authority for a

—POP—SECRET /A HCS/FCOMENT/ANOFORN—
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—TOR BECRET/HHGS L/ GOMEIFE// NOFORN—

this Opinion and Order will comply with the First and Fourth
Amendments.

In making these findings, the Court relies on factual
representations made in the application, which was submitted by
the Attorney General as applicant and verified by the Director of
the NSA (DIRNSA}; in the separate declaration of the DIRNSA

{(Attachment A to the application); and in the declaration of the

application). The Court has given careful consideration to the
arguments presented in the Government'’s memcrandum of law and
fact (Attachment C to the application).

By letter dated_ the Court directed the
Government to respond to two questions necessary to its ruling on
this application. The Court relies on the Government's responses
to these questions, which were provided in a letter submitted on

The Ccourt also relies on information and arquments presented

in a briefing to the Court on _which addressed the
current and near-term threats posed by _

¥ One of these guestions concerned First Amendment issues
presented by the application. The other concerned the length of
time that the Government expected the collected information to
retain operational significance. These guestions and the
Government 's responses are discussed more fully below.

—TOR SECRET//HCS L /COMINT A/ NORORN—
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—TOR SECRET//HCS//COMINT//NOFORN

- investigations conducted by the Federal Bureau of

Investigation (FBI} to counter those threats, the proposed
collection activities of the NSA (now described in the instant

application), the expected analytical value of information so

collected in efforts to identify and track operatives -
_ and the legal bases for conducting these

collection activities under FISA's pen register/trap and trace
provisions.*

The principal statutory issues in this matter are whether
the proposed collection constitutes the installation and use of
“pen registers” and/or “trap and trace devices” and, if so,
whether the certification pursuant to 50 U.5.C. § 1B42({c) (2) is
adequate. These issues are addressed below.

I. THE PRCPOSED CCLLECTION IS A FORM OF PEN REGISTER AND

TRAP AND TRACE SURVEILLANCE,

For purposes of 50 U.S.C. §§ 1B41-1846, FISA adopts the

definitions of “pen register” and “trap and trace device” set out

* This briefing was attended by (among others) the Attorney
General; the DIRNSA; the Director of the FBI; the
Counsel to the Przsident; the Assistant Attorney General for the
Office of Legal Counsel; the Directeor of the Terrorist Threat
Integration Center (TTIC); and the Counsel for Intelligence
Policy.

—POP—SRCRET/ RO/ COMINT A/ NOFORN——
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in 18 U.5.C. § 3127. ee 50 U.S.C. § 1841(2). Section 3127

gives the following definitions:

(3) the term “pen register” means a device or process
which records or decodes dialing, routing, addressing,
or signaling information transmitted by an instrument
or facility from which a wire or electronic
communication is transmitted, provided, however, that
such information shall not include the contents of any
communication, but such term does not include any
device or process used by a provider or customer of a
wire or electronic communication service for billing,
or recording as an incident to billing, for
communications services by such provider or any device
or process used by a provider or customer of a wire
communication service for cost accounting or other like
purposes in the ordinary course of business;

(4} the term “trap and trace device” means a device or
process which captures the incoming electronic or other
impulses which identify the originating number or other
dialing, routing, addressing, and signaling information
reasonably likely to identify the source of a wire or
electronic communication, provided, however, that such
information shall not include the contents of any

communication.
These definitions employ three other terms - *“electronic
communication,” “wire communication,” and “contents” - that are

themselwvi:r. govern=f by statutory definitions “set forth for such
terms in section 25107 of title 18. 18 U.S.C. § 3127(1).
Section 2510 defines these terms as follows:

{1) “Electronic communication” is defined at 18 U.S.C.
§ 2510(12) as “any transfer of signs, signals, writing, images,

sounds, data, or intelligence of any nature transmitted in whole

—EOm sumontem Lirton oo L T e Pa T —
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definitions to the devices described in the application presents
two primary questione: (1) Does the information to be obtained
constitute “dialing, routing, addressing, or signaling
information” that does not include the “contents” of any
communication? {2) Does the means by which such information
would be obtained come within the definition of "pen register” or
“trap and trace device?” 1In addressing these questions, the
Court is mindful that *“when the statute’'s language is plain, the
sole function of the courts - at least where the disposition
required by the text is not absurd - is to enforce it according

to its terms.” Lamie v. United States Trustee, 124 S. Ct. 1023,

1030 (2004) ({internal quotations and citations omitted).

A. The Information to Be Obtained Is “Dialing, Routing,
bddressing, or Signaling Information” and Not
“Contents.”

The Government uses the umbrella term “*meta data” to

Aroigrate the categories of information it proposes to collect.
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|
A

Also, the address from which

an e-mail was sent end [
I - ot part of the e-mail’s “contents.”

8

This is the first application presented to this Court for

authority to under pen register/trap and trace
authority. The Court understands that FBI devices implementing
prior pen register/trap and trace surveillance authorized by this
Court have not obtained See Memorandum o<of Law
and Fact at 23-24 n.l1l4. The fact that prior applications did not
seek authority for this specific form of collection sheds no
light on the merits of the instant application.

—TOP—SECRET/A/HOS/ACOMINTL/NOEORN
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]

_ but this isoclated fact does not provide “information
concerning the substance, purport, or meaning” of the e-mail. 18
U.s.C. § 2510(8}.°

The DIRNSA Declaration mentions other types of information
that are not described in the application as forms of meta data
to be collected.' The Court understands such references to
pertain to information or inferences that could be gleaned from
accumulating meta data in Categories . - . above and/or
analyzing meta data, perhaps in conjunction with information from
other sources. This Opinion and Order authorizes omly the
collection of information in Categories - - - -

? The finding that the
constitute “ccatent” is ale-~
data

I - o2 o not
supporte y the aszgsurarnce thit meta

*does not include information from either the “subiect’ or

DIRNSA Declaration at 3 n.l.

¥  These references in the DIRNSA Declaration include

11
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B. The Methods By Which NSA Proposes to Obtain This
Information Involve the Use of “Pen Reg_ .sters” and

“Trap and Trace Deviceg.”

NSA proposes to obtain meta data in the above-described

categories [ N I I
3
B B D
-
B I B S

12
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Because the application of the definitions of “pen register”

and “trap and trace device” to this means of collection involves

a similar analysis for meta data in Categories [jj | Iz TN

groups of information are discussed separately below.

1. The Methods of Collectin ategories
Fall Within the Plain Meaning of the
Definitions.

tatuto

The above-described means of collecting information in
categories ] |} I satisfies each of the elements of the
applicable statutory definition of a “pen register.” It consiste
of “a device or process which records or decodes” non-content
routing or addressing information “transmitted by an instrument

or facility from which a wire or electronic communication is

11

“Transmit” means *1. To convey or dispatch from one
person, thing, or place to another. . . . 4. Electron. To send
{a signal}, as by wire or radio.” Webster‘s II New College
PDirtiopary 1171 (2001} .

—FOP—EBERET A HCE/LCOMINTALNOFORN

13
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Finally, the proposed collection does not involve “any device or
process uged . , . for billing, or recording as an incident to
billing, for communications services . . . or . . . for cost
accounting or other like purposes,” which is excluded from the
definition of “pen register” under section 3127(3).

Accordingly, based on “the language employed by Congress and
the assumption that the ordinary meaning of that language
accurately expresses the legislative purpose,” Engine Mfrs. Bss’n

v. South Coast Air Quality Mgmt. Digt., 124 S. Ct. 1756, 1761

(2004) (internal guotations and citation omitted), the Court

concludes that the means by which the NSA proposes to collect

¥ FOY taws £ veference, this Opinion and Order generally

speaks of “electronic communications.” The communication
involved will usually bhe an “electronic communication” under the
above-quoted definition at 18 U.S.C. § 2510(12). In the event
that the communication consists of an “aural transfer,” ji.e., “a
transfer containing the human voice at any point between and
including the point of origin and the point of reception,” id.

§ 2510(18), then it could fall instead under the above-quoted
definition of “wire communication” at § 2510(1). In either case,
the communication would be “a wire or electronic communication,”
as required to fall within the definitions at §§ 3127(3) and
3127(4) .

—TOP—SECRET/FHOS//COMINT//HOFORN—

14
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meta data in Categories || ] B avove falls under the
definition of “pen register* at section 3127(3}.

The application also seeks authority to collect at least
some of the same meta data by the same means under the rubric of
a “trap and trace device” as defined at section 3127 (4}.
Although it appears to the Court that all of the ceollection
authorized herein comes within the definition of “pen register,”

the Court additionally finds that such collection, as it pertains

to meta data in Categories [ NN I N DN

(for example, information from the “from” line of
an e-mail), also satisfies the definition of “trap and trace
device” under section 3127(4).

Under section 3127(4), a “trap and trace device” is “a
device or process which captures the incoming electronic or other
impulses which identify the originating number or other [non-
content] dialing, routing, addressing, and signaling information
reasonably likely to identify the source of a wire or electronic

communication.” As discussed above, the proposed collection

would use a device or process to obtain non-content meta data .
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Thus, based on the plain meaning of

12 woapture” is defined as, inter alia, * . . . 3. To
succeed in preserving in a permanent form.” HWebster’'s II New

College Dictionary 166 (2001)

Such a result cou e argued to violate the “cardinal principle
of statutory construction that we must give effect, if possible,
to every clause and word of a statute.” Williams v. Taylor, 529
U.S. 362, 404 {(2000) {internal qguotations and citation omitted).

1ls
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the applicable definitions, the proposed collection involves a

form of both pen register and trap and trace surveillance.
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The Court

accordingly finds that the plain meaning of sections 3127(3) and
3127(4) encompasses the proposed collection of meta data.

Alternatively, the Court finds that any ambiguity on this
point should be resolved in favor of including this proposed
collection within these definitions, since such an interpretation
would promote the purpose of Congress in enacting and amending
FISA regarding the acquisition of non-content addressing

information. Congress amended FISA in 1998, and again in 2001,

“TOP—SECREY/FRCS S COMENT /A NORORN-——
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TTOP SECRET/FHES//COMINT// NOEORN——

from the wording of § 1B42(d) (2} (A) (ii) would make the
applicability of the statute depend on the commercial or
sdministrative practices of particular‘communications service
providers - a result that here would serve no épparent purpose of

Congress. Cf. Smith v. Maryland, 442 U.S. 735, 745 (1979)

(finding that the “fortuity of whether or not the phone company
elects to make [for its own commercial purposes] a quasi-

permanent record of a particular number dialed” is irrelevant to

whether the Fourth Amendment applies to use of a pen register).'t

** Similarly, for purposes of the subchapter on pen
register/trap and trace surveillance, FISA defines an “aggrieved
person,” in relevant part, as any person “whose communication
instrument or device was subject to the use of a pen register or
trap and trace device . . . to capture ircoming electronic or
other communications impulses.” 50 U.S.C. § 1841{3)(B). The
term “whose” suggests a relationship between some _person and “a
communlcatlon instrument or device” that was

Indeed, the use of
different language implies that these phrases can refer to
different objects, so that the definition of “aggrieved person”
sheds nco light on whether a “facility” under § 1B4a2({(d) (2) (&) (ii}-
(i1i) 1is necessarily associated with an individual user.

—TOR SECRET/ROSACOMINT//NOFORN—
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The

Court is satisfied that this Opinion and Order complies with the
specification requirements of § 1842(d) {2) (A).

The Court recognizes that, by concluding that these
definitions do not restrict the use of pen registers and trap and
trace devices to communication facilities associated with
individual users, it is finding that these definitions encompass
an exceptionally broad form of cecllection. Perhaps the copposite
result would have been appropriate under prior statutory

language.!” However, our “starting point” must be “the existing

7 Prior to amendments in 2001 by the USA PATRICT Act,
Public Law 107-56, Title II, § 216(c), 18 U.S.C. § 3127(3)
defined “pen register” as “a device which records or decodes
electronic or other impulses which identify the numbers dialed or
otherwise transmitted on the telephone line to which such device
is attached,” and § 3127(4) defined “trap and trace device” as a
*device which captures the inceming electronic or other impulses
which identify the originating number of an instrument or device
from which a wire or electronic communication was transmitted.”
18 U.S.C.A. § 3127(3), ({(4) {2000). Despite this textual focus
on telephone communications, especially in § 3127(3}, many
{though not all} courts expanaiively construed both definitions to
apr~ly as well to e-mail communications. Memorandum of Law and
Sl oLk L =20 R ILULE; O E. r,

Vbbbl bk LALLM 5 2 )

~TOPSECRET/EES//COMINTLANOFORN —
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statutory text,” not “predecessor statutes,” Lamie, 124 S. Ct. at
1030, and analysis of that text shows that collecting information
in Categofies - - - above by the means described in the
application involves use of “pen registers” and “trap and trace
devices.”*'®

0f course, merely finding that the proposed collecticon falls
within these definitions does not mean that the requirements for

an order authorizing such ceollection have been met. We turn now

to those reguirements.

*7(...continued)
After the USA PATRIQT Act: The Big Brother That Isn’'t, 97 Nw. U.
L. Rev. 607, 633-36 (2003). Extending these prior definitions to

bulk collection regarding e-mail communications would have
required further departure from the pre-USA PATRIOT Act statutory
language.

'*  The legislative history of the USAR PATRIOT Act indicates
that Congress sought to make the definitions of “pen register”
and “trap and trace device” “technology neutral” by confirming
that they apply to Internet communications. See footnote 45
below. It does not suggest that Congress specifically gave
thought to whether the new definitions would encompass collection
in bulk from communications facilities that are not associated
with individual users. The silence of the legislative history on
this point provides no basis for departing from the plain meaning

of the current definitions. See Sedima, S.P.R.L. v. Imrex Co.,
473 U.S. 479, 495 n.13 (1985).

—TTTUP SECRET/HES/AACOMINTL/NOEFORN
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II. THE STATUTORY REQUIREMENTS FOR ISSUING AN ORDER
AUTHORIZING THE PROPOSED PEN REGISTER AND TRAP AND
TRACE SURVEILLANCE HAVE BEEN MET.

Under FISA's pen register/trap and trace provisions:

Notwithstanding any other provision of law, the
Attorney General . . . may make an application for an
order . . . authorizing or approving the installation
and use of a pen register or trap and trace device for
any investigation to obtain foreign intelligence
information not concerning a United States person or to
protect against international terrorism . . ., provided
that such investigation of a United States person is
not conducted solely upon the basis of activities
protected by the first amendment to the Constitution
which is being conducted by the [FBI] under such
guidelines as the Attorney General approves pursuant to
Executive Order No. 12333, or a successor order.

50 U.8.C. § 1842(a){1l). This authority %“is in addition to the
authority . . . to conduct . . . electronic surveillance” under
§§ 1801-1811, Id. § 1842(a) (2).

Such applications shall include, inter alisz,

a certification by the applicant that the information
likely to be obtained is foreign intelligence
information not concerning a United States person or is
relevant to an ongoing investigation to protect against
international terrorism . . ., provided that such
investigation of a United States person is not
conducted solely on the basis of activities protected
by the first amendment to the Constitution.

Id. § 1B42{c}(2). *“Upon an application made pursuant to this
section, the judge shall enter an ex parte order as requested, or

as modified, approving the installation and use of a pen register

25
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this case the Court need not, and does not, decide whether it
would be obliged to accept the applicant’s certification without
any explanation of its basis. Arguing in the alternative, the
Government has provided a detailed explanation of 1) the threat

bulk collection described in the application is believed

necessary as a means for NSA

3) how that information will contribute to FBRI

and 4) what safeguards will be observed to ensure that the

information collected will not be used for unrelated purposes or

(. ..continued)
Memorandum of Law and Fact at 30 (quoting S. Rep. No. 105-185, at
27 (1998). However, authorizing the Court to issue an order when
a certification is made, and reguiring it to do so without
resolving doubts about the correctness of the certification, are
guite different.

The Government also cites United States v. Hallmark, 3211
F.2d 399 (10" Cir. 1990), in arguing that the Court should not

review the basis of the certification. However, the Hallmark
court reserved the analogous issue under Title 18 -~ “the precise
nature of the court’s review under 18 U.S.C. § 3123%" of the
relevancy certification in an application for a law enforcement
pen register or trap and trace device - and expressed “no opinion
as to whether the court may, for instance, inquire into the
government’s factual basis for believing the pen register or trap
and trace information to be relevant to a criminal
investigation.” Id. at 402 n.3.

—TOP -SBORET/HES/fCOMENT/NOPORN—
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ctherwise misused. The Government also provides legal arguments
that, under these specific circumstances, the proposed collection
satisfies the relevancy regquirement of § 1842(c) (2), despite its
resulting in the collection of meta data from an enormous volume
of communications, the large majority of which will be unrelated
to international terrorism. In view of this record, the Court
will assume for purposes of this case that it may and should
consider the basis of the certification under § 1842({c) (2).
Nonetheless, the Court is mindful that FISA does not require
any finding of probable cause in order for pen register and trap
and trace surveillance to be authorized. 1In this regard, the
statutory provisions that govern this case contrast sharply with
those that apply to other forms of electronic surveillance and
physical search.?® Before Congress amended FISA in 1998 to add
§§ 1841-1846, this Court could authorize pen register and trap
and trace surveillance only upon the same findings as would be

required to authorize interception of the full contents of

¥ To issue an electronic surveillance order, the Court

must find “probable cause to believe that . . . the target of the
electronic surveillance is a foreign power or an agent of a
foreign power” and “each of the facilities or places at which the
electronic surveillance is directed is being used, or is about to
be used, hy a foreign power or an agent of a foreign power.” 50
U.S.C. § 1B05{a) (3). Similar prohable cause findings are
required for warrants authorizing physical search under id.

§ 1824 (a} (3.

—TORSECRET/AHCS L COMINT//NOPORN—

28
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appropriate in this context, where the Court is not charged with
making independent probable causeé findings.

A. The Government Has Provided Information In Supnort of
the Certification of Relevance.

In support of the certification of relevance, the Government

relies on the following facts and circumstances:

The Threat Currently Posged

(. ..continued)
risks at stake.” Id. at 179.

?*  For simplicity, this opinion standardizes the variant

spellings of foreign names appearing in different documents
submitted in support of the application.

—POPR-LRCRET/AAHAS/ALCOMINT//NOFORN—
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FBI Investigations to Track and Identif
in the United States

— T OPSRCRET/AHCS/AACOMENT/NORORN-——
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The Scope of the Proposed Collection of Meta Data

In an effort both to identify unknown and to track known

communications, NSA seeks to acquire meta data, as described

are described in detail in the application and

the DIRNSA Declaration. Imn brief, they are:

27 ror ease of reference, the term 1g
used to mean
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The raw volume of the proposed collection is enormous. NSA

estimates that this collection will encompass

terms, the proposed surveillance “will result in the collection

of meta data pertaining to -. electronic communications,

including meta data pertaining to communications of United States

persons located within the United States who are not the subject
of any FBI investigation.” Application at 4. Some proportion of
these communications - less than half, but still a huge number in

absolute terms - can be expected to be communications [

39
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Bl S :o bear no relation ©

As noted above, the purpose of this collection is to track

known operatives and to identify unknown operatives of -

_through their Internet communications. NSA
lection of meta data from -

40
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states that even identified operatives _

Through the proposed bulk collection, NSA would acquire an

archive of meta data for large volumes of communications that, in

NSA’s estimation, represent a relatively rich environment for

finding_ communications through later analysis.?*
“
—FOP—SECRET /A HOSHCOMINT /A NORORN—
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NSA asserts that more precisely targeted forms of collection
against known accounts would tend to screen out the "“unknowns”
that NSA wants to discover, so that NSA needs bulk collection in
order to identify unknown_communications. See
id. at 14 (*It is not possible . . . to target collection solely
to known terrorist E-mail accounts and at the same time use the
advantages of meta data analysis to discover the enemy.”)}, 15
(“To be able to fully exploit meta data, the data must be
collected in bulk. BAnalysts know that terrorists’ E-mails are
located somewhere in the billicons of data bits; what they cannot
know ahead of time is exactly where.”)

NSA proposes to employ two analytic methods on the body of
archived meta data it seeks to collect. Both these methods
invelve querying the archived meta data regarding a particular
“seed” account. In the Government's proposal, an account would
qualify as a seed account only if NSA concludes, “based on the
factual and practical considerations of everyday life on which
reasonable and prudent persons act, there are facts giving rise

to a reasonable articulable suspicion that a particular known e-
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_ Application at 19-20; accord DIRNSA

Declaration at 19. The two methods are:

{1) Contact chaining. NSA will use computer algorithms to

identify within the archived meta data all e-mail _
_ accounts that have been in contact with

the seed account, as well as all accounts that have been in

contact with an account within the first tier of accounts that

had direct contact with the =seed account, and_

at 15-16.
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An example may illustrate the claimed benefits of bulk

collection and subseguent analysis of meta data.

_ Without an archive of meta data, the Government could

target prospective collection on that account, but information

about past use would be unavailable. ||} GGG

K

Bowever, if an archive of meta data were available, NSA

could use the newly discovered account as a “seed” account.
Accounts previously in contact with the “seed” account could be

identified and further investigation could be pursued to

determine if the users of theose accounts are_

2 Agsuming that applicable legal requirements could be

met, the Government also could collect the full contents of
future messages by electronic surveillance of the account and of
stored prior n-z-:G23 L eical
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These avenues of discovery made possible by archived meta data

provide the basis for NSA’s assertion that bulk collection to

accumulate a meta data archive “will substantially increase NSA’s

ability to detect and identify members of _
_ DIRNSA Declaration at 15.

6. How FBI Investigations Would Benefit from the NSA's
Collection and BAnalysis

The Government asserts that NSA's collection and analysis of
this meta data will be relevant to-BI
investigations in two ways. First, ongoing FBI investigations
may develop grounds for reasonable suspicion that particular
accounts are used in furtherance of _
- The FBI may identify such accounts to NSA for use as
*seed” accounts. Using the metheds described above, NSA may
obtazin from the a.chivel data other zccounts that are in contact
with, or appear to have the same user as, the “seed” account.
This informaticn may then be passed to the FBI as investigative
leads in furtherance of its investigation. Memecrandum of Law and
Fact at 27-28. Alternatively, NSA querying of the archived meta
data based on information from sources other than the FBI may

identify accounts that appear to be used by someone involved in

—TOP SECRETAAHES/ACOMINTLNOEQRN
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B. The Information To Be Obtained is Likely to be Relewrant
to Ongoing FBI Investigations t¢ Protect Against
International Terrorism

As shown above, the application and supporting materials

demonstrate that the FBI has numerous pending investigations on

_ubjects and that a major challenge faced by the
FBI is the identification of _within the

The
application and DIRNSA declaration provide detailed explanations

of why NSA regards bulk collection of meta data as necessary for

contact chaining—and how those analytical

methods can be expected to uncover and monitor unknown -
_ who could otherwise elude detection. The
DIRNSA also explains why NSA has chosen the proposed-

and selection criteria in order to build a meta data archive that

will be, in relative terms, richly populated with -

related communications. ©On each of these points, the Court has

received sufficient information to conclude that the Government'’'s
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assessments are fully considered and plausibly grounded in facts
submitted to the Court.
Accordingly, the Court accepts for purposes of this

application that the proposed bulk ccllection of meta data is

necessary for NSA to employ contact chaining _

- The Court similarly accepts that those analytic cooils

are likely to generate useful investigative leads for ongoing
efforts by the FBI (and other agencies) to identify and track-
_potentially including unidentified
operatives in place to facilitate or execute imminent large scale
attacks within the United States.

The gquestion remains whether these circumstances adequately
support the certification that *“the information likely to be
obtained . . . is relevant to an ongoing investigation to protect
against international terrorism,” § 1842(c) (2), even though only
a very small percentage of the information obtained will be from
_comrﬁunications and therefore direcrly zelevant
to such an investigation. As the Government points out, the
meaning of “relevant” is broad enough, at least in some contexts,
to encompass information that may reasonably lead to the
discovery of directly relevant information. Memorandum of Law

and Fact at 34. Here, the bulk collection of meta data - i.e.,

—For—t Ty - L
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the collection of both a huge volume and high percentage of
unrelated communications - is necessary to identify the much
smaller number of_communications.

The Court is persuaded that, in the circumstances of this
case, the scope of the proposed collection is consistent with the
certification of relevance.? 1In so finding, the Court concludes
that, under the circumstances of this case, the applicabile
relevance gtandard does not require a statistical “tight fit”
between the volume of proposed collection and the much smaller

proportion of information that will be directly relevant to.

*  The Government analogizes this case to ones in which the
Court has authorized overbroad electronic surveillance under 50
U.8.C. §§ 1801-1811. Memorandum of Fact and Law at 42-43. The
Court has authorized the latter form of collection where it is
not technologically possible to acquire

situaticng are similar in that they both involve collection of an
unusually large volume of non-foreign intelligence information as
a necessary means of obtaining the desired foreign intelligence
information. Yet there are also imporiLant differenceze between
these cases. An overbroad electronic surveillance under 50
U.5.C. §§ 1801-1811 requires probable cause to believe that the
target is an agent of a foreign power and uses the particular
facility at which surveillance will be directed. § 1805({a) (3}.
In this case under 50 U.S.C. §§ 1841-1846, no probable cause
findings are reguired, and the bulk collection is justified as
necessary to discover unknown persons and
facilities, rather than to acqulire communications to and from
identified agents of a foreign power. Because of these
differences, the authorization of bulk collection under §§ 1841-
1846 should not be taken as precedent for similar collection of
the full contents of communications under §§ 1801-1811.

49
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security interests beyond the normal need for law enforcement?®
and is at least as compelling as other governmental interests
that have been held to justify searches in the absence of

individualized suspicion. See, e.g., Earls (drug testing of

secondary school students engaged in extracurricular activities);

Michigan Dep't of State Police v. Sitz, 496 U.S5. 444 (19390)

(highway checkpoints to identify drunk drivers); Von Raab (drug
testing of Customs Service employees applying for promotion to

sensitive positions); Skinner v. Railway lLabor Executives’ Ass’n,

489 U.S. 602 (1989) (drug and alcohel testing of railrcad
workers) . The Government’s interest here has even greater
“immediacy” in view of the above-described intelligence reporting
and assessment regarding ongoing plans for large scale attacks
within the United States.

As to efficacy under the Fourth Amendment analysis, the
Government need not make a showing that it is using the least

intrusive means available. Earls, 536 U.S. at 837; Martinez-

* See In Re Sealed Case, 310 F.3d 717, 744-46 (Foreign
Int. Surv. Ct. Rev. 2002) (per curiam) (discussing the prevention
of terrorist attacks as a special need beyond ordinary law
enforcement) .

¥ Moreover, the Government’s need in this case could be

analogized to the inter-:0 is dlecovering or praventing danger
from “latent or hidden conditions,” which may justify
suspicionless searches. See, e.g., Von Raab, 489 U.S5. at 668,

—FOP—SRERBRESS 00 MNOFORN—
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otherwise go undetected in the huge streams of_

_ These officials have also explained why they

_ identified in the application. Based on these

explanations, the proposed collection appears to be a reasonably
effective means to this end.

In summary, the bulk collection proposed in this case is
analogous to suspicicnless searches or seizures that have been
upheld under the Fourth Amendment in that the Government‘’s need
is compelling and immediate, the intrusion on individual privacy
interests is limited, and bulk collection appears toc be a

reasonably effective means of detecting and monitoring_

related operatives and thereby obtaining information likely to be
- to ongoing FBI investigations. In these circumstances,
the certification of relevance is consistent with the fact that

only a very small proportion of the huge volume of information

collected will be directly relevant to the Fui’'s _

investigations.

ig

Cf. Martinez-Fuerte, 428 U.$. at 557 {requiring
Leweo2hlo o “vien T +~~s at highway ~»~~-gints “on major
routes . . . wou.g = a1 Ltal le-suse nw of Ty Gfir
tends to be too h=avy to allow the particusarized study of a
vivin car”).

I~
-
™
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not being conducted solely on the basis of activities protected
by the First Amendment. However, the unusual breadth of this
collection and its relation to the pertinent FBI investigations
calls for further attention to this issue. In the usual case,
the FBI conducts pen register and trap and trace surveillance of
a particular communications facility {(e.g., a phone number or e-
mail address) because it carries communications of a person who
is the subject of an FBI investigation. The regquired
certification typically varies depending on whether the subject
is a U.5. person: 1if not, the certification will state, in the
language of § 1842(c}) (2}, that the information likely to be
obtained “is foreign intelligence information not concerning a
United States person;” if the subject is a U.S. person, the
certification will state that such information is “relevant to an
ongoing investigation to protect against internaticnal terrorism
., provided that such investigation of a United States person
is not conducted solely upon the basis of activities protected Y
the first amendment to the Constitution.” This usual practice
conforms to the clear statutory purpose that pen register/trap
and trace information about the communications of U.S. persons

will not be targeted for collection unless it is relevant to an
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investigation that is not solely based upcon First Amendment
activities.

In this case, the initial acquisition of infeormation is not
directed at facilities used by particular individuals of

investigative interest, but meta data concerning the

effectuated at the querying stage, since it will be at a point
that an analyst gqueries the archived data that information
concerning particular individuals will first be compiled and
reviewed. Accordingly, the Court orders that NSA apply the

following medification of its proposed criterion for querying the

archived data: _ will qualify as a seed
_only if NSA concludes, based on the factual

and practical considerations of everyday life on which reasonable
and prudent persons act, there are facts giving rise to a

reasonable articulable suspicion that a parcicular knovm-

_provlded however, that an

believed to be used by a U.5. person shall not be regarded as

solely on the basgis of activities that are protected by the First
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meta data. See, e.g., pages 19, 50-51 above. This section
explains the basis for that conclusion.
First, as a general matter, there is no reasonable
expectation of privacy under the Fourth Amendment in the meta
data to be collected. This conclusion follows directly from the

reasoning of Smith v. Maryland, 442 U.S. 735 (1979), which

concerned the use of a pen register on a home telephone line. In
that case, the Supreme Court found that it was doubtful that
telephone users had a subjective expectation of privacy in the
numbers they dialed, id. at 742-43, and that in any case such an
expectation “is not ‘one that society is prepared to recognize as
reasonable.’'” 1d. at 743 {(quoting Katz v. United States, 38% U.S.
347, 361 (1867}). The Court “consistently has held that a person
has no legitimate expectation of privacy in information he
voluntarily turns over to third parties,” since he “assume[s] the
risk” that the third party would reveal that information to the
government. Id. at 743-44.%** 1Tne Cour: found this principle
applicable to dialed phone numbers, regardless of the automated

means by which the call is placed and the “fortuity of whether or

‘?* This principle applies even if there is an understanding
that the third party will treat the information as confidential.
See SEC v. Jerry T. Q'Brien, Inc., 467 U.S. 735, 743 (1984);
United States v. Miller, 425 U.S. 435, 443 (1976).

L YAHES/ - COMENE/ANOFORN—
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premise that neither form of surveillance involves a Fourth
Amendment search or seizure.¥

This conclusion is egqually well-founded for the proposed
collection of _ Nothing in the
Smith analysis depends on the fact that a telephone pen register
acguires addressing information for a call while it is being
placed, rather than from data_
Indeed, the controlling principle - that voluntary disclosure of
information to a third party vitiates any legitimate expectation
that the third party will not provide it to the government - has

been applied to records_ See Jerry T.

O'Brien, Inc., 467 U.S. at 737-38, 743 (records of prior stock

%  The USA PATRIQT Act amended 18 U.3.C. § 3127 to clarify
that its definitions of “pen register” and “trap and trace
device"” applied to Internet communications. See Public Law 107-
56, Title II, § 216(c); 147 Cong. Rec. S11000 (daily ed. Oct. 25,
2001) (statement of Sen. Leahy) {(noting that prior statutory
language was “ill-equipped” for Internet communications and
supporting clarification of “the statute’s proper application to
tracing communications in an electronic environment . . . in a
manner that is technology neutral”). Authorization to install
stu-h devices requires rzlevance to an investigation, but not any
showing of probable cause. See 18 U.S8.C. § 3123{a) (1), (2}
(ordinary criminal investigation); 50 U.5.C. § 1842(a) (1), {(c) (2)
(investigation conducted under guidelines approved under
Executive Order 12333).

POP—SHERBT//HCE/ACOMINT A/ NOFORN -
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trading); Miller, 425 U.S. at 436-38, 443 {(checks, deposit slips,
and other bank records).®®

For these reasons, it is clear that, in ordinary
circumstances, pen register/trap and trace surveillance of
Internet communications does not involve a Fourth Amendment
search or seizure. However, since this application involves
unusually broad collection and distinctive modes of analyzing
information, the Court will explain why these special
circumstances do not alter its conclusion that no Fourth
Amendment search or seizure is involved.

First, regarding the breadth of the proposed surveillarnce,
it is noteworthy that the application of the Fourth Amendment
depends on the government’s intruding into some individual’s
reasonable expectation of privacy. Whether a large number of
persons are otherwise affected by the government’s conduct is
irrelevant. Fourth Amendment rights “are persocnal in nature, and
cannot bestow vicarious prutection on those who do nnt have a

reasonable expectation of privacy in the place to be searched.”
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Steagald v. Umited States, 451 U.S. 204, 219 (1981); accord,

e.g., Rakas v. Illinois, 439 U.S. 128, 133 (1978) (“'Fourth

Amendment rights are personal rights which . . . may not be

vicariously asserted.’”)} (quoting Alderman v. United States, 394

U.5. 165, 174 {1969)). Since the Fourth Amendment bestows “a
personal right that must be invoked by an individual,” a person
“*claim[ing] the protection of the Fourth Amendment . . . must

demonstrate that he personally has an expectation of privacy in
the place searched, and that his expectation is reasonable.”

Minnesota v. Carter, 525 U.S. B3, B8 (1998). 5o long as no

individual has a reasonable expectation of privacy in meta data,
the large number of persons whose communications will be
subjected to the proposed pen register/trap and trace
surveillance is irrelevant to the issue of whether a Fourth

Amendment search or seizure will occur.

Regarding the proposed analytical uses of the archived meta

not

immediately available from conventional pen register/trap and
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trace ;urveillance might itself implicate the Fourth Amendment.®’
However, that suggestion would be at odds with precedent that the
subsequent use of the results of a search cannot itself involve
an additional or continuing violation of the Fourth Amendment.

For example, in United States v. Calandra, 414 U.S. 338 (1974),

it was argued that each guestion before a grand jury “based on
evidence obtained from an illegal search and seizure constitutes
a fresh and independent violation of the witness’ constitutional
rights,” and that such questioning involved “an additional

intrusion” into the privacy of the witness “in viclation of the

7 The public disclosure of aggregated and compiled data
has been found to impinge on privacy interests protected under
the Freedom of Information Act (FOIA), even if the information
was previously available to the public in a scattered, less
accessible form. See United States Dept. of Justice v. Reporters
Comm. for Freedom of the Pregs, 489 U.S. 749 (1989) (FBI “rap
sheets,” including public-record information on arrests and
disposition of criminal charges, qualified for “personal privacy”
exemption from dirclacrcuye under FOIA, 5 U.S.C. § 552(b) {7)(C));
but cf. Paul v. Davis, 424 U.S. 693, 712-13 (1976) (circulating a
flyer publicizing an arrest for shoplifting did not wviolate
constitutional right to privacy). In this case, because section
1842 authorizes the Attorney General to apply for pen
register/trap and trace authorities *“[n]othwithstanding any other
provision of law,” 50 U.S.C. § 1842(a) (1), and states that the
Court “shall enter an ex parte order . . . approving the
installation and use of a pen register or trap and trace device”
upon a finding *“that the application satisfies the requirements
of [section 1842],* id. § 18B42(d) (1), the Court has no need to
consider how other statutes, such as the Privacy Act, 5 U.S.C.

§ 552a, might apply to the proposed activities of the Government.

—PSP—SBERRIL Y HOE /L COMINT A/ NORPORN—
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will hi:lp <nsure that this information is used for the stated
purpose of its collection - the identification and tracking of.
_ their Internet communications -
thereby safeguarding the continued validity of the certification
of relevance under § 1842(c) (2). These procedures will also help
effectuate 50 U.S.C. § 1845{a) (2}, which directs that no
information from a Court-authorized pen register or trap and
trace device “may be used or disclosed by Federal officers or
employees except for lawful purposes,” and ensure that such use
and disclosure will not abridge First Amendment rights.

The Court's letter of _ asked the Government to
explain “*[flor how long . . . the information collected under
this authority [would] continue to be of operational value to the
counter-terrorisrﬁ investigation(s) for which it is collected.”
The Government’s letter of- stated that such
information *would continue to be of significant operational

value for at le=zst 18 months,” based on NSA’e “analvytic

judgment .” _Letter at 3. During that period, meta

*(...continued)
General Counsel in the implementation of this authority, see
pages B4-85 below. The Court recognizes that, as circumstances
change and experience is gained in implementing this authority,
the Government may propose other modifications to thease
procedures.

—eer—s&e&wr#&e&#eoamﬁmm_

70



Case3:13-cv-03287-JSW Document67-17 Filed12/06/13 Page72 of 88



Case3:13-cv-03287-JSW Document67-17 Filed12/06/13 Page73 of 88

—TOR SECRET/A/HCE//COMINT//NOFORN—

to the matters set forth therein, the Court finds, on the grounds
explained above, that:

1. The Attorney General is authorized to approve
applications for pen registers and trap and trace devices undex
the Act and to make such applications under the Act.

2. The applicant has certified that the information likely
to be obtained from the requested pen registers and trap and
trace devices is relevant to an ongoing investigation to protect
against international terrorism that is not being conducted
solely upon the basis of activities protected by the First
Amendment to the Constitution.

United States and abroad are the subjects of National Security
investigations conducted by the Federal Bureau of Investigation

(FBI) under guidelines approved by the Attorney General pursuant

to Executive Order No. 12333,

. The pen register. and trap and tracc devic _:-
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31 The Go
that at

52 The Government has represented that it is overwhelmi
likely that
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»* The Government has represented that it is overwhelmingly

TOP SECRET//HCS//COMINT//NOFORN
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The Government has represented that the majorit
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5 Becauge electronic communications will
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WHEREFORE, the Court finds that the application of the
United States _pen registers and trap and trace
devices, as described in the application, satisfies the
requirements of the Act and specifically of 50 U.S5.C. § 1842 and,
therefore,

IT IS HEREBY ORDERED, pursuant to the authority conferred on
this Court by the Act, that the application is GRANTED, AS
MODIFIED HEREIN, and it is

FURTHER ORDERED, as follows:

(1) Installation and use of pen registers and trap and
trace devices as requested in the Government's application is
authorized for a pericd of ninety days from the date of this
Opinion and Order, unless otherwise ordered by this Court, as

follows: dinstallation and use of pen registers and/or trap and

—PoP-OECRET//HCOS//COMINT //NOEORN
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trace devices as described above to collect all addressing and
routing information reasonably likely to identify the sources or

destinations of the electronic communications identified above on

_identified above, including the “to,” “from,” “cc,”
and “bee” fields for those communications _

Collectlon of the contents of such communications
as defined by 18 U.5.C. § 2510(8}) is not authorized.
{2) The authority granted is within the United States.

As requested in the application_

(wpecified persons), are directed to furnish the NSA with

*7  Although the application makes clear that the assistance

of these specified persons is contemplated, it does not expressly
request that the Court direct these specified persons to assist
the surveillance. However, because the application, at 24,
requests that the Court enter the proposed orders submitted with
the application and those proposed orders would direct the
specified persons to provide assistance, the application
effectively requests the Court to direct such assistance.

—FOP—SECREF/AHOSA/LCOMINTLLNOFORN.
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a. The NSA shall store such information in a manner
that ensures that it will not be commingled with other data.

b. The ability to access such information shall be
limited to ten specially cleared analysts and to specially
cleared administrators. The NSA shall ensure that the
mechanism for accessing such information will automatically
generate a log of auditing information for each occasion
when the information is accessed, to include the accessing
user’s login, IP address, date and time, and retrieval
regquest.

c. Such information shall be accessed only through

gueries using the contact chaining_

methods described at page 43 above. Such queries shall be

performed only on the basis of a particular known -

-after the NSA has concluded, based on the

factual and practical considerations of everyday life on
which reasonable and prudent persons act, that there are

facts giving rise to a reasonable articulable suspicion that

a

hb'l ieyved £t~ be nepd bw a3 11 & weraon

shall noct bg regarged as_assQciAated with_

—Pop SHORET//HAG//COMINT//NOPORN—
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activities that are protected by the First Amendment tg the

Constitution. Queries shall only be conducted with the

approval of one of the following NSA officials: the Program
Manager, Counterterrorism Advanced Analysis; the Chief or
Deputy Chief, Counterterrorism Advanced Analysis Division;
or a Counterterrorism Advanced Analysis Shift Coordinator in
the Analysis and Production Directorate of the Signals
Intelligence Directorate.

d. Because the implementation of this authority
involves distinctive legal considerations, NSA’s Office of
General Counsel shall:

i} ensure that analysts with the ability to access
such information receive appropriate training and
guidance regarding the querying standard set out in
paragraph c. above, as well as other procedures and
rostricticns regarding the retrieval, storags, and
dissemination of such information.

ii) monitor the designation of individuals with
access to such information under paragraph b. above and
the functioning of the automatic logging of auditing

information required by paragraph b. above.

R e o e
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online for querying, as described in paragraphs b. and c.
above, for eighteen months. After such time, such
information shall be transferred to an “off-line” taps
system, which shall only be accessed by a cleared
administrator in order to retrieve information that
satisfies the standard for online accessing stated in

paragraph c. above and is reasonably believed, despite its

age, to be relevant to an ongoing investigation of _

in “off-line” storage shall be approved by one of the
officials identified in paragraph c. above.

g. Meta data shall be destroyed no later than 18
months after it is required to be put into “cff-line”
storage, i.e., no later than four and one-half years
after its initial collectiomn.

h. Any application to renew or reingtate the authority
grinted herein shall include:

1) a report discussing queries that have been made
since the prior application to this Court and the NSA’s

application of the standard set out in paragraph c.

above to those queries.
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ii} detailed information regarding-
_proposed to be added to such authority.

iii) any changes in the description of the

iv}) any changes in the proposed means of

_ the pen register and/or trap and trace

/0.' A X, e, E-D.T.
Time

in the United States and Abroad expires on the

o .
( ,@.\. KSQQQ - k}@
COLLEEN KOLLAR-KOTELLY

Pregiding Judge, United States Foreign
Intelligence Surveillance Court

Signed

OP SECRET//HCS//COMINT//NOFORN
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