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Features [edf]

bpcap and W nPcap provde the packet-capture and f ter ng eng nes of many open source and commerc a network toos, ncudng
protoco ana yzers (packet sn flers), network mon tors, network ntrus on detect on systems, traff c-generators and network-testers.

bpcap and W nPcap a so support savng captured packets to a f e, and read ng f es conta nng saved packets; app cat ons can be

wrtten, usng bpcap or W nPcap, to be ab e to capture network traff c and ana yze t, or to read a saved capture and anayze t, usng
the same anays s code. A capture f e saved n the format that bpcap and W nPcap use can be read by app cat ons that understand
that foomat, such as tcpdump, W reshark, CA NetMaster, or M crosoft Network Mon tor 3.x.

The MIME type for the f e format created and read by bpcap and W nPcap s app cat on/vnd.tcpdump.pcap. The typca f e extens on
s .pcap, athough .cap and .dmp are aso n common use. %!
libpcap [edf)

bpcap was orgna y deve oped by the tcpdump deve opers n the Network Research Group at Lawrence Berke ey Laboratory. The
ow-eve packet capture, capture f e read ng, and capture f e wrt ng code of tcpdump was extracted and made ntoa brary, wth
wh ch tcpdump was nked.9] It s now deve oped by the same tcpdump.org group that deve ops tcpdump. (€l

WinPcap [edf]

W nPcap cons sts of:[7]
» x86 and x86-64 drers for the W ndows NT fam y (W ndows NT 4.0, W ndows 2000, W ndows XP, W ndows Sener 2003,
W ndows V sta, W ndows 7, etc.), whch use NDIS to read packets d rect y from a network adapter;
«» mpementatons ofa ower-eve brary for the sted operat ng systems, to commun cate wth those drers;
» aport of bpcap that uses the API offered by the ow-eve brary mp ementat ons.
Programmers at the Po tecnco d Torno wrote the orgna code; as of 2008 CACE Techno og es, a company set up by some of the
W nPcap deve opers, deve ops and manta ns the product. CACE Techno og es was acqu red by Rverbed Techno ogy on October 21,
2010.181

Programs that use libpcap/WinPcap [ed{]

» tcpdump, atoo for captur ng and dump ng packets for further anays s, and W nDump, the W ndows port of tcpdump.
« ngrep, aka "network grep”, soate strngs n packets, show packet data n human-frend y output.
+ Wreshark (formery Etherea ), a graph ca packet-capture and protoco-anays s too.

« Snort, a network- ntrus on-detect on system.
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« Nmap, a port-scann ng and fngerpr nt ng network ut ty
« the Bro IDS and network-mon tor ng p atform.
» URL Snooper, ocate the URLs of audo and vdeo f es n order to a ow record ng them.
» Ksmet, for 802.11 wreess LANs
» LOphtCrack, a password aud t ng and recovery app cat on.
= ftop, atoo for d sp ay ng bandw dth usage ( ke top for network traffc)
» EtherApe, a graphca too for mon tor ng network traff c and bandw dth usage nrea tme.
= Bt-Twst, a bpcap-based Ethemet packet generator and ed tor for BSD, L nux, and W ndows.
= Pm, anetwork securty too for ja broken OS devces.
= McAfee ePo cy Orchestrator, Rogue System Detect on feature
« XLnk Ka Software that a ows var ous LAN conso e games to be payed on ne
= Fresheep, an extens on for the F refox web browser, that ntercepts unencrypted cook es from certa n webs tes (such as Facebook
and Twtter) as the cook es are transm tted over networks, exp ot ng sess on h jack ng wnerab tes.
» Surcata, a network ntrus on prevent on and anays s p atform.
» WhatPu se, a stat st ca (nput, network, upt me) measurng app cat on.
= Xp co, a network forens cs anays s too (NFAT).

Worapper libraries for libpcap/WinPcap [edt]

e Per: Net::Pcape?

e Python: python- bpcap &, Pcapy i

¢ Ruby: PacketFu®?

e Tc: tc pcapi?, tcap?, pktsrc i

» Java: jpcap?, jNetPcape?, Jpcap &, Pcapdj &

« .NET: WnPcapNET, SharpPcap &, Pcap.Net &

e aske : pcap?

* Object ve Cam: mpcap?

e Chcken Scheme: pcap&

e Common L sp: PLOKAMI &

= Go: pcapid by Andreas Krennmar, pcap i fork of the prevous by M ek G eben, pcap i deve oped as part of the gopacket &7
package
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External links [edf]

e Offca stefor bpcap (and tcpdump)d?
e Offca s te for WnPcap (and W nDump) & . Free software portal

e Great stofpub cy ava abe PCAP f esi@
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