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U.S. Department of Justice

United States Attorney
Southern District of New York

86 Chambers Street, 3rd Floor
New York, New York 10007

August 6, 2013

BY HAND

The Honorable William H. Pauley

United States District Judge

Daniel Patrick Moynihan U.S. Courthouse
500 Pearl Street

New York, NY 10007-131

Re:  ACLUetal v. FBlet al, 11 Civ. 07562 (WHP)

Dear Judge Pauley:

In accordance with the Court’s August 2, 2013, Order, the Government is providing the
Court with copies of two documents that are responsive to the ACLU’s FOIA request in the
above-referenced case, as well as associated cover letters to Congress. They were provided to
the ACLU on July 31, 2013. The Government has completed its declassification review of these
two documents.

The first document, identified as the “Report on the National Security Agency’s Bulk
Collection Program for USA PATRIOT Act Reauthorization” and provided to Congress in 2011,
1s the document that the parties litigated in 2012. The Court upheld the Government’s
withholding of this document in full in a May 17, 2012, Memorandum and Order.

The second document, also identified as the “Report on the National Security Agency’s
Bulk Collection Program for USA PATRIOT Act Reauthorization” and provided to Congress in
December 20009, is also responsive to ACLU’s FOIA request, but appears not to have been
included on the Government’s Vaughn index, filed as Attachment A to the Second Supplemental
Declaration of Mark A. Bradley, dated April 26, 2013. The personnel in DOJ’s National
Security Division who were responsible for processing the FOIA request may have mistakenly
misidentified the Report that was provided in 2009 as a duplicate of the Report provided in 2011.
We are still trying to clarify this point.

The two documents, and associated cover letters, also are available on the website of the
Office of the Director of National Intelligence: http://www.odni.gov/index.php/newsroom/press-
releases/191-press-releases-2013/908-dni-clapper-declassifies-and-releases-telephone-metadata-
collection-documents.




The redacted portions of these documents continue to be withheld as exempt from FOIA
disclosure pursuant to exemptions (b)(1) and/or (b)(3).

We respectfully request that the Court docket this letter and make it a part of the record

Respectfully,

PREET BHARARA
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By: /W‘(’ -7
JOHN D.}OPPER g‘ ' )
EMILY DAUGHTRY, e
Assistant Uhited States Attorneys
Telephone: (212) 637-2716 (Clopper)
Telephone: (212) 637-2777 (Daughtry)
Facsimile: (212) 637-0033

john.clopper@usdoj.gov
emily.daughtry@usdoj.gov

Encl.

cc: Charles Sims, Esq. (by email)
Alex Abdo, Esq. (by email)
Counsel for Plaintiffs



1.8, Depariment of Justice

Office of Legislative Affairs

Offics of the Assistant Attorney General Washington, D.C. 20530

February 2, 2011

The Honorable Dianne Feinstein
Chairman ~

The Honorable Saxby Chambliss
Vige Chairman

Select Committee on Intelligence
United States Senate
Washingion, DC 20510

Dear Madam Chairman and Mr. Vice Chairman:

<FS)-Please find enclosad an updated document that describes the bulk collection programs
conducted under Section 215 of the PATRIOT Act (the "business records” provision of the
Foreign Intelligence Surveillance Act (FISA)) and Section 402 of FISA (the "pen/trap”
provision). The Department and the Intelligence Community jointly prepared the enclosed
document that describes these two bulk collection programs, the authorities under which they
operate, the restrictions imposed by the Foreign Intelligence Surveillance Court, the National
Security Agency's record of compliance, and the importance of these programs to the national
security of the United States.

TERS). We believe that making this document available to all Members of Congress, as we did
with a similar document in December 2009, is an effective way to inform the legisiative debate
about reauthorization of Section 215. However, as you know, it is critical that Members
understand the importance to pational security of maintaining the secrecy of these programs, and
that the SSCI's plan to make the document available to other Members is subject to the strict
rules set forth below. :

“&S) Like the document provided to the Committee on December 13, 2009, the enclosed
document is being provided on the understanding that it will be provided only to Members of
Congress (and cleared SSCI, Judiciary Committee, and leadership staff), in a secure location in
the SSCI's offices, for a limited time period to be agreed upon, and consistent with the rules of
the SSCI regarding review of classified information and non-disclosure agreements. No
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photocopies may be made of the document, and any notes taken by Members may not be
removed from the secure location, We further understand that SSCI staff will be present at all
times when the document is being reviewed, and that Exccutive Branch officials will be
available nearby during certain, pre-established times to answer questions should they arise. We
also request your support in ensuring that the Members are well informed regarding the
importance of this classified and extremely sensitive information to prevent any tnauthorized
disclosures resulting from this process. We intend to provide the same document to the House
Permanent Select Committee on Intelligence (HPSCI) under similar conditions, so that it may be
made availableto the Members of the House, aswell 48 ¢leared leaidership, HPSCT and House

Judiciary Committee staff.

{U) We look forward to continuing to work with you and your staff as Congress continues its
deliberations on reauthorizing the expiring provisions of the USA PATRIOT Act.

Sincerely,

A

Ronald Weich
Assistant Attorney General

Enclosure




Office of Legislative AlTulrs

Offices of the Assistant Attormey Gereral Fagkingron, DC. 20530

February 2, 2011

The Honorable Mike Rogers

Chairman

The Honorable C.A. Duich Ruppersberger
Ranking Minority Member

Permanent Select Committee on Intelligence
U.S. House of Representatives

Washington, DC 20515

Dear Mr. Chairman and Congressman Ruppersberger:

(153 Please find enclosed an updated document that describes the bulk collection programs
conducted under Section 215 of the PATRIOT Act (the "business records® provision of the
Foreign Intelligence Surveillance Act (FISA)) and Section 402 of FISA {the "per/trap”
provision). The Department and the Intelligence Community jointly prepared the enclosed
document that describes these two bulk collection programs, the authorities under which they
operate, the restrictions imposed by the Foreign Intelligence Surveillance Court, the National
Security Agency's record of compliance, and the importance of these programs to the naticnal

security of the United States.

{8}, We believe that making this document available to all Members of Congress, as we did
with a similar document in December 2009, is an effective way to inform the legislative debate
about reauthorization of Section 215. However, as you know, it is critical that Members
understand the importance 10 national security of maintaining the secrecy of these programs, and
that the HPSCT's plan to make the document available to other Members is subject fo the strict
rules set forth below. i

T8 Like the document provided to the Commiittee on December 13, 2009, the enclosed
document is being provided on the understanding that it will be provided only to Members of
Congress (and cleared HPSCI, Judiciary Commitiee, and leadership staff), in a secure location in
the HPSCI's offices, for a limited time period to be agreed upon, and consistent with the rules of
the HPSCI regarding review of classified information and non-disclosure agreements. No
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photocopies may be made of the docurent, and any notes taken by Members may not be
removed from the secure location, We further understand that HPSCI staff will be present at all
times when the document is being reviewed, and that Executive Branch officials will be
available nearby during certain, pre-established times to answer questions should they arise. We
also Tequest your support in ensuring that the Members are well informed regarding the
importance of this classified and extremely sensitive information te prevent any unauthorized
disclosures resulting from this process. We intend to provide the same document to the Senate
Select Committee on Intelligence (SSCI) under similar conditions, so that it may be made
available 1o the Members of the Senate, as well as cleared leadership, SSCI and Senate Judiciary
Committee staff.

(U) We look forward to continuing to work with you and your staff as Congress continues its
deliberations on reauthorizing the expiring provisions of the USA PATRIOT Act.

D o Bt W12} Ee) L LEEs S

Sincerely,

Ronald Weich
Assistant Attorney General

Enclosure




REY Report on the National Security Agency’s Bulk Collection Programs
for USA PATRIOT Act Reauthorization

(U) THE INFORMATION CONTAINED IN THIS REPORT DESCRIBES SOME OF
THE MOST SENSITIVE FOREIGN INTELLIGENCE COLLECTION PROGRAMS
CONDUCTED BY THE UNITED STATES GOVERNMENT, THIS INFORMATION IS
HIGHLY CLASSIFIED AND ONLY A LIMITED NUMBER OF EXECUTIVE BRANCH
OFFICIALS HAVE ACCESS TO IT. PUBLICLY DISCLOSING ANY OF THIS
INFORMATION WOULD BE EXPECTED TO CAUSE EXCEPTIONALLY GRAVE
DAMAGE TO OUR NATION’S INTELLIGENCE CAPABILITIES AND TO NATIONAL
SECURITY. THEREFORE IT IS IMPERATIVE THAT ALL WHO HAVE ACCESS TO THIS

DOCUMENT ABIDE BY THEIR OBLIGATION NOT TO DISCLOSE THIS INFORMATION
TO ANY PERSON UNAUTHORIZED TO RECEIVE IT.

£ XS R rENAF NS R U2 § 2 WL W

Key Points

e (U) Section 215 of the USA PATRIOT Act, which expires at the end of February 2011,
allows the government, upon approval of the Foreign Intelligence Surveillance Court
(“FISA Court”), to obtain access to certain business reeords for national security

investigations;
¢ {U) Section 402 of the Foreign Intelligence Surveillance Act (“FISA™), which is not

subject to a sunset, allows the government, upon approval of the FESA Cc)urt, to install
and use a pen register or trap and trace (“pen/trap”) device for national security
investigations;

o (FSHSHANEY These authorities support two sensitive and 1mportant intelligence collection

programs. These programs are authorized to collect in bulk certain dialing, routing,

addressing and signaling information about telephone calls and electronic
communications, such as the telephone mumbers or e-mail addresses that were
communicating and the times and dates but not the content of the calls or e-mail
messages themiselves;

CFSHSTHAE- Although the programs collect a large amount of information, the vast

majonty Of that information is never reviewed by any person, because the information is

not responsive to the limited queries that are authorized for intelligence purposes;

o (FSHSHANEY The programs are subject to an extensive regime of internal checks,
particularly for U.S. persons, and are monitored by the FISA Court and Congress;

o {FSHSHANES Although there have been compliance problems in recent years, the
Executive Branch has worked to resolve them, subject to oversight by the FISA Court;
and

o LTSHSHANF The National Security Agency’s (NSA) bulk collection programs provide
important tools in the fight against terrorism, especially in identifying terrorist plots
against the homeland. These tools are also unique in that they can produce intelligence
not otherwise available to NSA.




Backeround

ESASHAIR-Since the tragedy of 9/11, the Intelligence Community has developed an
array of capabihtlcs to detect, identify and dismpt terrorist plots against the United States and its
interests. Detecting threats by exploiting terrorist communications has been, and continues to be,
one of the critical tools in that effort. Above all ¢lse, it is imperative that we have a eapability to
rapidly identify any terrorist threats emanating from within the United States.

(TSH/SHAHES Priorto the attacks of 9711, the NSA intercepted and transcribed seven calls
from hijacker Khalid al-Mihdhar 1o a facility associated with an al Qa’ida safehouse in Yemen.
However, NSA’s access point overseas did not provide the technical data indicating the location
from where al-Mihdhar was calling. Lacking the originating phone number, NSA analysts
concluded that al-Mihdhar was overseas. In fact, al-Mihdhar was calling from San Diego,
California. According to the 9/11 Commission Report (pages 269-272):

"Investigations or interrogation of them [Khalid al-Mihdhar, etc], and investigation of
their travel and financial activities could have yielded evidence of connections to other
participants in the 9711 plot. The simple fact of their detention ¢ould have devailed the

plan. In any case, the opportunity did not arise.”
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authority of the FISA (commonly referred to as “Section 2157), the govérament has developed a
program to close the gap that allowed al-Mihdhar to plot undetected within the United States
while communicating with a known terrorist overseas. This and similar programs operated
pursuant to FISA, including exercise of pervtrap authorities, provide valuable intelligence
information.

(U) Absent legislation, Section 215 will expire on February 28, 2011, along with the so-
called “lone wolf” provision and roving wiretaps (which this document does not address). The
peti/trap authority does not expire.

~FSHETHAEY The Section 215 and pen/trap authorities are used by the U.S. Government
in selected cases to acquire significant foreign intelligence information that cannot otherwise be
acquired cither at all or on a timely basis. Any U.S. person information that is acquired is
subject to strict, court-imposed restrictions on the retention, use, and dissemination of such
mformation and is also subject to strict and frequent audit and reporting requirements.

{TSHSHAES- The largest and most significant use of these authorities is 1o support two
important and highly sensitive intelligence collection programs under which NSA collects and
analyzes large amounts of transactional data obtained from certain telecommunications service
providers in the United States.

Intelligence and Judiciary Committees, it is meortant that other Membeis of Congress haVP
access to information about these two programs when considering reauthorization of the expiring




PATRIOT Act provisions. The Executive Branch views it as essential that an appropriate
statutory basis remains 1 place for NSA to conduct these two programs.

Section 215 and Pen-Trap Collection

TTSH/5FANE-Under the program based on Section 215, NSA is authorized to collect from
certain telecommunications service providers certain business records that contain information
about communications between two telephone numbers, such as the date, time, and duration of 2
call. There is no collection of the content of any telephone call under this program, and under
longstanding Supreme Court precedent the information collected is not protected by the Fourth
Amendment. In this program, court orders (generally lasting 90 days) are served on
teleccommunications companics

quire p
above) relating o substantially all of the telephone calls handied by the compameq including
both calls made between the United States and a foreign country and calls made entirely within
the United States.

(TSTSHANR- Under the program based on the pen/trap provision in FISA, the government
is authorized to collect similar kinds of information about electronic communications — such as
0" and “from” lines in e-mail, certain routing information, and the date and time an e-mail is
«em - gxcluding the content of the e=mail and the ¢ ‘subiect” line. Apgain, thig information is

collected pursuant to court orders (generally lasting 90 days) and, under relevant court decisions,
is not protected by the Fourth Amendment.

~£LSHSHMAESY-Both of these programs operate on a very large scale.

However, as described below, only a tiny fraction of such records are ever viewed by |
intelligence analysts.

Cheeks and Balances

FISA Court Oversight

AFSHSHANEY To conduct these bulk collection programs, the government has obtained
orders from several different FISA Court judges based on legal standards set forth in Section 215
and the FISA pen/trap provision. Before obtaining any information from a telecommunications
service provider, the governnient must establish, and the FISA Court must conclude, that the
information is relevant to an authorized investigation. In addition, the government must comply
with detatled “minimization procedures” required by the FISA Court that govern the retention
‘and digssemination of the information obtained. Before NSA analysts may query bulk records,
they must have reasonable articulable suspicion — referred to as “RAS” ~ that the number or ¢-
mail address they submit is associated with]




The
RAS requirement 1s-designed to protect against'the mdlscmmmate querying of the collected data
so that only 1 i ourt order

. ata
coliccted under each program can be retained for 5 years.

Congressional Oversight

(U) These programs have been briefed to the Intelligence and Judiciary Committees,
through hearings, briefings, and visits to NSA. In addition, the Intelligence and Judiciary
Committees have been fully briefed on the compliance issues discussed below.

Compliance Issues

~EFSHSHAERIn 2009, a number of technical compliance problems and human
implementation errors in these two bulk collection programs were discovered as a result of
Department of Justice (DOJ) reviews and internal NSA oversight. However, neither DOJ, NSA,
nor the FISA Counrt has found any intentional or bad-faith violations, B

accordance with the Court’s rules, upon discovery, these:anconsistencies were reported as

compliance incidents to the FISA Court, which ordered appropriate remedial action. The FISA
Court placed several restrictions on aspects of the business records collection program until the
compliance processes were improved to its satisfaction.

(U) The incidents, and the Court’s responses, were also reported to the Intelligence and’
Judiciary Committees in great detail. The Committées, the Cowrt and the Executive Branch have
responded actively to the incidents. The Court has imposed safeguards that, together with
greater efforts by the Executive Branch, have resulted in significant and effective changes in the
compliance program.

(U} All parties will continue to report to the FISA Court and to Congress on compliance
issues as they arise, and to address them effectively.




Inteflicence Value of the Collection

—(ESHSINE) As noted, these two collection programs significantly strengthen the
Intelligence Community’s early waring system for the detection of terrorists and discovery of
plots against the homeland. They allow the Intelligence Community to detect phone numbers
and e-mail addresses within the United States that may be contacting targeted phone numbers
and e-mail addresses associated with suspected foreign terrorists abroad and vice-versa; and
entirely domestic connections between entities within the United States tied to a suspected
foreign terrorist abroad. NSA needs access to telephony and e-mail transactional information in
bulk so that it can quickly identify and assess the network of contacts that a targeted number or
address is connected to, whenever there is RAS that the targeted number or address is associated

mportantly, there are no intelligence collection tools that, independently or in
combination, provide an equivalent capability.

. ESHSEANE-To maximize the operational utility of the data, the data cannot be collected
prospectively once a lead is developed because important connections could be lost in data that
was sent prior to the identification of the RAS phone number or e-mail address. NSA identifies
the network of contacts by applying sephisticated analysis to the massive volume of metadata —
but always based on links to a number or e-mail address which itself is associated with a
counterterrorism target. (Again, communications metadata is the dialing, routing, addressing or
signaling information associated with an electronic communication, but not content ) The more
metadata NSA has access to, the more likely it is that NSA can identify, discover and understand
the network of contacts linked to targeted numbers or addresses Information discovered through
NSA’s analysis of the metadata is then provided to the appropriate federal national security
agencies, including the FBI, which are responsible for further mvestlgatxon or analysis of any
potential terrorist threat to the Unifed States,
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~FEHSHAES In conclusion, the Section 215 and pen/trap bulk collection programs
provide an important capability to the Intelligence Community. The attacks of 9/11 taught us
that applying lead information from foreign intelligence in a comprehensive and systemic
fashion is required to protect the homeland, and the programs discussed in this paper cover a
critical seam in our defense against terrorism. Recognizing that the programs have implications
for the privacy interests of U.S. person data, extensive policies, safeguards, and reviews have
been gnacted by the FISA Court, DOJ, ODNI and NSA.




U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attomey General Washington, D.C. 20530

December 14, 2009
The Honorable Silvestre Reyes
_ Chairman
Permanent Select Committes on Intelligence
United States House of Representatives
HVC-304, The Capitol
Washington, DC 20515

Dear Chairman Reyes:

—£FSy Thank you for your letter of September 30, 2009, requesting that the Department of
Justice provide a document to the House Permanent Select Committee on Intelligence
(HPSCY) that describes the bulk collection program conducted under Section 215 -- the
“business records” provision of the Foreign Intelligence Surveillance Act (FISA). We
agree that if is important that all Members of Congress have access To information about
this program, as well as a similar bulk collection program conducted under the pen
register/trap and trace authority of FISA, when counsidering reauthorization of the
expiring USA PATRIOT Act provisions.

8% The Department has therefore worked with the Intelligence Community to prepare
the enclosed document that describes these two bulk collection programs, the authorities
under which they operate, the restrictions imposed by the Foreign Intelligence
Surveillance Court, the National Security Agency’s record of compliance, and the
importance of these programs to the national security of the United States. We believe
that making this document available to all Members of Congress is an ¢ffective wayto
inform the legislative debate about reauthorization of Section 215 and any changes to the
FISA pen register/trap and trace authority. However, as you know, it is critical that
Members understand the importance to national security of maintaining the secrecyof
these programs, and that the HPSCI’s plan to make the document available to other
Memibers is subject to strict rules;

M Assistant Attorney Genm

Reason: 1.
Declassifyon: 11 D et 203




—£F8)-Therefors, the enclosed document is being provided on the understanding that it
will be provided only to Members of Congress (and cleared HPSCI, Judiciary Committes,
and leadership staff), in a secure location in the HPSCI's offices, for a limited time period
to be agreed upon, and consistent with the rules of the HPSCI regarding review of
classified information and non-disclosure agreemients. No photocopies may be made of
the document, and any notes taken by Members may not be removed from the secure
location. We further understand that HPSCI staff will be present at all times when the
document is being reviewed, and that Executive Branch officials will be available neatby
during certain, pre-established timies to answer questions should they arise. We also
request your support in ensuring that the Members are well informed regarding the
importance of this classified and extremely sensitive information to prevent any
unauthorized disclosures resulting from this process. We intend to provide the same
docurment to-the Senate Select Committee on Intelligence (SSCI under similar conditions,
so that it may be made available to the Members of the Senate, as well as cleared
leadership, SSCI and Senate Judiciary Committee staff.

(U) Thank you again for your letter, and we look forward to continuing to work with you
and your staff as Congress continues its deliberations on reauthorizing the expiring
provisions of the USA PATRIOT Act.

Sincerely,

7 4SYN

Ronald Weich
Assistant Attorney General




> Report on the National Security Agency’s Bulk Collection Programs
Affected by USA PATRIOT Act Reauthorization

(U) THE INFORMATION CONTAINED IN THIS REPORT DESCRIBES SOME OF

THE MOST SENSITIVE FOREIGN INTELLIGENCE COLLECTION PROGRAMS
CONDUCTED BY THE UNITED STATES GOVERNMENT. THIS INFORMATION IS
HIGHLY CLASSIFIED AND ONLY A LIMITED NUMBER OF EXECUTIVE BRANCH
OFFICIALS HAVE ACCESS TO IT. PUBLICLY DISCLOSING ANY OF THIS
INFORMATION WOULD BE EXPECTED TO CAUSE EXCEPTIONALLY GRAVE
DAMAGE TO QUR NATION’S INTELLIGENCE CAPABILITIES AND TO NATIONAL
SECURITY. THEREFORE IT IS IMPERATIVE THAT ALL WHO HAVE ACCESS TO THIS
DOCUMENT ARBIDE BY THEIR OBLIGATION NOT TO DISCLOSE THIS INFORMATION
TO ANY PERSON UNAUTHORIZED TO RECEIVE IT.

Key Points

&

LLSHSHI-Provisions of the USA PATRIOT Act affected by reauthorization legislation
support two sensitive intelligence collection programs;
LTSHSIAES-These programs are authorized to collect in bulk certain dialing, routing,

addressing and signaling information about telephone calls and glectronic
communications, such as the telephone numbers or e-mail addresses that were
communicating and the times and dates but not the content of the calls or e-mail
messages themselves;

~FSHSHAEY Although the programs collect a large amount of information, the vast
majority of that information is never reviewed by anyone in the government, because the
information is not responsive to the limited queries that arc authorized for intelligence
putposes;

CESHSHNID The programs are subject to an extensive regime of internal checks,
particularly for 1.8, persons, and are mionitored by the Foreign Intelligence Surveillance
Court (“FISA Court”) and Congress;

(ESHEHANT The Executive Branch, including DOJ, ODNI, and NSA, takes any

| Lprogress has been

LISHSHANTS- NSA’s buik collection programs provide important tools in the fight against
terrorism, especially in identifying terrorist plots against the homeland. These tools are
also unique in that they can produce intellipence not otherwise available to NSA.

MAssistant Attorney General NSF—

Reason: Ld(c
Beclassify on: 11 o1 2034




Background

A LSHSHANFEY Since the tragedy of 9/11, the Intelligence Community has developed an
array of capabilities to detect, identify and disrupt terrorist plots against the United States and its
interests. Detecting threats by exploiting terrorist communications has been, and continues to be,
one of the critical tools in that effort. Above all else, it is imperative that we have a capability to
rapidly identify any terrorist threats emanating from within the United States.

~CESHSHANES-Prior to the attacks of 9/11, the National Security Agency (NSA) intercepted
and transcribed seven calls from hijacker Khalid al-Mihdhar to a facility associated with an al
Qa’ida safehouse in Yemen. However, NSA’s access point overseas did not provide the
technical data indicating the location from where al-Mihdhar was calling, Lacking the
originating phone number;, NSA anvalysts concluded that al-Mihdhar was overseas. In fact, al-
Mihdhar was calling from San Diego, California. According to the 9711 Commission Report
(pages 269-272):

"Investigations orv intervogation of them [Khalid al-Mihdhar, etc], and investigation of
their travel and financial activities could have yielded evidence of connections to other
participants in the 9/11 plot. The simple fact of thezr detention could have derailed the

plan. In any case, the opporturity did not arise.’

I Y AL Cy PN
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pursuant to the “business records” authority of the Forcign Intelligence Surveillance Act (FISA)
{commonly referred to as “Section 215”), the government has developed a program to close the
gap that allowed al-Mihdhar to plot undetected within the United States while communicating
with a known terrorism target overseas. This and similar programs operated pursuant to FISA
provide valuable intelligence information.

(U) USA PATRIOT Act reauthorization legislation currently pending in both the House
and the Senate would alter, among other things, language in two parts of FISA: Section 215 and
the FISA “pen register/trap and trace” (or “pen-trap”) authority. Absent legislation, Section 215
will expire on December 31, 2009, along with the so-called “lone wolf” provision and roving
wiretaps (which this document does not address). The FISA pen-trap authority does not expire,
‘but the pending legislation in the Senate and House includes amendments of this provision.

~AFSHEHAED- The Section 215 and pen-trap authorities are used by the U.S. Government
in selected cases to acquire significant foreign intelligence information that cannot otherwise be
acquired either at all or on a timely basis. Any U.S. person information that is acquired is
subject to strict, court-imposed restrictions on the retention, use, and dissemination of such
information and is also subject to strict and frequent audit and reporting requirements.

CESHSHAE). The largest and most significant uses of these authorities are to support two
critical and highly sensitive intelligence collection programs under which NSA collects and




the Intelligence and Judiciary Commiittees, it is important that other Members of Congress have
access to information about these two programs when considering reauthorization of the expiring
PATRIOT Act provisions. The Executive Branch views it as essential that an appropriate
statutory basis remains in place for NSA to conduct these two programs.

Section 215 and Pen-Trap Collection

FESHSHANT Under the program based on Section 215, NSA is authorized to collect from
telecoinmunications service providers certain business records that contain information about
communications between two telephone numbers, such as the date, time, and duration of a call.
There is no collection of the content of any telephone call under this program, and under
longstanding Supreme Court precedent the information collected is not protected by the Fourth
Amendment, In thig program, ¢ orders e -
telecommunications comparnies

The orders generally require production of the business records (as describe;
above) relating to substantially all of the telephone calls handled by the companies, including
both calls made between the United States and a foreign country and calls made entirely within
the United States.

~FSASHAEY- Under the program based on the pen-trap provisions in FISA, the
government is authorized to collect similar kinds of information about electronic
communications — such as “to” and “from™ lines in ¢-mail and the time an e-mail is sent —
‘excluding the content of the e-mail and the “subject” line. Again, this information is collected
pursuant to court orders (generally lasting 90 days) and, under relevant court decisions, is not

§ operate on a very large scale.




Checks and Balances

FISA Court Qversight

-CESHBHANES To conduct these bulk collection programs, the government has obtained
orders from several different FISA Court judges based on legal standards set forth in Section 215
and the FISA pen-trap provision. Before obtaining any information from a telecommunication
service provider, the government must establish, and the FISA Court must conclude, that the
information is relevant to an authorized investigation. In addition, the government must comply
with detailed “minimization procedures” required by the FISA Court that govern the retention
and dissemination of the information obtained. Before an NSA analyst may query bulk records,
they must have rpasmnablf’ amr‘uidbie sus cion — referred to as “RAS” — that the number or e~

| address th d
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limits on how Iong the coiiccted data can be retained (5 years in the Sectzon 21 5 program, and
4% years in the pen-trap program).

Congressional Oversieht

(U) These programs have been briefed to the Intelligence and Judiciary Committees, to
include hearings, briefinigs, and, with respect to the Intelligence Committees, visits to NSA. In
addition, the Intelligerice Commitiees have been fully briefed on the compliance issues discussed
below.

Compliance Issues

~FSHEHANT-There have been a number of technical compliance problems and human
implementation errors in these two bulk collection programs, discovered as a result of
Department of Justice reviews and internal NSA oversight. However, neither the Department,
NSA nor the FISA Court has found any intentional or bad-faith violations. The problems
generally involved the implementation of highly sophisticated technology in a complex and ever-
changing communications environment which, in some instances, resulted in the automated tools
operating in a manner that was not completely consistent with the specific terms of the Court’s
orders. In accordance with the Court’s rules, upon discovery, these inconsistencies were
reported as compliance incidents to the FISA Court, which ordered appropriate remedial action.
The incidents, and the Court’s responses, were also reported to the Intelligence Committees in
great detail. The Committees, the Court and the Executive Branch have responded actively to
the (ncidents. The Court has imposed additional safeguards. In response to compliance
problems, the Director of NSA also ordered “end-to-end” reviews of the Section 215 and pen-
trap collection programs, and created a new position, the Director of Compliance, to help ensure
the integrity of future collection. In early September of 2009, the Director of NSA made a
presentation to the FISA Court about the steps taken to address the compliance issues. All




parties will continue to report to the FISA Court and to Congress on compliance issucs as they
arise, and to address them cffectively.

intellizence Valuc of the Collection

~ESHSHES-As noted, these two collection programs significantly strengthen the
Intelligence Community’s carly warning system for the detection of terrorists and discovery of
plots against the homeland. They allow the Intelligence Community to detect phone numbers
and e-mail addresses within the United States contacting targeted phone numbers and e-mail
addresses associated with suspected foreign terrorists abroad and vice-versa; and connections
between entities within the United States tied to a suspected foreign terrorist abroad. NSA needs
access to telephony and e-mail transactional information in bulk so that it can quickly identify
the network of contacts that a targetéd nugnb ected fo, whenever there is RAS

that the number or address 1s associated with

_lmporiantly, there are no Inteliigence
smbination, provide an equivalent capability.

collection toels that, independently

LESHSHANE To maximize the operational utility of the data, the data cannot be collected
prospectively once a lead is developed because important conneetions could be lost in data that
was sent prior to the identification of the RAS phone number or e-mail address. NSA identifies
the network of contacts by applying sophisticated analysis to the massive volume of metadata.
{Communications mefadata is the dialing, routing, addressing or signaling information associated
with an electronic communication, but not content.). The more metadata NSA has access to, the
more likely it is that NSA can identify or discover the network of contacts linked to targeted
numbers or addresses. Information discovered through NSA’s analysis of the metadata is then
provided to the appropriate federal national security agencies, including the FBI, which are
responsible for further investigation or analysis of any potential terrorist threat to the United
States.

e skl Hoak ok sk s e e siests ook sk Bk sk ok

~ESHEHANE)- In conclusion, the Section 215 and pen-trap bulk collection programs
provide a vital capability to the Intelligence Community. The attacks of 9/11 taught us that
applying lead information from foreign intelligence in a comprehensive and systemic fashion is
required to protect the homeland, and the programs discussed in this paper covera critical seam
in our defense against terrorism. Recognizing that the programs have implications for the
privacy interests of U.S. person data, extensive policies, safeguards, and reviews have been
enacted by the FISA Court, DOJ, GDNI and NSA.




